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================= START OF CHANGE ==================
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

 [3]
3GPP TS 23.003: "Numbering, addressing and identification".

 [4]
3GPP TS 33.102: "3G security; Security architecture".

 [5]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

 [6]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

 [7]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[9]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[10]
IETF RFC 2104 (1997): "HMAC: Keyed-Hashing for Message Authentication".

[11]
ISO/IEC 10118-3 (2004): "Information Technology - Security techniques - Hash-functions - 
Part 3: Dedicated hash-functions".

[12]

3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) specification"

[13]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[xx]
3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".

================= END OF CHANGE ==================
================= START OF CHANGE ==================
5.1.4.1
Integrity requirements

Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.
All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. All RRC signaling messages except those explicitly listed in TS 36.331 [xx] as exceptions shall be integrity-protected.
User plane packets between the eNB and the UE shall not be integrity protected.


================= END OF CHANGE ==================
================= START OF SECOND CHANGE ==================
7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

RRC integrity protection shall be provided by the PDCP layer between UE and eNB and no layers below PDCP shall be integrity protected.

The input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KRRCint as KEY,, an 8-bit bearer identity BEARER corresponding to the signalling bearer identity, the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed integrity check (i.e. faulty or missing MAC) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the eNB side or on the ME side.
================= END OF SECOND CHANGE ==================
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