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*** BEGIN CHANGES ***

9.1.2
From UTRAN to E-UTRAN


In the TAU Request message, the UE includes the UE security capabilities. 
MME shall select NAS security algorithms and will indicate the choice to the UE by e.g. NAS SMC. If Active flag in the TAU Request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K'ASME and NAS COUNT of Tracking area update Request message using the KDF as specified in Annex A. MME deliveries the KeNB and the UE security capabilities to the eNB in a S1-AP message 

TAU Request message shall be integrity protected with one of the default EPS algorithms.

Editors NOTE 1: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.

Editors NOTE 2: Adding TAU integrity protection does not implicate that NAS SMC need not be send.

Editors NOTE 3: The ISR mechanism may have an effect on whether the TAU integrity protection solution with default algorithm is optimal or not.

Editors NOTE 4: Need to specify how the NAS SNs are handled with default algorithm.

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.
*** NEXT CHANGE ***

10.1.2
From GERAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

In the TAU Request message, the UE includes the UE security capabilities. 

 MME shall select security algorithms and will indicate the choice to the UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K'ASME and NAS sequence number of Tracking area update Request message using the KDF as specified in Annex A. MME delivers the KeNB and the UE security capabilities to eNB in a S1-AP message.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here.

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.
*** END OF CHANGES ***
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