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****************************** Next Change ***********************

7.2
Set-up of security associations (successful case)
The set-up of security associations is based on RFC 3329 [21]. Annex H of this specification shows how to use RFC 3329 [21] for the set-up of security associations.

In this clause the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and messages have been omitted. Hence there are gaps in the numbering of messages, as the I‑CSCF is omitted.
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Figure 8

The UE sends a Register message towards the S‑CSCF to register the location of the UE and to set-up the security mode, cf. clause 6.1. In order to start the security mode set-up procedure, the UE shall include a Security-setup-line in this message.

The Security-setup-line in SM1 contains the Security Parameter Index values and the protected ports selected by the UE. It also contains a list of identifiers for the integrity and encryption algorithms, which the UE supports.

	SM1:

REGISTER(Security-setup = SPI_U, Port_U, UE integrity and encryption algorithms list)


SPI_U is the symbolic name of a pair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc is the SPI of the inbound SA at UE’s the protected client port, and spi_us is the SPI of the inbound SA at the UE’s protected server port. The syntax of spi_uc and spi_us are defined in Annex H.

Port_U is the symbolic name of a pair of port numbers (port_uc, port_us) as defined in clause 7.1. The syntax of port_uc and port_us is defined in Annex H.

Upon receipt of SM1, the P‑CSCF temporarily stores the parameters received in the Security-setup-line together with the UE’s IP address from the source IP address of the IP packet header, the IMPI and IMPU. Upon receipt of SM4, the P‑CSCF adds the keys IKIM and CKIM received from the S‑CSCF to the temporarily stored parameters.

The P‑CSCF then selects the SPIs for the inbound SAs. The P‑CSCF shall define the SPIs such that they are unique and different from any SPIs as received in the Security-setup-line from the UE.

NOTE:
This rule is needed since the UE and the P‑CSCF use the same key for inbound and outbound traffic.

In order to determine the integrity and encryption algorithm the P‑CSCF proceeds as follows: the P‑CSCF has a list of integrity and encryption algorithms it supports, ordered by priority. The P‑CSCF selects the first algorithm combination on its own list which is also supported by the UE. If the UE did not include any confidentiality algorithm in SM1 then the P-CSCF shall either select the NULL encryption algorithm or abort the procedure, according to its policy on confidentiality. 

NOTE: 
It should be noted that, if the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network. This would apply in particular to UEs, which support only a Release 5-version of this specification or only GIBA according to Annex T of this specification. 

The P‑CSCF then establishes two new pairs of SAs in the local security association database.

The Security-setup-line in SM6 contains the SPIs and the ports assigned by the P‑CSCF. It also contains a list of identifiers for the integrity and encryption algorithms, which the P‑CSCF supports. The only exception from this is the case that the P‑CSCF is configured to never apply confidentiality. In this case, it shall not include encryption algorithms to the Security-setup-line in SM6.

NOTE:
The P‑CSCF may be configured to never apply confidentiality, e.g. because it trusts the encryption provided by the underlying access network.  If the P-CSCF is configured to apply confidentiality whenever the UE supports it then the P-CSCF always includes the encryption algorithms in SM6, which it supports, even if the UE did not include encryption algorithms in SM1. This is to thwart bidding down attacks.

	SM6:

4xx Auth_Challenge(Security-setup = SPI_P, Port_P, P‑CSCF integrity and encryption algorithms list)


SPI_P is the symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P‑CSCF selects. spi_pc is the SPI of the inbound SA at the P‑CSCF’s protected client port, and spi_ps is the SPI of the inbound SA at the P‑CSCF’s protected server port. The syntax of spi_pc and spi_ps is defined in Annex H.

Port_P is the symbolic name of the port numbers (port_pc, port_ps) as defined in clause 7.1. The syntax of Port_P is defined in Annex H.

Upon receipt of SM6, the UE determines the integrity and encryption algorithms as follows: the UE selects the first integrity and encryption algorithm combination on the list received from the P‑CSCF in SM 6 which is also supported by the UE. If the P-CSCF did not include any confidentiality algorithm in SM6 then the UE shall select the NULL encryption algorithm.

NOTE:
Release 5 UE will not support any encryption algorithms, and will choose the first Release 5 integrity algorithm on the list received from the P‑CSCF in SM6.

The UE then proceeds to establish two new pairs of SAs in the local SAD.

The UE shall integrity and confidentiality protect SM7 and all following SIP messages. Furthermore the integrity and encryption algorithms list, SPI_P, and Port_P received in SM6, and SPI_U, Port_U sent in SM1 shall be included:

	SM7:
REGISTER(Security-setup = SPI_U, Port_U, SPI_P, Port_P, P‑CSCF integrity and encryption algorithms list)


After receiving SM7 from the UE, the P‑CSCF shall check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with thecorresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the registration procedure is aborted. The P‑CSCF shall include in SM8 information to the S‑CSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The P‑CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity check in the P‑CSCF.

	SM8:

REGISTER(Integrity-Protection = Successful, IMPI)


The P‑CSCF finally sends SM12 to the UE. SM12 does not contain information specific to security mode setup (i.e. a Security-setup line), but with sending SM12 not indicating an error the P‑CSCF confirms that security mode setup has been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the security-mode setup.
An example of how to make use of two pairs of unidirectional SAs is illustrated in the figure below with a set of example message exchanges protected by the respective IPsec SAs where the INVITE and following messages are assumed to be carried over TCP.
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Figure 9

****************************** Next Change ***********************

M.7.2
Set-up of security associations (successful case)
The set-up of security associations is based on RFC 3329 [21]. Annex H of this specification shows how to use RFC 3329 [21] for the set-up of security associations.

In this clause the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and messages have been omitted. Hence there are gaps in the numbering of messages, as the I‑CSCF is omitted.

For the purpose of the description of the message processing in case UDP encapsulated tunnel mode is used, a conceptual functional element called "UDP encapsulation function" is used. The UDP encapsulation  function handles all tasks relevant to the UDP encapsulation processing, i.e. the addition and removal of UDP headers to packets. In that sense it does not perform any IPSec processing as such. From an implementation point of view, it is immaterial whether the UDP encapsulation function and the IPSec processing are combined or kept separate. On the network side, the UDP encapsulation  function may reside on the P-CSCF or in a separate device.

Relation of this Annex with the NAT traversal functionality specified in TS 24.229 [8]: 

If the UE is located behind a NAT, the unprotected REGISTER message and the corresponding unprotected response (messages SM1 and SM6) shall be handled according to Annex F of [8]. For SIP messages protected with UDP encapsulated tunnel mode, the P-CSCF shall rewrite only the SDP according to Annex F.3 of [8], and shall not perform the rewriting of the SIP headers specified in Annex F.2 of [8]. The P-CSCF recognises from the mode parameter in the SA table (cf. section 7.1) that UDP encapsulated tunnel mode is used. 
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Figure M.8

The UE sends a Register message towards the S‑CSCF to register the location of the UE and to set-up the security mode, cf. clause M.6.1. In order to start the security mode set-up procedure, the UE shall include a Security-setup-line in this message.

The Security-setup-line in SM1 contains the Security Parameter Index values and the protected ports selected by the UE. It also contains a list of identifiers for the integrity and encryption algorithms, which the UE supports. It shall also contain the list of IPSec modes (i.e. transport and/or UDP encapsulated tunnel mode) supported by the UE.

	SM1:

REGISTER(Security-setup = SPI_U, Port_U, UE integrity and encryption algorithms list, IPSec mode list)


SPI_U is the symbolic name of a pair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc is the SPI of the inbound SA at UE’s the protected client port, and spi_us is the SPI of the inbound SA at the UE’s protected server port. The syntax of spi_uc and spi_us are defined in Annex H.

Port_U is the symbolic name of a pair of port numbers (port_uc, port_us) as defined in clause 7.1. The syntax of port_uc and port_us is defined in Annex H.

A Release 6 P‑CSCF shall propose SA alternatives for Release 5 and Release 6 UE’s since the UE may or may not support confidentiality protection. The P‑CSCF then selects the SPIs for the inbound SAs. The same SPI number shall be used for Release 5 and Release 6 options. The P‑CSCF shall define the SPIs such that they are unique and different from any SPIs as received in the Security-setup-line from the UE.

Upon receipt of SM1, the P‑CSCF temporarily stores the parameters received in the Security-setup-line together with the UE’s IP address from the source IP address of the IP packet header, the IMPI and IMPU. 

If the source IP address of the IP packet header is different from the address contained in the top-most Via header, the P-CSCF concludes that the UE is located behind a NAT device parameter with the source IP address to the Via header and acts  as described in Annex F of TS 24.229 [8]. In this case the P-CSCF concludes that the UE is located behind a NAT device. If the UE has not signalled support for UDP encapsulated tunnel mode in message SM1 the P-CSCF shall silently discard the message and stop performing any further steps. 

Otherwise, if the source IP address of SM1 matches the UE address in the Via header, the P-CSCF concludes that the UE is not located behind a NAT. The P-CSCF then continues with the set-up of security associations as specified in section 7.2, otherwise it continues as specified in this annex.

NOTE:
If the top-most Via header contains a domain name the P-CSCF shall perform the appropriate DNS procedures in order to retrieve the address information to be used for the comparison, as specified in Annex F of TS 24.229 [8].
Upon receipt of SM4, the P‑CSCF adds the keys IKIM and CKIM received from the S‑CSCF to the temporarily stored parameters.

The P‑CSCF then selects the SPIs for the inbound SAs. The P‑CSCF shall define the SPIs such that they are unique and different from any SPIs as received in the Security-setup-line from the UE.

NOTE:
This rule is needed since the UE and the P‑CSCF use the same key for inbound and outbound traffic.

In order to determine the integrity and encryption algorithm the P‑CSCF proceeds as follows: the P‑CSCF has a list of integrity and encryption algorithms it supports, ordered by priority, cf. Annex H. Release 6 algorithms shall have higher priority than Release 5 algorithms.The P‑CSCF selects the first algorithm combination on its own list which is also supported by the UE. If the UE did not include any confidentiality algorithm in SM1 then the P-CSCF shall either select the NULL encryption algorithm or abort the procedure, according to its policy on confidentiality.

NOTE: 
It should be noted that, if the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network. This would apply in particular to UEs, which support only a Release 5-version of this specification or only GIBA according to Annex T of this specification.

The P‑CSCF then establishes two new pairs of SAs in the local security association database.

In case the P-CSCF has discovered before that the UE is located behind a NAT, it informs the UDP encapsulation  function about the IPSec SA data relevant for the UDP encapsulation process. This data consists of the IP source and destination addresses of the outer IP headers and the SPIs used in all four SAs (cf. section M.6.3) established. At this point in time the UDP encapsulation  function creates a table, the "UDP encapsulation table", with the following contents:

	"UDP Encapsulation Table on the network side "

	
	SA1
	SA2
	SA3
	SA4

	Src Addr
	PCSCF
	UE_pub
	PCSCF
	UE_pub

	Dest Addr
	UE_pub
	PCSCF
	UE_pub
	PCSCF

	Src Port
	4500
	undef
	4500
	undef

	Dest Port
	undef
	4500
	undef
	4500

	SPI
	SPI_us
	SPI_ps
	SPI_uc
	SPI_pc


The P-CSCF shall use port 4500 as the source port for UDP encapsulated packets towards the UE. The P-CSCF will also receive packets from the UE with and as the destination port 4500. This is the IPSec standard port for UDP encpasulated IPSec packets (see [28]). The source port for packets received by the P-CSCF from the UE and the destination port for packets sent by the P-CSCF towards the UE is not known yet and can only be learned in a later step (see below). 

NOTE:
A corresponding table on the UE side is not required as the ports used by the UE are not affected by the NAT.

The Security-setup-line in SM6 contains the SPIs and the ports assigned by the P‑CSCF. It also contains a list of identifiers for the integrity and encryption algorithms, which the P‑CSCF supports. The only exception from this is the case that the P‑CSCF is configured to never apply confidentiality. In this case, it shall not include encryption algorithms to the Security-setup-line in SM6.

Furthermore, the P-CSCF indicates the IPSec mode of operation. In case the P-CSCF detected that the UE is behind a NAT, it indicates UDP encapsulated tunnel mode, otherwise transport mode is indicated. 

NOTE:
The P‑CSCF may be configured to never apply confidentiality, e.g. because it trusts on the encryption provided by the underlying access network. In this case, the P‑CSCF acts according to Release 5 specifications, and does not include encryption algorithms to the Security-setup-line in SM6. If the P-CSCF is configured to apply confidentiality whenever the UE supports it then the P-CSCF always includes the encryption algorithms in SM6, which it supports, even if the UE did not include encryption algorithms in SM1. This is to thwart bidding down attacks.P‑CSCF may be configured to trust on the encryption provided by the underlying access network. In this case, the P‑CSCF acts according to Release 5 specifications, and does not include encryption algorithms to the Security-setup-line in SM6.
	SM6:

4xx Auth_Challenge(Security-setup = SPI_P, Port_P, P‑CSCF integrity and encryption algorithms list), IPSec mode )


SPI_P is the symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P‑CSCF selects. spi_pc is the SPI of the inbound SA at the P‑CSCF’s protected client port, and spi_ps is the SPI of the inbound SA at the P‑CSCF’s protected server port. The syntax of spi_pc and spi_ps is defined in Annex H.

Port_P is the symbolic name of the port numbers (port_pc, port_ps) as defined in clause 7.1. The syntax of Port_P is defined in Annex H.

Upon receipt of SM6, the UE determines the integrity and encryption algorithms as follows: the UE selects the first integrity and encryption algorithm combination on the list received from the P‑CSCF in SM 6 which is also supported by the UE.

NOTE:
Release 5 UE will not support any encryption algorithms, and will choose the first Release 5 integrity algorithm on the list received from the P‑CSCF in SM6.

The UE shall eitherconfigure UDP encapsulated tunnel mode or determine the IPsec mode according to the mode information contained in SM6. If no mode information is included in SM6, the UE shall first check whether it is located behind a NAT by checking for the presence of a "received"-parameter in the Via header of SM6. If the UE is not located behind a NAT,  the UE assumes transport mode, otherwise it aborts the communication. If transport mode is used the UE continues with the set-up of security associations as specified in section 7.2, otherwise it continues as specified in this annex.
The UE then proceeds to establish two new pairs of SAs in the local SAD. 

The UE shall integrity and confidentiality protect SM7 and all following SIP messages.

Furthermore the integrity and encryption algorithms list, SPI_P, and Port_P received in SM6, and SPI_U, Port_U sent in SM1 shall be included:

	SM7:
REGISTER(Security-setup = SPI_U, Port_U, SPI_P, Port_P, P‑CSCF integrity and encryption algorithms list)


If UDP encapsulated tunnel mode is used, the UE shall use the following addresses and ports in the various headers of message SM7:

SIP header: 
In the Via and Contact header the UE shall use its public IP address and protected server port. The UE learns its public IP address by inspecting the received parameter in the top-most Via header included in message SM6, in case such a parameter is present.

IP and UDP/TCP headers are used as specified in M.7.1. 

If UDP encapsulated tunnel mode is applied, the UE shall start sending keep alive messages according to [28]. This ensures that the NAT binding is kept alive for the duration of the registration.

When SM 7 arrives at the P-CSCF it is at first processed by the UDP encapsulation function. The UDP encapsulation  function can now learn port_Uenc, which the NAT has chosen for the UDP encapsulated packet. The UDP encapsulation  function inserts this port in the UDP encapsulation table, so that the table is complete.  

	"UDP Encapsulation Table" on the network side

	
	SA1
	SA2
	SA3
	SA4

	Src Addr
	PCSCF
	UE_pub
	PCSCF
	UE_pub

	Dest Addr
	UE_pub
	PCSCF
	UE_pub
	PCSCF

	Src Port
	4500
	Port_Uenc
	4500
	Port_Uenc

	Dest Port
	Port_Uenc
	4500
	Port_Uenc
	4500

	SPI
	SPI_us
	SPI_ps
	SPI_uc
	SPI_pc


The UDP encapsulation  function removes the UDP header from the IP packet and hands it over to the IPSec processing.

After successful IPSec processing the SIP application in the P‑CSCF shall check whether the integrity algorithms list, SPI_P and Port_P received in SM7 is identical with thethe corresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the registration procedure is aborted.

The P‑CSCF shall include in SM8 information to the S‑CSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The P‑CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity check in the P‑CSCF.

	SM8:

REGISTER(Integrity-Protection = Successful, IMPI)


The P‑CSCF finally sends SM12 to the UE. SM12 does not contain information specific to security mode setup (i.e. a Security-setup line), but with sending SM12 not indicating an error the P‑CSCF confirms that security mode setup has been successful. 

After receiving SM12 not indicating an error, the UE can assume the successful completion of the security-mode setup.
An example of how to make use of two pairs of unidirectional SAs is illustrated in the figure below with a set of example message exchanges protected by the respective IPsec SAs where the INVITE and following messages are assumed to be carried over TCP.
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Figure 9

****************************** Next Change ***********************

N.1 SIP Digest 

SIP Digest authentication and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications. The P-CSCF can enforce this condition by identifying REGISTER requests relating to SIP Digest according to the rules in Annex P.3 of this specification and discarding them when received over an access network defined in 3GPP specifications.
The provisions in Annex N are optional for implementation. The provisions in Annex N are optional for use. However, the use of one of the authentication mechanisms in this specification is mandated.

SIP Digest shall not be used in conjunction with IPsec.

NOTE 1: The use of SIP Digest in conjunction with IPsec, as specified in the main body and in Annex N of this specification, is technically impossible because SIP Digest does not generate session keys for use with IPsec security associations.

An additional scheme for authentication is SIP Digest as specified in RFC 3261 [6]. SIP Digest achieves mutual authentication between the UE and the HN, and is based on HTTP Digest as specified in RFC 2617 [12]. The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI. The HSS and the UE share a preset secret (e.g., a password) associated with the IMPI. The generation of the authentication challenge shall be done in the same way as specified in RFC 2617 [12] and this document. 

It is the policy of the HN that decides if an authentication shall take place for the registration of an additional IMPU that is not part of the already registered set of IMPUs associated with the same IMPI. 

If a UE supports SIP Digest as well as further authentication methods, the UE shall proceed as follows:  

-
If the access network is of a type defined in 3GPP specifications then the UE shall not select SIP Digest, in accordance with the requirement at the start of this clause. 
NOTE 2: The rules listed in Annex T of this specification say how a UE can select between IMS AKA and GIBA. 
-
If the access network is of a type not defined  in 3GPP specifications then

-
if both the UE and network support IMS AKA according to the main body or Annex M of this specification, as determined by the use of sip-sec-agree [21], the authentication method shall be IMS AKA;

-
otherwise the authentication method shall be SIP Digest as specified in Annex N of this specification.

****************************** Next Change ***********************
Annex K:
Void

****************************** Next Change ***********************

Annex P (normative):
Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication and SIP Digest

Editor’s note: the correct references to other Common IMS specifications have to be added once they are available. Acronyms have to be added to section 3. 

Editor’s note: a terminology clean up may be needed, e.g. the term “TISPAN NASS” may need to be checked once the corresponding TISPAN specifications are available in 3GPP documents; stage 3 terminology is used when stage 2 terminology may have been more appropriate.

P.1 Scope of this Annex

This Annex is meant to ensure that the same IMS core network entities can be used to support various authentication schemes defined for Common IMS. In this context, rules are developed how an x‑CSCF can decide from a registration request which authentication scheme to apply. If these rules are not adhered to compatibility problems may arise.
The following authentication schemes are taken into account in this Annex:

-
IMS AKA without and with NAT traversal;

-
GPRS-IMS-Bundled Authentication (GIBA);

-
NASS-IMS-bundled authentication (NBA);

-
SIP Digest.
These authentication schemes are specified in the following places:

-
IMS AKA without NAT traversal is specified in the main body of this specification;

-
IMS AKA with NAT traversal is specified in Annex M of this specification;

-
SIP Digest without TLS is specified in Annex N of this specification;

-
SIP Digest with TLS is specified in Annexes N and O of this specification; 
-
NASS-IMS-bundled authentication is specified in Annex R of this specification;

-
GPRS-IMS-Bundled Authentication is specified in Annex T of this specification.
P.2 Requirements on co-existence of authentication schemes
-
It shall be possible to deploy one IMS in a fixed mobile convergence situation.

-
As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S‑CSCF.

-
Incompatibilities between the authentication schemes considered here shall be avoided.
P.3 P‑CSCF procedure selection 

When the P‑CSCF receives a registration request it shall proceed as follows: 
The P‑CSCF shall first check whether the Security-Client header exists in the received REGISTER message:

· If the REGISTER request contains a Security-Client header then, for an initial registration, the P-CSCF shall select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-Client header according to its priorities.

· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "trans" it shall perform the steps required for IMS AKA without NAT traversal.
· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "UDP-enc-tun" it shall perform the steps required for IMS AKA with NAT traversal.
· If the P-CSCF selects the sec-mechanism "tls" it shall perform the steps required for SIP Digest with TLS.
· If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows:

· If the REGISTER request does not contain an Authorization header and was received over an access networks defined in 3GPP specifications then the P‑CSCF shall perform the steps required for GIBA. 

· If the REGISTER request does not contain an Authorization header and was received over a TISPAN NASS then the P‑CSCF shall perform the steps required for NASS-IMS-bundled authentication. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps and shall return an error message to the UE.
NOTE_p1: Support for legacy UEs using Digest authentication without an Authorization header is out of scope of this specification.
· If the REGISTER request contains an Authorization header and was not received over a TISPAN NASS then the P‑CSCF shall perform the steps required for SIP Digest without TLS.

· If the REGISTER request contains an Authorization header and was received over a TISPAN NASS, and the P-CSCF supports both SIP Digest and NBA, then the P‑CSCF shall perform the steps required for NBA as well as the steps required for SIP Digest, unless it is configured to behave differently. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps.
· For a subsequent registration, the P-CSCF shall continue to use the selected mechanism.

NOTE_p2: Note that Annex N states that SIP Digest authentication shall not apply to access networks defined in 3GPP specifications. 
NOTE_p3: The use of Authorization headers in IMS REGISTER requests is defined in TS 24.229 [8].

NOTE_p4: The inclusion of an Authorization header in a REGISTER request is optional for NBA and mandatory for SIP Digest. Therefore, when a REGISTER request received over a TISPAN NASS contains an Authorization header the P-CSCF cannot know whether the request relates to SIP Digest or NBA unless it is configured to select one of the schemes according to certain criteria, e.g. IP address range. The steps required for SIP Digest and for NBA are not in contradiction. Rather, for NBA the P-CSCF needs to perform additional steps, namely an exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on top of the steps required for SIP Digest. 
A P-CSCF is said to be “PANI-aware” if it handles P-Access-Network-Info headers as follows:

· A “PANI-aware” P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was received over a TISPAN NASS.

· A “” P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was not received over a TISPAN NASS.
NOTE_p5: For the purposes of NBA, the P-CSCF includes NASS location information in the P-Access-Network-Info header. But, according to TS 24.229 [8], the P‑CSCF handles any P-Access-Network-Info header included by the UE transparently, and, hence, an S‑CSCF could receive a P-Access-Network-Info header with false NASS location information inserted by the UE even when the access network is not a TISPAN NASS. This would negatively impact the security of NASS-IMS-bundled authentication. Therefore, the removal of a P-Access-Network-Info header with the "network-provided" parameter is mandated for PANI-aware P-CSCFs even when the access network is not a TISPAN NASS. 
How the P‑CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
P.4
Determination of requested authentication scheme in S‑CSCF
P.4.1
Stepwise approach

When receiving a REGISTER request the S‑CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in clause P.4.2.

-
Step 1: the S‑CSCF first checks whether the IMS REGISTER request relates to IMS AKA or not. In the case of IMS AKA, the S‑CSCF shall behave according to this specification. Otherwise, the S‑CSCF proceeds to step 2.

-
Step 2: for a non-IMS-AKA REGISTER request, the S‑CSCF next checks whether the request relates to GIBA. In the case of GIBA, the S‑CSCF shall behave according to Annex T of this specification. Otherwise, the S‑CSCF proceeds to step 3.

-
Step 3: In step 3, the S‑CSCF requests the HSS to perform the distinction among SIP Digest and NBA.

NOTE_p6:
The distinctions in steps 1 and 2 are required because the records of an IMS AKA or GIBA user may reside on an HSS of an earlier release. Such an HSS requires the authentication scheme to be determined by the S-CSCF according to the specification for IMS AKA and GIBA.

For subsequent REGISTER requests, the authentication scheme shall not change. 

P.4.2
Mechanisms for performing steps 1 to 3 in P.4.1
Step 1:

The S‑CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present and has either the value “yes” or the value “no” the S‑CSCF concludes that the REGISTER request relates to IMS AKA.

NOTE_p7: the "integrity-protected" flag and its values are defined in TS 24.229 [8]. 

Step 2:

The S‑CSCF then shall proceed as follows:

If there is no Authorization header in the REGISTER request, and there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS, 


then GIBA is used.
Editor’s note x5: the above text needs to be double checked as it was discussed at SA3#49bis whether handling for some cases was missing, e.g. the following case: was missing: the first condition is not met, but the second condition is met.

Otherwise, the S‑CSCF proceeds to step 3.
Step 3: 
This step rests on three conditions:

1)
The S‑CSCF shall know, e.g. using the mechanism in clause P.5, which P‑CSCFs in the home network are TISPAN-enabled in the sense of clause P.3.

2)
It shall be ensured that P‑CSCFs in the home network, which are not TISPAN-enabled, do not connect to TISPAN NASS.

3) A user always uses either NBA or SIP Digest, but not sometimes NBA and sometimes SIP Digest. 
The S‑CSCF shall send an authentication request to the HSS indicating that the authentication scheme is unknown. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. 

If the returned authentication scheme is NBA the S-CSCF shall proceed with this authentication only if the P‑CSCF is in the home network and “TISPAN-enabled”.

If the returned authentication scheme is SIP Digest the S-CSCF will learn from the "integrity-protected" flag in the subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLS is used.

P.5
Co-existence of PANI-aware and other P‑CSCFs
This section introduces a configuration-based solution, which enables an S‑CSCF to serve both PANI-aware P‑CSCFs and P‑CSCFs that are not PANI-aware.
Configuration-based solution:

The S‑CSCF shall be configured in such a way that it knows which P‑CSCFs are PANI-aware, according to section P.3. The S‑CSCF knows the P‑CSCF which forwarded the registration request from the Via header.

NOTE_p10:
Both EIS and NBA require the P‑CSCF to be in the home network. This may help in realising the configuration-based solution.

Editor’s note: It is ffs whether a protocol- based solution should be added. In such a solution, a PANI-aware P‑CSCF could include an indication about its capability to handle the "P-Access-Network-Info" header correctly, according to section P.3, in an appropriate header field.
P.6
Considerations on the Cx interface

The specification of certain Cx commands in TS 29.228 [39] requires the inclusion of a private user identity (IMPI). When a registration request is sent without an Authorization header then such a private identity is not available. 
Editor’s note: The correct stage 3 reference needs to be added in the paragraph below once the stage 3 details have been specified.
For GIBA, an Authorization header is never included in a registration request. However, it is specified for GIBA in [tba] how to derive a private identity from a public identity. This derived private identity is then used in Cx commands.

For NBA the inclusion of an Authorization header in a registration request is optional. The handling of private user identities in Cx commands relating to registration requests without Authorization header remains left open in NBA specifications. 
NOTE_p11: Proprietary solutions may be required in networks where NBA clients may send registration requests without Authorization header. Some of these proprietary solutions may require the I‑CSCF to handle Cx commands in a way specific to NBA clients. In such a case the I‑CSCF may use the P-Access-Network Info header to determine whether the request was sent over a TISPAN NASS network. In contrast to the procedures for the S‑CSCF in clause P.5, the correctness of the information in the P-Access-Network Info header is not security-critical in the context of the I‑CSCF discussed in this note. Note also that such proprietary solutions may lead to interoperability problems between an HSS and an x-CSCF from different vendors.
Editor’s note: the agreed new WID on NBA stage 3 in CT1 may lead to a standardized solution for the problem. Then NOTE_p11 would need to be revisited.
******************************End of Changes***********************
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