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-------------FIRST MODIFICATION---------------
7A
Invocation of Lawful Interception for Packet Data Multi-media Service

7A.2
Provision of IRI

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target subscriber are subject to intercept at the S-CSCF and Optionally P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFs and S-CSCFs with SIP URI or TEL URL target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.
For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home Network, interception at the P-CSCF shall be Optional, subject to national regulation.

[image: image1]
Figure 22: Provision of Intercept Related Information for multi-media

7A.3
Multi-media events

-
All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of a targeted subscriber for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation) for SIP to bearer shall  be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URL

-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

--------------------NEXT MODIFICATION-----------------------

Annex C (informative):
Information flows for the invocation of Lawful Interception for Packet Data with multimedia

The following figures show the information flows for the invocation of Lawful Interception for Packet Data with multimedia. The figures show some of the basic signalling messages of the target Packet Data communication and the events on the X2 interfaces. The dotted lines indicate signalling depending on whether IRI information has been requested. The figures illustrate interception in the visited network.
The figures in this annex only apply to scenarios where the P-CSCF is located in the visited network. In some operator deployment scenarios, the P-CSCF will be in the Home Network. Where the P-CSCF is located in the Home Network and UE to P-CSCF signalling encryption is applied, all SIP messages between the P-CSCF and the UE will be encrypted within the visited network and therefore plain text interception in the visited network may not be possible.
C.1
Multimedia registration

Figures C.1.1 and C.1.2 show the intercept of the Multimedia registration for the case of visited network interception (refer to TS 23.228 clauses 5.3.2.4 and 5.3.2.5).
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Figures C.1.1 and C.1.2 show the intercept of the Multimedia registration for the case of visited network interception, where the P-CSCF is located in the Visited Network (refer to TS 23.228 clauses 5.3.2.4 and 5.3.2.5).

Figure C.1.1: Intercept of Start of Multimedia Registration
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Figure C.1.2: Intercept of Continuation of Multimedia Registration

NOTE:
The same SIP Registration command is used for the initial registration and any registration updates. Registration deletion request is accomplished with a Registration command that indicates a '*' contact or zero expiration time.

C.2
Multimedia Session Establishment and Answer

Figure C2 shows the intercept of the Multimedia Establishment and Answer in the visited network, where the P-CSCF is located in the Visited Network (refer to 3G TS 23.228, clause 5.7.1).
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Figure C.2 Intercept of Multimedia Establishment and Answer at Visiting Network

C.3
Multimedia Release

Figure C.3 shows the intercept of the Multimedia Release in the visited network, where the P-CSCF is located in the Visited Network (3G TS 23.228, clause C.2.1 reference available).
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Figure C.3 Intercept of Multimedia Release at Visiting Network

-----------END OF CHANGES-----------
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