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3

Justification

Present deployments of UTRAN with part of the RNC functionality, including user plane and signalling protection, moved to HSPA NodeBs present the same threat environment as encountered by E-UTRAN eNBs. E‑UTRAN has introduced a key hierarchy, making security breaches of the keys used on the air-interface much less severe. With the current key management in UTRAN it is impossible to achieve the same level of protection as in E-UTRAN. Introduction of the E-UTRAN key hierarchy in UTRAN would enable having the same level of protection in both systems.

The introduction of the E-UTRAN key hierarchy in UTRAN would achieve additional benefits by yielding interworking between UTRAN and E-UTRAN simpler and more secure. At the same time such key hierarchy will facilitate more straightforward introduction/adoption of E-UTRAN extensions by operators’ existing UTRAN networks, e.g. inter RAT/Technology handovers. 

One current issue in securing handovers from UTRAN to E-UTRAN is that after the handover a new AKA run has to be performed. The current specifications of UTRAN imply that the context handed over from UTRAN to E-UTRAN must depend on Ck, Ik (which are used on the air interface). This means that a security breach in UTRAN will propagate into E-UTRAN, no matter how strong key conversion functions are used to derive the E-UTRAN keys. It would be desirable to achieve a situation where impacts of security breaches in UTRAN are minimal in E-UTRAN without having to perform a new authentication. This is in line with what is specified as a requirement in TS 22.258, namely:

"Any possible lapse in security in one access technology shall not compromise security of other accesses."
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Objective

The objective of this work item would be to study potential solutions for introducing the E-UTRAN key hierarchy in UTRAN, to improve the security level in UTRAN in the presence of the new deployment scenarios and to ensure that a security breach in UTRAN will not propagate into E-UTRAN. The study should cover the technical feasibility and consequences. The impacts of such potential solution on UTRAN rel-9 should be identified. Regarding the topic of security breach propagation, a comparison shall be done with possible enhancements to EPS/E-UTRAN. Interworking with pre Rel-9 version of UTRAN , GERAN and E-UTRAN would need to be studied. In particular the following aspects must be covered:

· Attacks countered

· Solution impacts

· Signaling SGSN-MME

· Signaling SGSN-SGSN

· Signaling UE-SGSN-HSS

· Use of ME capabilities

· Signaling SGSN-HSS

· AV management

· Key derivations and bindings
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Service Aspects



None/Text
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MMI-Aspects



None/Text
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Charging Aspects



None/Text
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Security Aspects



This SID is all about security 
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Impacts 
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Work item rapporteur(s)

Karl Norrman, Ericsson
12

Work item leadership

SA3
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Supporting Companies

Alcatel-Lucent, Docomo, Ericsson, Orange, Telenor 
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Classification of the WI (if known)

	X
	Study Item (no further information required)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)
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