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3.3
Abbreviations

For the purposes of the present document, the abbreviations defined in 3GPP TR 21.905 [50] and the following apply:

...
OCS
Online Charging System

OI
Operator Identifier (part of the APN)
PCEF
Policy and Charging Enforcement Function
PDN
Packet Data Network

PDP
Packet Data Protocol (e.g. IP)

PDU
Packet Data Unit

PLMN
Public Land Mobile Network
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4.2
PS domain offline charging architecture

As described in TS 32.240 [1], the CTF (an integrated component in each charging relevant NE) generates charging events and forwards them to the CDF. The CDF, in turn, generates CDRs which are then transferred to the CGF. Finally, the CGF creates CDR files and forwards them to the Billing Domain.

In GPRS, each GSN has an integrated CDF, hence a physical GSN can produce CDRs. The CGF may also be integrated in the GSN, or it may exist as a physically separate entity. If the CGF is external to the GSN, then the CDF forwards the CDRs to the CGF across the Ga interface. In this case, the relationship between GSN/CDF and CGF is m:1. If the CGF is integrated in the GSN, then there is only an internal interface between the CDF and the CGF. In this case, the relationship between GSN/CDF and CGF is 1:1. An integrated CGF may support the Ga interface from other GSN/CDFs.

When an external CGF is used, this CGF may also be used by other, i.e. non-GPRS, network elements, according to network design and operator decision. It should be noted that the CGF may also be an integrated component of the BD – in this case, the Bp interface does not exist and is replaced by a proprietary solution internal to the BD.

Figure 4.3. depicts the architectural options described above.
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Figure 4.3: PS domain offline charging architecture

The GGSN may include a  Policy and Charging Enforcement Function (PCEF) to support Flow Based Bearer Charging (FBC) functionality; this is not depicted in figure 4.3. The Ga and Bp reference points include the required functionality, e.g. defined for the Gz reference point in TS 23.203 [72]. Refer to clause 5.2.1.3, TS 32.240 [1] and TS 23.203 [72] for further details on FBC. 

The GSNs may provide inter-operator charging functionality for Multimedia Broadcast/Multicast Services (MBMS) defined in TS 23.246 [207] and TS 32.273 [32], not for subscriber charging.

In addition to the standardised approaches depicted in figure 4.3, vendors may implement the CDF separately from the GSN for the PS domain. In that case, the interface between the GSN (CTF) and the CDF should comply with the definition of the Rf interface specified in 3GPP TS 32.299 [50].
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4.3
PS domain online charging architecture

PS domain online charging based on SGSN functions is implemented by CAMEL techniques as described in 3GPP TS 23.078 [206] and 3GPP TS 29.078 [202], i.e. outside the scope of the 32 series of charging TSs. Note, however, that the CDRs described in the present document do contain CAMEL information. This is because some of that information is relevant to offline charging in case of CAMEL control of (part of) the session, and thus needs to be captured in the offline charging information. However, this is not related to the online charging functions for the PS domain.

PS domain online charging based on GGSN functions with included PCEF is specified in the present document, utilising the Ro interface and application as specified in TS 32.299 [50]. The reason for this alternative solution is that operators may enforce the use of HPLMN GGSNs in the case of roaming, hence GGSN service control and charging can be executed in the HPLMN in all circumstances. The GGSN based PS domain online charging architecture is depicted in figure 4.4.



[image: image3]
Figure 4.4: PS domain GGSN based online charging architecture

The Ro reference point includes the functionality defined for the Gy reference point (required for the PCEF) in TS 23.203 [72]. Refer to clause 5.2.1.3, TS 32.240 [1] and TS 23.203 [72] for further details on FBC.

Details on the interfaces and functions can be found in TS 32.240 [1] for the general architecture components, TS 32.296 [53] for the OCS, and 32.299 [50] for the Ro application.
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5.1
PS charging principles

The charging functions specified for the PS domain relate to

· mobility management, refer to TS 23.060 [201];

· SMS transmissions / receptions, refer to TS 23.060 [201];

· PDP contexts, refer to TS 23.060 [201];

· LCS events, refer to TS 32.271 [31];

· individual service data flows within a PDP context, refer to TS 23.203 [72].

· MBMS bearer contexts, refer to TS 23.246 [207] and TS 32.273 [32].

5.1.1
Requirements

The following are high-level charging requirements specific to the packet domain, derived from the requirements in 3GPP TS 22.115 [102], 23.060 [201] and TS 23.203 [72].

1)
Every PDP context shall be assigned a unique identity number for billing purposes. (i.e. the charging id).

2)
Data volumes on both the uplink and downlink direction shall be counted separately. The data volumes shall reflect the data as delivered to and from the user.

...
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5.2.1.3
Flow Based bearer Charging (FBC)

PDP context charging allows the GGSN to collect charging information related to data volumes sent to and received by the UE/MS, categorised by the QoS applied to the PDP context. FBC may be supported by the GGSN by the integration of a PCEF. When the PCEF is present, the normal PDP context charging is enhanced by the capability to categorise the PDP context data volume by specific service data flows. I.e., while there is only one uplink an one downlink data volume count per PDP context in PDP context charging, FBC provides multiple service data flow counts, one each per defined service data flow. The default service data flow is the wildcard, i.e. all traffic for all IP addresses, all TCP ports, etc.; when no other, specific service data flows are configured, the behaviour of FBC is identical to the normal PDP context charging on the GGSN. When further service data flows are specified, traffic is categorised, and counted, according to the service data flow specification), and the wildcard service data flow applies to all traffic that does not match any of the specific service data flows. Details of this functionality are specified in TS 23.203 [72] and TS 32.240 [1].

The following chargeable events are defined for FBC:

· Start of PDP context. Upon encountering this event, a new eG-CDR for this context is created and the data volume is captured per service data flow for the PDP context.

· Start of service data flow. A new volume count and time stamp for this service data flow is started.

· Termination of service data flow. The service data flow volume counter and time stamp is closed and added to the eG-CDR. For information on how the termination of service data flows is detected, refer to TS 23.203 [72].

· End of PDP context in the GGSN. The eG-CDR is closed upon encountering this trigger.

· Expiry of an operator configured time limit per PDP context. This event closes the eG-CDR, and a new one is opened if the PDP context is still active.

· Expiry of an operator configured time limit per service data flow. The service data flow volume counter and time stamp is closed and added to the eG-CDR. A new service data flow container is opened if the service data flow is still active.

· Expiry of an operator configured data volume limit per PDP context. This event closes the eG-CDR, and a new one is opened if the PDP context is still active.

· Expiry of an operator configured data volume limit per service data flow. The service data flow volume counter and time stamp is closed and added to the eG-CDR. A new service data flow container is opened if the service data flow is still active.

· Change of charging condition: GTP modification (e.g. QoS change, SGSN change, PLMN Id change, RAT change, CGI/SAI change, RAI change), tariff time change. When this event is encountered, all current volume counts and time stamps are captured and new volume counts and time stamps for all active service data flows are started.

· Expiry of an operator configured report of service flow data limit per PDP context. This event closes the eG-CDR, and a new one is opened if the PDP context is still active.

NOTE:
The specific chargeable events may be configured per charging key and may be different from those used for the G-CDR.

Management intervention may also force trigger a chargeable event.

Relevant service data flows for a certain PDP context are determined when FBC is applied. Charging rules are used for this determination. One charging rule identifies service data flow to be measured but it can also include certain characteristics related to that service data flow. 

Charging rule can contain e.g.:

· service data flow filters to identify packets belonging to certain service data flow, 

· whether online/offline charging interface is used, 

· rating group for that service data flow and/or 

· precedence to the situations where two or more service data flows are overlapping. 

And charging rules can be:

· pre-defined in GGSN,

· dynamically provisioned by the Charging Rules Function over Gx interface or

· mixture of those two.

This is specified in TS 23.203 [72] and TS 29.210 [71]
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5.2.3.4
Triggers for eG-CDR charging information collection

An eG-CDR is used to collect charging information related to the PDP context data information for a UE/MS in the GGSN, where the data volumes within each eG-CDR are separately counted per defined service data flow.

The eG-CDR is produced instead of a G-CDR if FBC is active in the GGSN. I.e. the GGSN either creates G-CDRs or eG-CDRs per PDP context, depending on whether FBC is enabled (eG-CDR) or disabled (G-CDR). In contrast to the G-CDR, where only one volume container (uplink/downlink) can be active per PDP context, many service data flow containers per PDP context can be active simultaneously when FBC is enabled. A service data flow container is activated when traffic for a defined service data flow (including the wildcard for “all (other) traffic”) is detected; a service data flow container is closed when the termination of the service data flow is detected by the GGSN. Details on FBC can be found in TS 23.203 [72] and TS 32.240 [1].

...
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5.3.1
Basic principles

PS domain online charging may be performed in the SGSN using CAMEL techniques. This functionality is specified in TS 23.078 [206] and TS 29.078 [202] and is outside the scope of the present document.

PS domain online charging may be performed by the PCEF in the GGSN using the common Ro based credit control application specified in TS 32.299 [50]. In order to provide the data required for the management activities outlined in TS 32.240 [1] (credit control, accounting, statistics etc.), the PCEF shall be able to perform online charging for each of the following:

· Charging Data related to PDP contexts;

· Charging Data related to service data flows.

The above items both pertain to sessions (PDP contexts), hence only session based online charging (SCUR) is required in the PCEF. The Credit Control Requests (CCR) and Credit Control Answers (CCA) specified for SCUR in TS 32.299 [50] (intial/update/termination) are issued towards the OCS / received from the OCS when certain conditions (chargeable events) are met. The PS domain specific contents and purpose of each of these messages, as well as the chargeable events that trigger them, are described in the following subclauses. A detailed formal description of the online charging parameters defined in the present document is to be found in 3GPP TS 32.299 [50]. Further information on the general principles of the common 3GPP online charging application can also be found in TS 32.299 [50] and TS 32.240 [1].

5.3.1.1
PDP context charging

PDP context online charging is achieved by FBC online charging, see clause 5.3.1.2. When the PDP Context is online charged by means of FBC, the quota handling shall also be based on the use of a Rating Group/Service Identifier. 
The value of this PDP Context specific Rating Group/Service Identifier shall be vendor specific.
5.3.1.2
Flow Based Bearer Charging

PDP context charging allows the GGSN to collect charging information related to data volumes sent to and received by the UE/MS, categorised by the QoS applied to the PDP context. FBC is supported by the GGSN by the integrated PCEF. When the PCEF is present, the normal PDP context charging is enhanced by the capability to categorise the PDP context data volume by specific service data flows. I.e., while there is only one uplink an one downlink data volume count per PDP context in PDP context charging, FBC provides multiple service data flow counts, one each per defined service data flow. The default service data flow is the wildcard, i.e. all traffic for all IP addresses, all TCP ports, etc.; when no other, specific service data flows are configured, the behaviour of FBC is identical to the normal PDP context charging on the GGSN. When further service data flows are specified, traffic is categorised, and counted, according to the service data flow specification, and the wildcard service data flow applies to all traffic that does not match any of the specific service data flows. Details of this functionality are specified in TS 23.203 [72] and TS 32.240 [1].
The following chargeable events are defined for FBC:

· Start of PDP context. Upon encountering this event, a CCR initial, indicating the start of the PDP context, is sent towards the OCS, and the data volume and/or elapsed time is captured per PDP Context or service data flow for the PDP context. 
· Start of service data flow. A CCR update is generated for the PDP context, indicating the start of a new service data flow, and a new volume count for this service data flow is started.

· Termination of service data flow. The service data flow volume counter is closed, and a CCR update is generated towards the OCS, indicating the end of the service data flow and the final volume count for this service data flow. For information on how the termination of service data flows is detected, refer to TS 23.203 [72].

...
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5.3.2
Ro message flows

CCR initial, update and termination, as defined in TS 32.299 [50], are used by the GGSN to transfer the collected charging information towards the OCS. CCA is used by the OCS to assign quotas for the PDP context or service data flows, and to instruct the GGSN whether to continue or terminate a service data flow or PDP context.

CCA is also used to communicate to the PCEF the Termination Action, i.e. the GGSN behaviour when the user has consumed the final granted units. The Termination Action is specified in TS 32.299 [50].

The GGSN uses FBC to determine whether to activate or deactivate online charging. Further details of this functionality, including the mechanism of conveying the charging characteristics data item (HLR -> SGSN -> GGSN), are specified in annex A.

The following clauses describe the trigger conditions for the chargeable events described in clause 5.3.1.1 and 5.3.1.2. In FBC online charging, these chargeable events correspond to the triggers for collection of charging information and CCR emission towards the OCS. The responses from the OCS and the detailed behaviour of the PCEF upon receiving those responses are also specified in the subclauses below.

...
5.3.2.2
Triggers for FBC Online Charging

CCR initial / update / termination is used to convey charging information related to the PDP context or service data flow data information collected for a UE/MS in the PCEF. CCA is used by the OCS to return quotas for the PDP context or service data flows or to instruct the PCEF on the further handling of the PDP context (terminate, continue, reroute, etc.).
FBC online charging is employed if FBC is active in the GGSN. Many service data flow volume containers per PDP context can be active simultaneously when FBC is enabled. A service data flow volume container is activated when traffic for a defined service data flow (including the wildcard for “all (other) traffic”) is detected; a service data flow volume count is closed when the termination of the service data flow is detected by the GGSN. Details on FBC can be found in TS 23.203 [72] and TS 32.240 [1].

If online charging is activated, a CCR initial is sent to the OCS and the OCS supplies a PDP context authorisation together with time and / or volume quotas for the PDP context or the service data flows, based on the information provided by the PCEF, e.g. QoS, APN. The PCEF monitors the quotas with respect to the actual volume or time used on the PDP context or the service data flows. The quota supervision mechanism is further described in TS 32.240 [1].

When a change of charging condition occurs, all volume counters are reported to the OCS with a CCR update, and when new quotas for the changed charging condition is authorised, new volume counts are started for the PDP context and / or service data flows. If only partial quotas are authorised by the OCS (e.g. due to insufficient credit), the service data flows for which no quota was authorised are closed. If no new quota at all is authorised by the OCS (e.g. when the subscriber’s account on the OCS expires) along with an appropriate result code, the PDP context is closed. The OCS may also restrict the continuation of the session, such as to allow only charge free traffic, or to reroute the user to an account recharge site. See TS 32.240 [1] and TS 32.299 [50] for further information.

The CCR includes details such as CCR Type, Served IMSI, Sequence Number etc. The CCA includes details such as credit control quotas and session management instructions (continue, terminate, interim interval, etc). Not all of the charging information to be collected is static, and other charging information is directly dependent on dynamic Packet-Switched service usage.

TS 23.203 [72] specifies that it shall be possible to request online charging quotas for each charging key. Each quota allocated to a Diameter CC session has a unique Rating-Group value. TS23.203 [72] also specifies that GGSN shall report charging information for each charging key and/or service identifier when service identifier level reporting is present. As defined in TS 23.203 [72] the service identifier is a piece of information which provides the most detailed identification, specified for flow based charging, of a service data flow. The charging key is a piece of information used for rating purposes as defined in TS 23.203 [72]. The charging key and Service Identifier are mapped into the Rating-Group AVP and the Service-Identifier AVP respectively as defined in DCCA [402]. 

The subsequent clauses identify in detail the conditions for reporting online charging information, management of user and credit control sessions and PS domain quota supervision.

...
5.3.2.3
PS Furnish Charging Information procedure

The OCS online charging function may use this procedure to add online charging session specific information to the G-CDRs or eG-CDR by means of  the Diameter Credit Control Application in the Ro interface. The data can be sent either in one Diameter Credit Control Credit-Control-Answer message or several Diameter Credit Control Credit-Control-Answer messages with append indicator.

The OCS online charging function can send multiple concatenated PS Furnish Charging Information elements per online charging session in the Ro interface. The OCS online charging function can also send multiple concatenated PS Furnish Information Element per each online charged service data flow.

The total maximum of free format data is 160 octets per service so the total maximum of free format data per online session is n*160 octets, where n indicates the number of services activated per online session. .
In the OCS online charging function a PS online charging session shall be identified by the GGSN-C address and the ChargingId. In the GGSN, the PS online charging session and the PS offline charging session shall be identified by the same ChargingId. Therefore the ChargingId shall allow the GGSN to correlate an online charging session with an offline charging session. According TS23.203 [72] the service data flow shall be identified by the charging key and, optionally, the service identifier.

...
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6.2
Data description for PS Online Charging

6.2.1
Diameter message contents

6.2.1.1
Summary of Online Charging Message Formats

The PS Online Charging uses the Credit-Control-Request (CCR) and Credit-Control-Answer (CCA) messages defined in TS 32.299 [50].

The following table describes the use of these messages for PDP context based online charging.

Table 6.2.1.1.1 : Online Charging Messages Reference Table for PDP context

	Command-Name
	Source
	Destination
	Abbreviation

	Credit-Control-Request
	GGSN
	OCS
	CCR

	Credit-Control-Answer
	OCS
	GGSN
	CCA


The following table describes the use of these messages for Flow based online charging.

Table 6.2.1.1.2 : Online Charging Messages Reference Table for FBC

	Command-Name
	Source
	Destination
	Abbreviation

	Credit-Control-Request
	PCEF
	OCS
	CCR

	Credit-Control-Answer
	OCS
	PCEF
	CCA


6.2.1.2
Structure for the Credit Control Message Formats

This clause describes the AVPs used in the credit control messages.

6.2.1.2.1
Credit-Control-Request Message

The following table illustrates the basic structure of a Diameter CCR message from the PCEF as used for PS online charging.

...
6.2.1.2.2
Credit-Control-Answer Message

The following table illustrates the basic structure of a DCCA message as used for the PCEF. This message is always used by the OCS as specified below, independent of the receiving PCEF and the CCR request type that is being replied to.

...
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