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BEGIN OF CHANGE
6.3
GBA

As briefly indicated in clause 5.2, GBA provides a general mechanism based on 3GPP AKA to install a shared secret between a UE and a server.

AKA is a very powerful mechanism that mobile networks make use of. GBA takes benefit of this mechanism and re-uses AKA to bootstrap application security. GBA introduces a new network element (NE) called the Bootstrapping Server Function (BSF). This BSF has an interface with the HSS. The UE runs AKA with the HSS via the BSF. From the resulting (CK, IK), a session key is derived in BSF and UE. An application server (called Network Application Function (NAF) in TS 33.220 [2]) can fetch this session key from the BSF together with subscriber profile information. In this way the application server (NAF) and the UE share a secret key that can subsequently be used for application security, in particular to authenticate UE and NAF at the start of the application session (possibly also for integrity and/or confidentiality protection although that might not be strictly in the scope of GAA). The communication between the UE and the BSF as well as that between NAF and BSF and between BSF and HSS are application independent and are described in TS 33.220 [2].
If only SIM cards or SIMs on UICC is available, and 2G_GBA is allowed, the BSF and UE mutually authenticates using the 2G AKA and TLS protocol. 
The following argument lead to the introduction of this new NE (BSF):

-
keep the number of different types of NEs as well as the total number of NEs that retrieve AVs from the HSS to a minimum.

One generic mechanism for different applications avoids a large diversity of mechanisms and allows to address security issues once and in a consistent way.
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