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	Reason for change:
(

	As defined in Stage 3, the I-CSCF(THIG) shall apply topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, Service-Route. The Stage 2 definition of Topology hiding defines that it applies to S-CSCF addresses, S-CSCF capabilities and network capabilities. This is inconsistent with the stage 3 implementation:

· Not only S-CSCF address is contained in these headers but all the entities addresses of the operator network contained in these headers (e.g. P-CSCF address).

· S-CSCF and network capabilities hiding/encryption is not defined.

Here is an extract from 24.229: "Upon receiving an outgoing request/response from the hiding network the I-CSCF(THIG) shall perform the encryption for topology hiding purposes, i.e. the I-CSCF(THIG) shall:

"6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Route and Record-Route headers.

NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP icscf1_s.home1.net;lr, 

 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Route:
sip:icscf1_s.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net, 





sip:[5555::aaa:bbb:ccc:ddd]"

In these examples, the I-CSCF1 of the home network encryptes the addresses of S-CSCF1 and P-CSCF1.
This rationale has been already approved as SP-050474 and reflected in the version 7.1.0, but it has been replaced by the old description when IBCF has been introduced as SP-050794.

Annex I is defined as normative reference.

	
	

	Summary of change:
(

	In Annex I.3.2 the sentence describing the information hidden is modified to state that all the operator network entities addresses are hidden.

In Annex I.3.2, the parts related to the S-CSCF and network capabilities is removed.
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/********************************  START OF CHANGE ************************************/

I.3.2
Configuration independence between operator networks

The THIG functionality may be used to hide the network topology from other operators. It shall be possible to restrict the following information from being passed outside of an operator's network: addresses of operator network entities.

The specific mechanism chosen needs to take into account the following separate aspects:

Network management: In the case that network details (i.e. S CSCF addresses) are visible by other external network elements, any (temporary or permanent) changes to the network topology need to be propagated to network elements outside of the operator's network. This is highly undesirable from a network management perspective.

Network scalability: Establishing security associations on a pair-wise basis among all CSCFs is likely to be unscalable. The security associations shall be independent of the number of network elements.

Competitively aspects: The operational details of an operator's network are sensitive business information that operators are reluctant to share with their competitors. While there may be situations (partnerships or other business relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine whether or not the internals of its network need to be hidden.

Security aspects: Network element hiding may help to reduce the vulnerability of the overall system to external attacks (e.g. denial of service attacks). Further work is needed in this area.

NOTE:
The encryption mechanism for implementing network configuration hiding is specified in TS 33.203 [19].

/********************************* END OF CHANGE **************************************/
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