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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
void.

[2]
void.

[3]
void.

[4]
void.

[5]
3GPP TS 23.003: "Numbering, addressing and identification".

[6]
3GPP TS 23.040: "Technical Realisation of the Short Message Service (SMS)".

[7]
3GPP TS 23.060: "GPRS; Service description".

[8]
void.

[9]
3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols; Stage 3".

[10]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[11]
void.

[12]
void
[13]
3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched (PS) domain charging".

[14]
3GPP TS 33.234: "WLAN Interworking Security".

[15]
3GPP TS 23.125: "Overall High Level Functionality and Architecture Impacts of Flow Based Charging".

[16]
void.

[17]
RFC 2486: "The Network Access Identifier".

[18]
void.

[19]
IEEE Std 802.1X-2001: "IEEE Standard for Local and metropolitan area networks— Port-Based Network Access Control".

[20]
IETF Internet-Draft: "Network Discovery and Selection within the EAP Framework". draft-adrangi-eap-network-discovery-and-selection-03, in RFC Editor’s queue.

[21]
IEEE Std 802.11-1999, Local and metropolitan area networks—Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, IEEE, Sep. 1999.

[22]
IETF Internet-Draft: "EAP AKA Authentication" draft-arkko-pppext-eap-aka-12 (April 2004).

[23]
IETF Internet-Draft: "EAP SIM Authentication" draft-haverinen-pppext-eap-sim-13 (April 2004).

[24]
3GPP TS 23.228: " IP Multimedia Subsystem (IMS); Stage 2".
[25]
3GPP TS 22.234: "Requirements on 3GPP system to Wireless Local Area Network (WLAN) interworking".

[26]
3GPP TS 32.252: "Telecommunication management; Charging management; Wireless Local Area Network (WLAN) charging".
[27]
3GPP TS 32.296: "Telecommunication management; Charging management; Online Charging System (OCS) applications and interfaces".

[28]
3GPP TS 29.060: "GPRS; GTP across the Gn and Gp interface".

[29]
3GPP TS 23.008: "Organization of subscriber data".

[30]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions defined in TR 21.905 [30] and the following apply:
Available SSID: An SSID that the WLAN UE has found after active and/or passive scanning which meets certain conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.

…
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5.4.2.1.3
I-WLAN Access Network Selection

For purpose of selecting the preferred I-WLAN AN the WLAN UE may contain lists of I-WLAN identities' preferences. One list will contain the SSIDs preferred by the Home Network operator and one list contains the SSID's preferred by the user.
The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot operators with whom the Home Operator has a direct or indirect (through VPLMN in a roaming case) relationship.
There are two modes in network selection, i.e. Manual mode and automatic mode.

Manual mode
In the manual mode, the WLAN UE shall try to find all available SSIDs through passive scanning and/or active scanning (when it is supported).
Once a list of all available SSIDs has been obtained, it shall be possible for the WLAN UE to obtain a list of all available PLMNs from each SSID. When a list of PLMNs has been obtained from all SSIDs it shall present them to the user to select one. The WLAN UE shall then associate with the SSID that supports the PLMN that is selected by the user.
Automatic Mode
In the automatic mode the procedure is as follows:

0.
The WLAN UE scans for all available SSID using passive scan and/or active scans. If the WLAN UE contains the I-WLAN identities' preference lists, the scan should be done in the order of these lists. It is not required to continue the scanning after the highest priority SSID is found.

1.
Start association and perform Network Discovery. When there is more than one available SSID and the WLAN UE contains I-WLAN identities' preference lists, the association shall be done in the order of these lists.
1a)
If authentication to HPLMN succeeds (i.e. EAP-Success is received), then stop this procedure.

1b)
If Network Advertisement information [20] is received (i.e. EAP-Identity/Request is received), then store the list and start again step 1.


Repeat step1 for all available SSIDs. If the scanning in step 0 was stopped due to the discovery of the highest priority SSID, but the HPLMN has not been found (e.g. because the SSID list is not updated or the selected SSID was a fake one), then the user should go back to step 0 and scan for all remaining SSIDs.


Note that if an AP supporting HPLMN is found in the middle of the procedure, step 1a, then step 1 is stopped and association with the remaining available APs will not take place.

2.
Use the lists of 'User Controlled PLMN Selector list for I-WLAN' and 'Operator Controlled PLMN Selector list for I-WLAN' and the lists from step 1b) to select the best matching PLMN. Note that the 'User Controlled PLMN Selector list for I-WLAN' has higher priority than the 'Operator Controlled PLMN Selector list for I-WLAN'. Then select the I-WLAN AN that supports the best match PLMN. If more than one I-WLAN AN supports the best matched PLMN, the I-WLAN AN having the highest priority SSID is selected, if 'I-WLAN identities' preference lists are available.

3.
Associate with the AP selected in step 2 and attempt authentication with the best match PLMN. A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the WLAN AN.
If such an indication is provided by the WLAN AN and if the WLAN UE supports the indication, then the WLAN UE shall use it at SSID selection as defined in TS 24.234 [9].

The above requirement may be met through explicit EAP-based procedures or through the generic 'I-WLAN identities' preference lists procedures - for example I-WLAN identities preference lists could include SSID formats defined by operators for the above purposes.
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6.2.6
Packet Data Gateway

The Packet Data Gateway applies to a WLAN 3GPP IP Access enabled system.

3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the PDG is intended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped with a dual IP stack.
Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address to the WLAN UE (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

-
Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE's remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE's local IP address and binding of this address with the WLAN UE's remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-
May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.

-
Delivers the mapping of a user identifier and a tunnel identifier to the AAA Proxy.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging (TS 32.251 [13], TS 23.125 [15]), e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.

Annex F describes how PDG functionality can be provided by re-using existing unmodified GGSN functionality.
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