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***** BEGIN OF CHANGE *****

4.1.1
General

MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a MBMS User Service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a MBMS User Service.
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Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elements involved in MBMS from a security perspective. Nearly all the security functionality for MBMS, except for the normal network bearer security, resides in either the BM-SC or the UE. The BSF is a part of GBA (TS 33.220 [6]). The UE and the BM-SC use GBA to establish shared keys that are used to protect the point-to-point communication between the UE and the BM-SC.

The BM-SC is a source for MBMS data. It could also be responsible for scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for transmission. The BM-SC is responsible for establishing shared secrets with the UE using GBA, authenticating the UE with HTTP digest authentication mechanism, registering and de-registering UEs for MBMS User Services, generating and distributing the keys necessary for MBMS security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part of a MBMS User Service. The BM-SC also provides the MBMS bearer authorisation for UEs attempting to establish MBMS bearer.

The UE is responsible for establishing shared secrets with the BM-SC using GBA, registering to and de-registering from MBMS User Services, requesting and receiving keys for the MBMS User Service from the BM-SC and also using those keys to decrypt the MBMS data that is received.

MBMS imposes the following requirements on the MBMS capable elements:
-
a UICC that contains MBMS key management functions shall implement GBA_U;

-
a ME that supports MBMS shall implement GBA_U and GBA_ME, and shall be capable of utilising the MBMS key management functions on the UICC as well as providing MBMS key management functions itself;

-
a BM-SC shall support using both GBA_ME and GBA_U keys to enable both ME based and UICC based MBMS key management, respectively.

***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

6.3.2.2.1
Basic MSK request procedure
When a UE detects that it needs the MSK(s) for a specific MBMS User Service, the UE should try to get the MSKs that will be used to protect the data transmitted as part of this MBMS User Service. In the MSK request procedure the UE shall list the MSK IDs for which the UE needs the MSK(s).

The basic MSK request procedure is a part of different other procedures, e.g.:

-
initiation of key management when the UE has joined the MBMS User Service;

-
request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.

-
BM-SC solicited pull procedure.
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Figure 6.1: Basic MSK request procedure
The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE requests for the MSKs using the HTTP POST message. The following information is included in the HTTP message.

-
key identification information: a list of MSK IDs.

UEs may request specific MSKs by setting the Key Number part of the MSK ID to the requested value. When the Key Number part of the MSK ID is set to 0x0, this means the current MSK, see clause 6.3.2.1.
NOTE 1:
The exact syntax of the XML schema of the request parameters in the client payload and its MIME type are specified in TS 26.346 [13].

The BM-SC Key Request function authenticates the UE with HTTP Digest using the keys received from GBA as described in clause 6.2.1.
If the authentication is successful, the BM-SC Key Request function verifies whether the UE is registered to any MBMS User Service that uses the MSKs specified in the request. If the UE is authorized, the BM-SC Key Distribution function shall deliver requested MSKs to the UE (see clause 6.3.2.3). The BM-SC sends a HTTP 200 OK message with Authentication-Info header.

NOTE 2:
The BM-SC may not need to challenge the UE (dashed box in figure 6.1), if the UE has used WWW Authorization request headers in the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails then the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header.
The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry or leave the MBMS User Service.

If the HTTP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery procedure as specified in clause 6.3.2.3.

***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

6.3.2.2.4
BM-SC solicited pull procedure

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC Key Distribution function solicits the UE to contact the BM-SC and request for new MSK. An example of such a situation is when the BM-SC Key Distribution function wants to trigger the UE that it needs to update the MSK.
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Figure 6.2b: BM-SC solicited pull
The BM-SC Key Distribution function sends a MIKEY message over UDP to the UE. The MIKEY message shall be protected by the last MUK known by the BM-SC. The Key Number part of the MSK ID in the extension payload of the MIKEY message shall be set to 0x0 to indicate that the UE should request for current MSK from the BM-SC.
If the received MUK_ID (i.e. the last MUK known by the BM-SC) does not correspond to the last MUK known by the UE, then the UE checks the solicited pull MIKEY message with the last MUK successfully used by the BM-SC. 

The BM-SC shall not set the V-bit in the common header when initiating the BM-SC solicited pull procedure.

NOTE 1:
A MUK may be used by the BM-SC Key Distribution function beyond the GBA key lifetime of the corresponding Ks_xx_NAF for the purpose of using the MUK within the first MIKEY message of a push solicited pull procedure.

NOTE 2:
Since the integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included in the MIKEY message from the BM-SC Key Distribution function. There is however no key present in the message. Thus by setting the Encr data len field to zero, only the MAC of the message will be included.
When receiving the message, the UE shall request for the current MSK for the specified Key Group as specified in clause 6.3.2.2.1.
***** BEGIN OF CHANGE *****

***** BEGIN OF CHANGE *****

Annex C (normative):
MBMS security requirements

C.1
Requirements on security service access

C.1.1
Requirements on secure service access

R1a:
A valid USIM shall be required to access MBMS User Services.

R1b:
It shall be possible to prevent intruders from obtaining unauthorized access of MBMS User Services by masquerading as authorized users.

C.1.2
Requirements on secure service provision

R2a:
It shall be possible for the network (i.e. BM-SC) to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorized access to MBMS User Services.

R2b:
It shall be possible to prevent the use of a particular USIM to access MBMS User Services.

NOTE:
No security requirements shall be placed on the UE that requires UE to be customised to a particular customer prior to the point of sale.
C.2
Requirements on MBMS Transport Service signaling protection

R3a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS transport service signaling on the Gmb reference point.

NOTE 1:
This requirement may be fulfilled by physical or proprietary security measures if the Gmb protocol endpoints (i.e. GGSN, Gmb-Proxy and BM-SC) are located within the same security domain of the operator’s network. Otherwise the security mechanisms as specified within TS 33.210 [14] shall be applied.
R3b:
Unauthorized modification, insertion, replay or deletion of all MBMS Transport Service signaling, on the RAN shall be prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of MBMS data to the UE.

NOTE 2:
UTRAN bearer signalling integrity protection will not be provided for point to multipoint MBMS signalling and GERAN has no bearer signalling integrity protection, even for point to point signalling.

C.3
Requirements on Privacy

R4a:
The User identity should not be exposed to the content provider or linked to the content in the case the Content Provider is located outside the 3GPP operator's network.

R4b:
MBMS identity and control information shall not be exposed when the RAN selects a point-to-multipoint link for the distribution of MBMS data to the UE.

NOTE:
UTRAN and GERAN bearer confidentiality protection will be not be provided for point to multipoint MBMS sessions.

C.4
Requirements on MBMS Key Management

R5a:
The transfer of the MBMS keys between the MBMS key generator and the UE shall be confidentiality protected. 

R5b:
The transfer of the MBMS keys between the MBMS key generator and the UE shall be integrity protected.

R5c:
The UE and MBMS key generator shall support the operator to perform re-keying as frequently as it believes necessary to ensure that:

-
users that have joined an MBMS User Service, but then left, shall not gain further access to the MBMS User Service without being charged appropriately

-
users joining an MBMS User Service shall not gain access to data from previous transmissions in the MBMS User Service without having been charged appropriately

-
the effect of subscribed users distributing decryption keys to non-subscribed users shall be controllable.
R5d:
Only authorized users that have joined an MBMS User Service shall be able to receive MBMS keys delivered from the MBMS key generator.

R5e:
The MBMS keys shall not allow the BM-SC to infer any information about used UE-keys at radio level (i.e. if they would be derived from it).

R5f:
All keys used for the MBMS User Service shall be uniquely identifiable. The identity may be used by the UE to retrieve the actual key (based on identity match, and mismatch recognition) when an update was missed or was erroneous/incomplete.

R5g:
The BM-SC shall be aware of where all MBMS specific keys are stored in the UE (i.e. ME or UICC).

R5h:
The function of providing MTK to the ME shall only deliver a MTK to the ME if the input values used for obtaining the MTK were fresh (have not been replayed) and came from a trusted source.

C.5
Requirements on integrity protection of MBMS User Service data

R6a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS User Service data sent to the UE on the radio interface. The use of integrity shall be optional.

NOTE 1:
It may be possible to detect the deletion of MBMS data packets, but it is impossible to prevent the deletion. Packets may be lost because of bad radio conditions, providing integrity protection will not help to detect or recover from this situation.

NOTE 2:
The use of shared keys (integrity and confidentiality) to a group of untrusted users only prevents attacks of lower levels of sophistication, such as preventing eavesdroppers from simply listening in

R6b:
The MBMS User Service data may be integrity protected with a common integrity key, which shall be available to all users that have joined the MBMS User Service.

R6c:
It may be required to integrity protect the "BM-SC - GGSN" interface i.e. reference point Gi.

C.6
Requirements on confidentiality protection of MBMS User Service data

R7a:
It shall be possible to protect the confidentiality of MBMS User Service data on the radio interface.

R7b:
The MBMS User Service data may be encrypted with common encryption keys, which shall be available to all users that have joined the MBMS User Service.

R7c:
It may be required to encrypt the MBMS User Service data on the "BM-SC - GGSN" interface, i.e. the reference points Gi.

R7d:
It shall be infeasible for a man-in-the-middle to bid down the confidentiality protection used on protect the MBMS User Service from the BM-SC to the UE.

R7e:
It shall be infeasible for an eavesdropper to break the confidentiality protection of the MBMS User Service when it is applied.

C.7

Requirements on content provider to BM-SC reference point

R8a:
The BM-SC shall be able to authenticate and authorize a 3rd party content provider that wishes to transmit data to the BM-SC.

R8b:
It shall be possible to integrity and confidentiality protect data sent from a 3rd party content provider to the BM-SC.

NOTE:
This reference point will not be standardised.

***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

Annex G (normative):
HTTP based key management messages

G.1
Introduction

Clause 6 specifies the HTTP based key management procedures between the BM-SC and the UE. It specifies that the authentication of these procedures is based on GBA and more specifically on the HTTP Digest authentication as described in clause 6.2 of the present document.

G.2
Key management procedures

This clause contains the following HTTP based procedures:

-
MBMS User Service Registration;

-
MBMS User Service Deregistration;

-
MSK request.

G.2.1
MBMS User Service Registration

The UE shall generate a request for MBMS User Service Registration according to clause 6.3.2.1A. The UE shall send the Registration request to the BM-SC in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e. Registration request. Upon successful request, BM-SC shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net/keymanagement);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "register", i.e. Request-URI takes the form of "/bmsc.home1.net/keymanagement?requesttype= register";

-
the UE may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register+xml". The XML schema of the payload is specified in TS 26.346 [13];

-
the HTTP header Content-Length shall be the length of the Base64 encoded Register request in octets; and

-
the HTTP payload shall contain the Base64 encoded Register request including the userServiceId of MBMS User Service to which the UE wants to register;

-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST is valid, and extracts the Base64 encoded Register request for further processing. The BM-SC Key Management function shall verify from BM-SC Membership function that the subscriber is authorized to register to the particular MBMS User Service.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

-
the HTTP status code shall be 200

The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

G.2.2
MBMS User Service Deregistration

The UE shall generate a request for MBMS User Service Deregistration according to clause 6.3.2.1B. The UE shall send the Deregistration request to the BM-SC in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e. Deregistration request. Upon successful request, BM-SC shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net/keymanagement);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "deregister", i.e. Request-URI takes the form of "/bmsc.home1.net/keymanagement?requesttype= deregister";

-
the UE may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-deregister+xml". The XML schema of payload is specified in TS 26.346 [13];

-
the HTTP header Content-Length shall be the length of the Base64 encoded Deregister request in octets; and

-
the HTTP payload shall contain the Base64 encoded Deregister request including the userServiceId of MBMS User Service from which the UE wants to deregister;

-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST is valid, and extracts the Base64 encoded Deregister request for further processing.

Upon successful authentication verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

-
the HTTP status code shall be 200

The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

G.2.3
MSK request

The UE shall generate a MSK request according to clause 6.3.2.2. The UE shall send the MSK request to the BM-SC in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e.. MSK request. Upon successful request, BM-SC shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net/keymanagement);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "msk-request", i.e. Request-URI takes the form of "/bmsc.home1.net/keymanagement?requesttype= msk-request";

-
the UE may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk+xml". The XML schema of payload is specified in TS 26.346 [13];

-
the HTTP header Content-Length shall be the length of the Base64 encoded MSK request in octets; and

-
the HTTP payload shall contain the Base64 encoded MSK request;

-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST is valid, and extracts the Base64 encoded MSK request for further processing. The BM-SC Key Management function shall verify from the BM-SC Membership function that the subscriber is authorized to receive the particular MSKs.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

-
the HTTP status code shall be 200

The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

An example flow of a successful MSK request procedure can be found in Annex H.

G.2.4
Error situations

The key management procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [19]. The 4xx status code indicates that the UE seems to have erred, and the 5xx status code indicates that the BM-SC is aware that it has erred. Possible error situations during key management and their mappings to HTTP Status Codes are described in table G.2.4‑1.

NOTE:
In table G.2.4‑1, the "Description" column describes the error situation in BM-SC. The "BM-SC error" column describes the typical reason for the error.

Table G.2.4-1: HTTP Status Codes used for key management errors

	HTTP Status Code
	HTTP Error
	UE should repeat the request
	Description
	BM-SC error

	400
	Bad Request
	No
	Request could not be understood
	Request was missing, or malformed

	401
	Unauthorized
	Yes
	Request requires authentication (cf. clause 6.2)
	Authentication pending, (cf. clause 6.2)

	402
	Payment Required
	No
	Reserved for future use
	-

	403
	Forbidden
	No
	BM-SC understood the request, but is refusing to fulfil it
	The request was valid, but subscriber is not allowed to register to this particular MBMS User Service or UE requested MSK for a MBMS User Service where it was not registered or request contained unacceptable parameters

	404
	Not Found
	No
	BM-SC has not found anything matching the Request‑URI
	The Request-URI was malformed and BM-SC cannot fulfil the request

	405
	Method not allowed
	No
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI.
	

	406 to 417
	*
	No
	Not used by BM-SC
	-

	500
	Internal Server Error
	No
	Not used by BM-SC
	-

	501
	Not Implemented
	No
	BM-SC does not support the requested functionality
	The server does not contain particular BM-SC service requested

	502
	Bad Gateway
	No
	Not used by BM-SC
	-

	503
	Service Unavailable
	Yes
	BM-SC service is currently unavailable
	BM-SC is temporarily unavailable, UE may repeat the request after delay indicated by "Retry-After" header

	504
	Gateway Timeout
	No
	The server, while acting as a gateway or proxy, did not receive a timely response from the upstream server
	The BM-SC did not get response over Zn interface.

	505
	HTTP Version Not Supported
	No
	BM-SC does not support the HTTP protocol version that was used in the request line
	UE should use HTTP/1.1 version with BM-SC


***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

Annex J (informative):
Mapping the MBMS security requirements into security functions and mechanism

J.1
Consistency check

J.1.1
Requirements on secure service access

	Security requirement
	Check result

	R1a:
A valid USIM shall be required to access MBMS User Services.
	This is provided by GBA. Ks_(ext/int)_NAF generation requires a valid USIM.

	R1b:
It shall be possible to prevent intruders from obtaining unauthorized access of MBMS User Services by masquerading as authorized users.
	GBA and HTTP digest authentication provide this.

	R2a:
It shall be possible for the network (i.e. BM-SC) to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorized access to MBMS User Services.
	A user is authenticated during the MBMS user service registration and MSK re-keying.

	R2b:
It shall be possible to prevent the use of a particular USIM to access MBMS User Services.
	GAA user security settings provide this.




J.1.2
Requirements on MBMS transport Service signaling protection

	Security requirement
	Check result

	R3a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS transport service signaling on the Gmb reference point.
	NDS/IP covers this.

	R3b:
Unauthorized modification, insertion, replay or deletion of all transport service signaling, on the RAN shall be prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of MBMS data to the UE.
	Examples of the attacks could be: 

· Changing the source address of the content e.g. from indicating company A to company B. 

· Changing data indicating the type of content from type A to Type B 

· Changing data indicating type of protection required etc 

· Appending content to the end of the original content
Analysis has shown that there is not any transport service signaling sent over PTM that would need protection.


J.1.3
Requirements on Privacy

	Security requirement
	Check result

	R4a:
The User identity should not be exposed to the content provider or linked to the content in the case the Content Provider is located outside the 3GPP operator's network.
	The content provider knows only the BM-SC.

	R4b:
MBMS identity and control information shall not be exposed when the RAN selects a point-to-multipoint link for the distribution of MBMS data to the UE.
	Such identity and control information could be:

· The identities of the content providers

· Information on which content providers have the most customers 

· The identities of the content recipients in the case of multicast services to small groups of users
Information which could be used to identify specific users is not exposed on the point-to-multipoint channel. However, it may still be possible to identify whether a particular user is subscribed to a particular MBMS service. This could be done by following the physical movement of a particular subscriber and the changes between the use of point-to-point and point-to-multipoint bearers for particular MBMS services in the cells that serve the target subscriber. It is seen unnecessary to protect against this kind of an attack.

The only control information exposed on the point-to-multipoint channel is the unprotected fields in the MIKEY MTK transport message. However, revealing this information does not seem to pose a significant security risk.


J.1.4
Requirements on MBMS Key Management

	Security requirement
	Check result

	R5a:
The transfer of the MBMS keys between the MBMS key generator and the UE shall be confidentiality protected..
	The MSK and MTK update messages are encrypted.

	R5b:
The transfer of the MBMS keys between the MBMS key generator and the UE shall be integrity protected.
	The MSK and MTK deliveries can be integrity protected.

	R5c:
The UE and MBMS key generator shall support the operator to perform re-keying as frequently as it believes necessary to ensure that:

· users that have joined an MBMS User Service, but then left, shall not gain further access to the MBMS User Service without being charged appropriately

· users joining an MBMS User Service shall not gain access to data from previous transmissions in the MBMS User Service without having been charged appropriately

· the effect of subscribed users distributing decryption keys to non-subscribed users shall be controllable.
	Supported by re-keying functionality.

	R5d:
Only authorized users that have joined an MBMS User Service shall be able to receive MBMS keys delivered from the MBMS key generator.
	MSKs are delivered only to authorized users and the delivery is protected using MUK level keys.


	R5e:
The MBMS keys shall not allow the BM-SC to infer any information about used UE-keys at radio level (i.e. if they would be derived from it).
	The same CK and IK are not used in GBA and radio level. In addition, Ks_(ext/int)_NAF generation uses a one-way function.

	R5f:
All keys used for the MBMS User Service shall be uniquely identifiable. The identity may be used by the UE to retrieve the actual key (based on identity match, and mismatch recognition) when an update was missed or was erroneous/incomplete
	MUK is identified by the combination of B‑TID and NAF‑ID and the MRK is defined by B‑TID

MSK is uniquely identifiable by its Key Domain ID and MSK ID

MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID

	R5g:
The BM-SC shall be aware of where all MBMS specific keys are stored in the UE (i.e. ME or UICC).
	The BM-SC knows whether Ks_int_NAF + Ks_ext_NAF or Ks_NAF was generated.

	R5h:
The function of providing MTK to the ME shall only deliver a MTK to the ME if the input values used for obtaining the MTK were fresh (have not been replayed) and came from a trusted source.
	Freshness is checked by MGV-F.




J.1.5
Requirements on integrity protection of MBMS User Service data

	Security requirement
	Check result

	R6a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS User Service data sent to the UE on the radio interface. The use of integrity shall be optional.
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R6b:
The MBMS User Service data may be integrity protected with a common integrity key, which shall be available to all users that have joined the MBMS User Service.
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R6c:
It may be required to integrity protect the "BM-SC - GGSN" interface i.e. reference point Gi.
	This can be provided by NDS/IP.


J.1.6
Requirements on confidentiality protection of MBMS User Service data

	Security requirement
	Check result

	R7a:
It shall be possible to protect the confidentiality of MBMS User Service data on the radio interface.
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R7b:
The MBMS User Service data may be encrypted with common encryption keys, which shall be available to all users that have joined the MBMS User Service
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R7c:
It may be required to encrypt the MBMS User Service data on the "BM-SC - GGSN" interface, i.e. the reference points Gi.
	This can be provided by NDS/IP.

	R7d:
It shall be infeasible for a man-in-the-middle to bid down the confidentiality protection used on protect the MBMS User Service from the BM-SC to the UE.
	The BM-SC decides about the security level. There is no security association negotiation between the UE and the BM-SC.

	R7e:
It shall be infeasible for an eavesdropper to break the confidentiality protection of the MBMS User Service when it is applied.
	This is provided at the application layer using SRTP or OMA DRM DCF.


J.1.7
Requirements on content provider to BM-SC reference point

	Security requirement
	Check result

	R8a:
The BM-SC shall be able to authenticate and authorize a 3rd party content provider that wishes to transmit data to the BM-SC.
	The mechanism to meet the requirement is left to be implemented between the BM-SC and a 3rd party.

	R8b:
It shall be possible to integrity and confidentiality protect data sent from a 3rd party content provider to the BM-SC.
	The mechanism to meet the requirement is left to be implemented between the BM-SC and a 3rd party. 


***** END OF CHANGE *****
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