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4.5.2 Bootstrapping procedures

When a UE wants to interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform
a bootstrapping authentication (see figure 4.3). Otherwise, the UE shall perform a bootstrapping authentication only
when it has received bootstrapping initiation required message or a bootstrapping negotiation indication from the NAF,
or when the lifetime of the key in UE has expired (cf. subclause 4.5.3).

NOTE 1: The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA
protocol in RFC 3310 [4] are repeated in figure 3 for the convenience of the reader. In case of any
potential conflict, the specificationsin TS 33.102 [2] and RFC 3310 [4] take precedence.
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Figure 4.3: The bootstrapping procedure

1. The UE sends an HTTP request towards the BSF.

2. BSF retrieves the complete set of GBA user security settings and one Authentication Vector (AV, AV =
RANDI|AUTN|XRES||ICK||IK) over the reference point Zh from the HSS.

3. Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, IK and XRES). This
isto demand the UE to authenticate itself.

4. The UE checks AUTN to verify that the challenge is from an authorised network; the UE aso calculates CK, IK
and RES. Thiswill result in session keys IK and CK in both BSF and UE.

5. The UE sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.
6. The BSF authenticates the UE by verifying the Digest AKA response.

7. The BSF generates key material Ks by concatenating CK and IK. The B-TID value shall be aso generated in
format of NAI by taking the base64 encoded [12] RAND value from step 3, and the BSF server name, i.e.
base64encode(RAND)@BSF_servers domain_name.

8. The BSF shall send a 200 OK message, including a B-TID, to the UE to indicate the success of the
authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks. The key
material Ksis generated in UE by concatenating CK and 1K.
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9. Both the UE and the BSF shall use the Ksto derive the key material Ks_ NAF during the procedures as specified
in clause 4.5.3. Ks_NAF shall be used for securing the reference point Ua.

Ks NAF iscomputed as Ks NAF = KDF (Ks, "gha-me"4|, RAND-{|, IMPI-{, NAF_ld), where KDF is the key
derivation function as specified in Annex B, and the key derivation parameters consist of the user's IMPI, the
NAF_Id and RAND. The NAF _Id consists of the full DNS name of the NAF. KDF shall be implemented in the
ME.

NOTE 2: To alow consistent key derivation based on NAF name in UE and BSF, at |east one of the three
following prerequisites shall be fulfilled:

(1) The NAF isknown in DNS under one domain name (FQDN) only, i.e. no two different domain names
point to the IP address of the NAF. This hasto be achieved by administrative means.
This prerequisite is not specific to 3GPP, asit is necessary also under other circumstances, e.g. for
TLS V1.0 without use of wildcard or multiple-name certificates.

(2) Each DNS entry of the NAF pointsto a different |P address. The NAF respondsto all these IP
addresses. Each |P addressistied to the corresponding FQDN by NAF configuration. The NAF can
see from the I P address, which FQDN to use for key derivation.

(3) Uauses a protocol which transfers the host name (FQDN of NAF as used by UE) to NAF (e.g.
HTTP/1.1 with mandatory Host request header field). This requires the NAF to check the validity of
the host name, to use this name in all communication with UE where appropriate, and to transfer this
name to BSF to alow for correct derivation of Ks_NAF.

In case of a TLS tunnel this requires either multiple-identities certificates or the deployment of
RFC 3546 [9] or other protocol means with similar purpose.

The UE and the BSF shall store the key Ks with the associated B-TID for further use, until the lifetime of Ks has
expired, or until the key Ksis updated.

5.3.2 Bootstrapping procedure

The procedure specified in this clause differs from the procedure specified clause 4.5.2 in the local handling of keys and
Authentication Vectors in the UE and the BSF. The messages exchanged over the Ub reference point are identical for
both procedures.

When a UE wants to interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform
a bootstrapping authentication (see figure 5.1). Otherwise, the UE shall perform a bootstrapping authentication only
when it has received bootstrapping initiation required message or a bootstrapping renegotiation indication from the
NAF, or when the lifetime of the key in UE has expired (see clause 5.3.3).

NOTE: The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA
protocol in RFC 3310 [4] are repeated in figure 5.1 for the convenience of the reader. In case of any
potential conflict, the specificationsin TS 33.102 [2] and RFC 3310 [4] take precedence.
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Figure 5.1: The bootstrapping procedure with UICC-based enhancements

1. The ME sendsan HTTP request towards the BSF.

2. The BSF retrieves the complete set of GBA user security settings and one Authentication V ector

HSS
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(AV, AV = RAND|IAUTN|XRES||CK||IK) over the Zh reference point from the HSS. The BSF can then decide
to perform GBA_U, based on the user security settings (USSs). In this case, the BSF proceeds in the following

way:

- BSF computes MAC* = MACO Trunc(SHA-1(IK))

NOTE: Trunc denotesthat from the 160 bit output of SHA-1 [21], the 64 bits numbered as[0] to [63] are used
within the * operation to MAC.

The BSF stores the XRES after flipping the least significant bit.

3. Then BSF forwardsthe RAND and AUTN* (where AUTN* = SQN [0 AK || AMF || MAC*) to the UE in the

401 message (without the CK, IK and XRES). Thisisto demand the UE to authenticate itself.

4. The ME sends RAND and AUTN* to the UICC. The UICCcalculates IK and MAC (by performing MAC=
MAC* 0O Trunc(SHA-1(IK))). Then the UICC checks AUTN(i.e. SQN O AK || AMF || MAC) to verify that the
challenge is from an authorised network; the UICC aso calculates CK and RES. Thiswill result in session keys
CK and IK in both BSF and UICC. The UICC then transfers RES (after flipping the least significant bit) to the
ME and stores Ks, which is the concatenation of CK and 1K, on the UICC.
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5. The ME sends another HTTP request, containing the Digest AKA response (cal culated using RES), to the BSF.
6. The BSF authenticates the UE by verifying the Digest AKA response.

7. The BSF generates the key Ks by concatenating CK and IK. The B-TID value shall be al'so generated in format
of NAI by taking the base64 encoded [12] RAND value from step 3, and the BSF server name, i.e.
base64encode(RAND)@BSF_servers domain_name.

8. The BSF shall send a 200 OK message, including the B-TID, to the UE to indicate the success of the
authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks.

9. Both the UICC and the BSF shall use the Ksto derive NAF-specific keys Ks_ext NAF and Ks_int_ NAF during
the procedures as specified in clause 5.3.3, if applicable. Ks_ext NAF and Ks_int_ NAF are used for securing the
Uareference point.

Ks ext NAF iscomputed in the UICC asKs_ext NAF = KDF(Ks, hi-key-derivationparameters'gba-me”
RAND, IMPI, NAF 1d), and Ks_int_NAF is computed in the UICC asKs_int_ NAF = KDF(Ks, ht-key-
derivationparameters'gba-u”", RAND, IMPI, NAF _1d), where KDF is the key derivation function as specified in
Annex B, and the key derivation parameters include the user's IMPI, the NAF_Id and RAND. The NAF_Id
consists of the full DNS name of the NAF. The key derivation parameters used for Ks_ext NAF derivation must
be different from those used for Ks_int_ NAF derivation. Thisis done by adding a static string "gba-me" in

Ks ext NAF and "gba-u" in Ks_int_ NAF as an input parameter to the key derivation function.

NOTE: TheNOTE 2 of clause 4.5.2 also applies here.

The UICC and the BSF store the key Kswith the associated B-TID for further use, until the lifetime of Ks has
expired, or until the key Ksis updated.

Annex B (normative):
Specification of the key derivation function KDF

B.1 Introduction

This annex specifies the key derivation function (KDF) that is used in the NAF specific key derivation in both GBA
(i.e. GBA_ME) and GBA_U. The key derivation function defined in the annex takes the following assumptions:

1. theinput parameters to the key derivation functions are octet strings - not bit strings of arbitrary length:

2. asingleinput parameter will have lengths no greater than 65535 octets.

B.2  Generic key derivation function

The input parameters and their lengths shall be concatenated into a string S as follows:
1. Thelength of each input parameter in octets shall be encoded into two-octet string:
a) expressthe number of octetsin input parameter Pi as a number k! in the range [0,65535].0-—1--65535.

b) Liisthen atwo-octet representation of the number ki, with the most significant bit of the first octet of Li
egual to the most significant bit of ki, and the least significant bit of the second octet of Li equal to the least
significant bit of ki,

EXAMPLE: If Pi contains 258 octets then Li will be the two-octet string 0x01 0x02.
2. String S shall be constructed from n input parameters as follows:
S=FC||PO||LOJ|P1|ILL|IP2|IL2||P3||L3]|... IPn]lLn

3GPP
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where
FC issingle octet used to distinguish between different instances of the algorithm,
PO isa static ASCII-encoded string,
LO isthe two octet representation of the length of the PO,
Pl ... Pn are the ninput parameters, and

L1 ... Ln are the two-octet representations of the corresponding input parameters.
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3. Thefinal output, i.e. the derived key is equal to HMAC-SHA-256 (as specified in [22] and [23]) computed on

the string S using the key Key:
derived key = HMAC-SHA-256 ( Key , S)

B.2.1 Input parameter encoding

A character string shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629

[24].

B.3  NAF specific key derivation in GBA and GBA_U

In GBA and GBA_U, theinput parameters for the key derivation function shall be the following:
- FC=0x01,
- P1=RAND,
- L1=length of RAND is 16 octets (i.e. 0x00 0x10),

- P2 =1MPI encoded to an octet string using UTF-8 encoding (see clause B.2.1),

- L2 =length of IMPI isvariable (not greater that 65535),

- P3=NAF_ID encoded to an octet string using UTF-8 encoding (see clause B.2.1), and

- L3 =length of NAF_ID isvariable (not greater that 65535).
In the key derivation of Ks NAF as specified in clause 4 and Ks_ext_ NAF as specified in clause 5,
- PO="gbame" (i.e. 0x67 0x62 0x61 0x2d Ox6d 0x65), and
- LO=length of PO is6 octets (i.e., 0x00 0x06).
In the key derivation of Ks_int NAF as specified in clause 5,
- PO="gbau" (i.e. 0x67 0x62 0x61 0x2d 0x75), and
- LO=length of PO is5 octets (i.e., 0x00 0x05).
The Key to be used in key derivation shall be:
- Ks(i.e. CK || IK concatenated) as specified in clauses 4 and 5,

NOTE: Inthe specification this function is denoted as:
Ks NAF = KDF (Ks, "gba-me"|, RAND-}, IMPI-{}, NAF_ld),
Ks ext_ NAF = KDF (Ks, "gba-me"+|, RAND-|, IMPI-{|, NAF_Id), and
Ks_int_NAF = KDF (Ks, "gha-u"4|, RAND+|, IMPI{|, NAF_Id).
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4.4.6 Requirements on reference point Zn

The requirements for reference point Zn are:

mutual authentication, confidentiality and integrity shall be provided;

If the BSF and the NAF are located within the same operator's network, the Zn reference point shall be secured
according to NDS/IP [13];

If the BSF and the NAF are located in different operators networks, the Zn' reference point between the D-Proxy
and the BSF shall be secured using TL S as specified in RFC 2246 [6];

NOTE 1. Annex E specifiesthe TLS profile that is used for securing the Zn' reference point.

The BSF shall verify that the requesting NAF is authorised;

The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the
UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e.
the FQDN used by UE when it contacts the NAF;

The BSF shall be able to send the requested key material to the NAF;

The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy
of the BSF and the application indicated in the request from the NAF over Zn;

The NAF shall be able to indicate to the BSF the single application or several applicationsit requires USSs for;

NOTE 2: If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF

selects this subset from the complete set of USS sent from BSF.

If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error,
provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested
and found USSsto the NAF;

The BSF shall be able to be configured on a per NAF or per application basisif private subscriber identity and
which application-specific USSs may be sent to a NAF;

The BSF shall be able to be configured locally by the MNO in such a way that the BSF is able to decide on a per
NAF basisif one or more application-specific USSs shall be present in subscriber's GUSS, and to reject the
request from the NAF in case the conditions are not fulfilled;

The BSF shall be able to indicate to the NAF the bootstrapping time and the lifetime of the key material. The key
lifetime sent by the BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key
lifetime sent by the BSF to the UE over Ub.

NOTE 3: Thisdoes not preclude a NAF to refresh the key before the expiry time according to the NAF's local

policy.

NOTE 4: If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in

the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zn
reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference
point).

4.5.3 Procedures using bootstrapped Security Association

Before communication between the UE and the NAF can start, the UE and the NAF first have to agree whether to use
shared keys obtained by means of the GBA. If the UE does not know whether to use GBA with this NAF, it uses the
Initiation of Bootstrapping procedure described in clause 4.5.1.

Once the UE and the NAF have established that they want to use GBA then every time the UE wants to interact with an
NAF the following steps are executed as depicted in figure 4.4.
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1. UE starts communication over reference point Ua with the NAF:

- ingenera, UE and NAF will not yet share the key(s) required to protect the reference point Ua. If they already
do (i.e. if akey Ks_NAF for the corresponding key derivation parameter NAF_|d is already available),, the UE
and the NAF can start to securely communicate right away. If the UE and the NAF do not yet share a key, the
UE proceeds as follows:

- if akey Ksfor the selected UICC application is available in the UE, the UE derivesthe key Ks NAF from
Ks, as specified in clause 4.5.2;

- if no key Ksfor the selected UICC application is available in the UE, the UE first agrees on anew key Ks
with the BSF over the reference point Ub, and then proceeds to derive Ks_NAF;

NOTE 1: If itisnot desired by the UE to use the same Ks for the selected UICC application to derive more than
one Ks_NAF then the UE should agree on a new key Ks with the BSF over the reference point Ub, and
then proceed to derive Ks_NAF;

- if the NAF shares a key with the UE, but the NAF requires an update of that key, e.g. because the key’s lifetime
has expired or will expire soon, or the key can not meet the NAF local validity condition, it shall send a suitable
bootstrapping renegotiation request to the UE, see figure 4.5. If the key's lifetime has expired the protocol used
over reference point Ua shall be terminated. The form of this indication depends on the particular protocol used
over reference point Ua. If the UE receives a bootstrapping renegotiation request, it starts a run of the protocol
over reference point Ub, as specified in clause 4.5.2, in order to obtain anew key Ks.

NOTE 2: To alow for consistent key derivation in BSF and UE, both have to use the same FQDN for derivation
(see NOTE 2 of clause 4.5.2). For each protocol used over Uait shall be specified if only cases (1) and
(2) of NOTE 2 of clause 4.5.2 are allowed for the NAF or if the protocol used over Ua shall transfer also
the FQDN used for key derivation by UE to NAF.

NOTE 3: If the shared key between UE and NAF isinvalid-, the NAF can set deletion conditions to the
corresponding security association for subsequent removal.

- the UE suppliesthe B-TID to the NAF, in the form as specified in clause 4.3.2, to alow the NAF to retrieve the
corresponding keys from the BSF;

NOTE 4: The UE may adapt the key material Ks_NAF to the specific needs of the reference point Ua. This
adaptation is outside the scope of this specification.

- key management for GBA related keysin the ME (i.e. Ksand Ks_NAF keys):

- al GBA related keys shall be deleted from the ME when a different UICC isinserted. Therefore the ME
needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used
UICC-identity at UICC insertion and power on;

- theKey Ksshall be deleted from the ME when the ME is powered down;

- al other GBA related keys may be deleted from the ME when the ME is powered down. If the ME does not
delete the GBA keys at power down then the GBA keys need to be stored in non-volatile memory.

- when anew Ksisagreed over the reference point Ub and akey Ks NAF, derived from one NAF_Id, is updated,
the other keys Ks_NAF, derived from different values NAF_ld, stored on the UE shall not be affected;

NOTE 5: According to the procedures defined in clauses 4.5.2 and 4.5.3, in the UE thereis at most one Ks_NAF
key stored per NAF-Id.

2. NAF starts communication over reference point Zn with BSF

- The NAF requests key material corresponding to the B-TID supplied by the UE to the NAF over reference point
Ua. If the NAF has several FQDNSs, which may be used in conjunction with this specification, then the NAF
shall transfer in the request over Zn the same FQDN, which was used over Ua (see NOTE 2 on key derivationin
this clause);

- The NAF may also request one or more application-specific USSs for the applications, which the request
received over Uafrom UE may access;
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- With the key material request, the NAF shall supply NAF' s public hostname that UE has used to access NAF to
BSF, and BSF shall be able verify that NAF is authorized to use that hostname;

3. The BSF derives the keys required to protect the protocol used over reference point Ua from the key Ks and the key
derivation parameters, as specified in clause 4.5.2, and supplies to NAF the requested key Ks NAF, aswell asthe
bootstrapping time and the lifetime of that key, and the requested application-specific and potentially NAF group
specific USSsif they are available in subscriber's GUSS and if the NAF is authorized to receive the requested USSs.
If the key identified by the B-TID supplied by the NAF is not available at the BSF, the BSF shall indicate thisin the
reply to the NAF. The NAF then indicates a bootstrapping renegotiation request to the UE.

NOTE 6: The NAF can further set the local validity condition of the Ks_NAF according to the local policy, for
example alimitation of reuse times of aKs _NAF.

NOTE 7: The NAF shall adapt the key material Ks_NAF to the specific needs of the reference point Uain the same
way asthe UE did. This adaptation is outside the scope of this specification.

- The BSF may require that one or more application-specific and potentially NAF group specific USSs shall be
present in subscriber's GUSS for the NAF (see clause 4.4.6). If one or more of these required settings are missing
from the GUSS, the BSF shall indicate thisin the reply to the NAF.

- The BSF may also send the private user identity (IMPI) and requested USSs to NAF according to the BSF's

policy;

4. NAF continues with the protocol used over the reference point Ua with the UE.

Once the run of the protocol used over reference point Uais completed the purpose of bootstrapping isfulfilled asit
enabled UE and NAF to use reference point Uain a secure way.

UE

B-TID, Ks

Ua

flag setting

Key derivation Ks ->
Ks_NAF according to

1. Application Request

NAF Zn

BSF

(B-TID, msg, MAC)

4. Application Answer

2. Authentication Reques

B-TID, K@

(B-TID,NAF hostname)

3. Authentication Answer

key lifetime)

The Server

stores Ks_NAF,
bootstrap. time

Prof and key lifetime

msg
Prof

is appl. specific dataset

( (Ks_NAF, Prof, boostrap. time,

is application specific part of user profile
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UE Ua NAF Zn BSF

B-TID, Ks B-TID, K@

Key derivation Ks ->
Ks_NAF according to
flag setting

1. Application Request
(B-TID, msg, MAC)

2. Authentication Reques&
(B-TID,NAF hostname)

3. Authentication Answer
‘ (Ks_NAF, Prof, Key lifefime)

The Server
stores Ks_NAF,
Prof and Key lifetime

4. Application Answer

msg is appl. specific dataset
Prof is application specific part of user profile

Figure 4.4: The bootstrapping usage procedure

1. Request

2. Bootstrapping
Renegotiation Request

5.3.3 Procedures using bootstrapped Security Association

Before communication between the UE and the NAF can start, the UE and the NAF first have to agree whether to use
shared keys obtained by means of the GBA. If the UE does not know whether to use GBA with this NAF, it uses the
Initiation of Bootstrapping procedure described in clause 5.3.1.

Once the UE and the NAF have established that they want to use GBA then every time the UE wantsto interact with a
NAF the following steps are executed as depicted in figure 5.3.

Next, the UE and the NAF have to agree, which type of keysto use, Ks_ext NAF or Ks_int_ NAF, or both. The default
isthe use of Ks_ext NAF only. Thisuseis a so supported by MEs and NAFs, which are GBA_U unaware. If

Ks_ int_NAF, or both Ks_ext NAF and Ks_int_NAF are to be used, this use has to be agreed between UE and NAF
prior to the execution of the procedure described in the remainder of this clause 5.3.3. Any such agreement overrules
the default use of the keys. How this agreement is reached is application-specific and is not within the scope of this
document.
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NOTE 1. Thisagreement may be mandated by the specification, which defines the Ua reference point between UE
and NAF, e.g. TS 33.246 for the use of GBA in MBMS, or negotiated by the NAF and the UE over the
Uareference point, or reached by configuration.

In general, UE and NAF will not yet share the key(s) required to protect the Ua reference point. If they do not, the UE
proceeds as follows:

- if Ks_ext NAFisrequired and akey Ksfor the selected UICC application is available in the UICC, the ME
reguests the UICC to derive the key Ks_ext NAF from Ks, as specified in clause 5.3.2;

- if Ks_int_NAF isrequired and akey Ksfor the selected UICC application is available in the UICC, the ME
reguests the UICC to derive the key Ks_int NAF from K, as specified in clause 5.3.2;

NOTE 2: If itisnot desired by the UE to use the same K s for the selected UICC application to derive more than
one Ks_ext/int_NAF then the UE should first agree on new key Ks with the BSF over the Ub reference
point, as specified in clause 5.3.2, and then proceeds to derive Ks_ext NAF or Ks_int_ NAF, or both, as
required.

- if Ksfor the selected UICC application is not available in the UE, the UE first agrees on a new key Kswith the
BSF over the Ub reference point, as specified in clause 5.3.2, and then proceeds to derive Ks_ext NAF or
Ks int_NAF, or both, as required,;

- if the NAF shares a key with the UE, but the NAF requires an update of that key, it shall send a suitable
bootstrapping renegotiation request to the UE. If the key's lifetime has expired the protocol used over reference
point Ua shall be terminated. The form of this indication depends on the particular protocol used over Ua
reference point. If the UE receives a bootstrapping renegotiation request, it starts a run of the protocol over Ub,
as specified in clause 5.3.2, in order to obtain new keys.

NOTE 3: If the shared keys between UE and NAF become invalid, the NAF can set deletion conditions to the
corresponding security association for subsequent removal.

NOTE 4: If itis not desired by the NAF to use the same Ks to derive more than one Ks_int/ext_ NAF then the NAF
should always reply to the first request sent by a UE by sending a key update request to the UE.

1. UE and NAF can now start the communication over Uareference point using the keysKs_ext NAF or
Ks_int_NAF, or both, asrequired. They proceed as follows:

- TheUE suppliesthe B-TID to the NAF, as specified in clause 5.3.2, to allow the NAF to retrieve the
corresponding keys from the BSF

NOTE 5: To alow for consistent key derivation in BSF and UE, both have to use the same FQDN for derivation
(cf. NOTE 2 of clause 4.5.2). For each protocol used over Uait shall be specified if only cases (1) and (2)
of NOTE 2 of clause 4.5.2 are allowed for the NAF or if the protocol used over Ua shall transfer also the
FQDN used for key derivation by UE to NAF.

NOTE 6: The UE may adapt the keys Ks_ext NAF or Ks_int_NAF to the specific needs of the Ua reference point.
This adaptation is outside the scope of this specification.

- key management for GBA related keysinthe ME (i.e. Ks_ext NAF keys):

- al GBA related keys shall be deleted from the ME when a different UICC isinserted. Therefore the ME
needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used
UICC-identity at UICC insertion and power on.

- al GBA related keys may be deleted from the ME when the ME is powered down. If the ME does not delete
the GBA keys at power down then the GBA keys need to be stored in non-volatile memory.

- al GBA related keysin the UICC do not need to be deleted when the ME is powered down.

NOTE 7: After each run of the protocol over the Ub reference point, a new key Ks, associated with anew B-TID,
are derived in the UE according to clause 5.3.2, so that it can never happen, that key Ks with different B-
TIDs simultaneoudly exist in the UE.

- When new key Ksisagreed over the Ub reference point and new NAF-specific keys need to be derived for one
NAF_Id, then both, Ks_ext NAF and Ks_int_NAF (if present), shall be updated for this NAF_Id, but further
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keysKs ext NAF or Ks_int_NAF relating to other NAF_lds, which may be stored on the UE, shall not be
affected.

NOTE 8: According to the procedures defined in clauses 5.3.2 and 5.3.3, in the UE there is at most one
Ks_ int NAF/Ks ext NAF key pair stored per NAF_Id.

NOTE 9: Thisrule ensuresthat the keys Ks_ext NAF and Ks_int NAF are alwaysin synch at the UE and the
NAF.

2. NAF now starts communication over the Zn reference point with the BSF.

- The NAF requests from the BSF the keys corresponding to the B-T1D, which was supplied by the UE to the
NAF over the Uareference point. If the NAF is GBA_U aware it indicates this by including a corresponding flag
in the request. If the NAF has several FQDNSs, which may be used in conjunction with this specification, then the
NAF shall transfer in the request over Zn the same FQDN, which was used over Ua (see note above on key
derivation in this clause).

- The NAF may also request one or more application-specific USSs for the applications, which the request
received over Uafrom UE may access;

- With the keys request over the Zn reference point, the NAF shall supply NAF s public hostname that UE has
used to access NAF to BSF, and BSF shall be able to verify that NAF is authorized to use that hosthame.

3. The BSF derivesthe keys Ks ext NAF, and Ks_int_NAF (if additionally required), as specified in clause 5.3.2. If
the NAF indicated initsrequest that it is GBA_U aware, the BSF suppliesto NAF both keys, Ks ext NAF, and
Ks_int_NAF, otherwise the BSF supplies only Ks_ext NAF. In addition, the BSF supplies the bootstrapping time
and the lifetime time of these keys, and the requested application-specific and potentially NAF group specific USSs
if they are available in subscriber's GUSS and if the NAF is authorized to receive the requested USSs. If the key
identified by the B-TID supplied by the NAF is not available at the BSF, the BSF shall indicate thisin the reply to
the NAF. The NAF then indicates a bootstrapping renegotiation request (See figure 4.5) to the UE;

NOTE 10: The NAF can further set the local validity condition of the Ks_NAF according to the local policy, for
example alimitation of reuse times of aKs _NAF.

NOTE 11: The NAF may adapt the keys Ks_ext_NAF and Ks_int_NAF to the specific needs of the Ua reference
point in the same way as the UE did. This adaptation is outside the scope of this specification.

- The BSF may require that one or more application-specific and potentially NAF group specific USSs shall be
present in subscriber's GUSS for the NAF (see clause 4.4.6). If one or more of these required settings are missing
from the GUSS, the BSF shall indicate this in the reply to the NAF.

- The BSF may also send the private user identity (IMPI) and requested USSs to NAF according to the BSF's
policy.

4. The NAF now continues with the protocol used over the Ua reference point with the UE.

Once the run of the protocol used over Ua reference point is completed the purpose of bootstrapping isfulfilled asit
enabled the UE and NAF to use Ua reference point in a secure way.

3GPP



3GPP TS 33.220 v6.3.0 (2004-12) 8 CR page 8

UE Ua NAF Zn BSF

B-TID, Ks B-TID, K@

Key derivation
Ks -> Ks_ext/int_NAF

1. Application Request
(B-TID, msg)

2. Authentication Reques

(B-TID, NAF hostname)

3. Authentication Answer

<(Ks_ext/int_NAF, Prof, boqtstrap.
time, key lifetime)

The Server
stores Ks_ext/int_NAF,
Prof, bootstrap. time an
key lifetime

joN

4. Application Answer

msg is application specific dataset
Prof is application specific part of user profile

UE Ua NAF Zn BSF

B-TID, Ks B-TID, Ks, Prof
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Figure 5.3: The bootstrapping usage procedure with UICC-based enhancements
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G.2 GBA U NAF Derivation procedure

This procedure is part of the Procedures using bootstrapped Security Association as described in clause 5.3.3

The ME sends NAF_ID and IMPI to the UICC. The UICC then performs Ks_ext NAF and Ks_int_ NAF derivation as
described in clause 5.3.2. The UICC uses the RAND and Ks values stored from the previous bootstrapping procedure.
‘ The UICC returns Ks_ext_ NAF to the ME and storesKs_int_ NAF and associated B-T1D together with NAF_Id.

NOTE: A previous GBA_U Bootstrap needs to be undertaken before. If Ksis not available in the UICC, the
command will answer with the appropriate error message.

ulCcC ME

GBA U Procedure (NAF derivation)
NAF_ID, IMPI

GBA U Procedure response
Ks ext NAF
>

Figure G.2: GBA_U NAF derivation procedure
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