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FIRST MODIFIED SECTION:

2

References

The following documents contain provisions which, through reference in this text, constitute provisions of the present

document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or

non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

(3]
[4]
(9]
€]
(7]
(8]
[9

ETR 331: "Definition of User Requirementsfor Lawful Interception of Telecommunications
Reguirements of the Law Enforcement Agencies'.

ES 201 158: "Lawful Interception; Requirements for network functions'.

ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".
GSM 01.33: "Lawful Interception requirements for GSM".

GSM 02.33: "Lawful Interception - stage 1".

GSM 03.33: "Lawful Interception - stage 2".

3G TS 33.106: "3GPP Lawful Interception Requirements”.

J-STD-25: "Interim Standard, Lawfully Authorised Electronic Surveillance".

|ETE RFC 2806: “URLs for Telephone Calls’.

SECOND MODIFIED SECTION:

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP MS
3G GGSN
3G GSN
3G MSC
3G SGSN
3G UMSC
ADMF
CcC

DF

ECT
GPRS

HI

1A

ICEs

INEs

3rd Generation Maobile Communication System

3rd Generation Gateway GPRS Support Node

3rd Generation GPRS Support Node (GGSN/SGSN)

3rd Generation Maobile Switching Center

3rd Generation Serving GPRS Support Node

3rd Generation Unified Mobile Switching Centre

Administration Function

Content of Communication

Delivery Function

Explicit Call Transfer

General Packet Radio Service

Handover Interface

Interception Area

Intercepting Control Elements (3G MSC Server, 3G GM SC Server, P-CSCF, S-CSCF, SGSN,
GGSN)

Intercepting Network Elements (,3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,
GGSN, MGW)
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IP Internet Protocol

IRI Intercept Related Information

LDI L ocation Dependent | nterception

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility
RA Routing Area

RAI Routing Area Identitiy

SAI Service Area ldentity

TEL URL “tel” URL as defined in [9]

THIRD MODIFIED SECTION:

5 Activation, deactivation and interrogation

Figure 2 is an extraction from the reference intercept configuration shown in figure 1which isrelevant for activation,
deactivation and interrogation of the lawful interception.

X1 1
X1 2 X1_3

Delivery
Function 2

3GMS

Delivery
Function 3

Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity isintroduced - the ADMF - the Lawful
Interception administration function. The ADMF:

- interfaces with al the LEAs that may require interception in the intercepting network;
- keepstheintercept activities of individual LEAS separate;
- interfacesto the intercepting network.

Every physical 3G ICE islinked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs
interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-
interface represents the interface between the requester of the lawful interception and the Lawful administration
function; it isincluded for completeness, but is beyond the scope of standardisation in this document.

The target identities for 3GPP MS CS and GPRS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC
Server can be at least one of the following: IMSI, MSISDN or IMEI.

The target identitiesy for multi-media at the CSCF can be one or more of the following: SIP URL or TEL URL .-isthe
SHP-URL-at-the €SCF. Other identities are for further study.
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In case of location dependent interception the following network/national options exist:

- target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);

- target location versus 1 As check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by
national law).

NOTE 1:

NOTE 2:

ThelA isprevioudy defined by a set of cells. From the location of the target this set of cells permitsto
find the relevant |A.

It isnot required that the 3G GM SC or the 3G GGSN are used for interception when Location Dependent
Interception isinvoked and the location of the target is not available.

L ocation dependent intercept at the CSCF isfor further study.

L ocation dependent intercept for the 3G MSC Server and SSGN isfor further study.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are
administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

5.1

Activation

Figures 3,4 and 5 show the information flow for the activation of Lawful Interception.

5.1.1

X1 1l-interface

The messages sent from the ADMF to the 3G ICEs (X1 _1-interface) contain the:

- target identities (MSISDN, IMSI, IMEI, er-SIP URL or TEL URL) (see notes 4, 5, 6);

- information whether the Content of Communication (CC) shall be provided (see note 1);

- address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

- address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);

- 1A in case of location dependent interception.

NOTE 1:

NOTE 2:

NOTE 3:

NOTE 4:
NOTE 5:

NOTE 6:

As an option, the filtering whether intercept product and/or intercept related information has to be
provided can be part of the delivery functions. (Note that intercept product options do not apply at the
CSCF). If the option is used, the corresponding information can be omitted on the X1 _1-interface, while
"information not present" means "intercept product and related information has to be provided" for

thel CE. Furthermore the delivery function which is not requested has to be "pseudo-activated”, in order to
prevent error cases at invocation.

Asan option, only asingle DF2 is used by and known to every 3G ICE. In this case the address of DF2
can be omitted.

Asan option, only asingle DF3is used by and known to every 3G ICE (except at the CSCFs). In this
case the address of DF3 can be omitted.

Since the IMEI is not available, interception of IMEI is not applicable at the 3G Gateway.
Interception at the CSCFsis based-enhy-dpen upon either SIP URL or TEL URL.
-However-SIP URL as atarget identity is not supported by the other ICEs.

If after activation subsequently Content of Communications (CC) or Intercept Related Information (IRI) hasto be
activated (or deactivated) an "activation change request” with the same identity of the target isto be sent.
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3G MSC,
ADMF 3G GSN

request for lawful
interception activation

»

... activation of delivery
functions ...

lawful interception
activation

A 4

lawful interception
activation ack

A

response for lawful
interception activation

<
<4

Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of atarget can be activated on request from different LEAs and each LEA may request interception viaa
different identity. In this case, each target identity on which to intercept will need to be sent via separate activation
messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAS reguest activation on the same identity then the ADMF determines that there are existing
activations on the identity. In this case, the ADMF may (as an implementation option) send an additional activation
message to the 3G |CEs. When the activation needs to change from IRI only to CC and IRI an activation change
message will be sent to the 3G ICEs.

In case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.

FOURTH MODIFIED SECTION:

7A.2  Provision of IRI

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shownin
figure 22 below, all SIP messages executed on behalf of atarget subscriber are subject to intercept at the P CSCF and S
CSCF. Based upon network configuration, the ADMF shall provision P CSCFs, or S CSCFs, or both P CSCFsand S
CSCFswith SIPURL or TEL URL target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for
mediation prior to transmittal acrossthe HI2 interface.
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Intercepted «—> P-CSCF

Subscriber i

Figure 22: Provision of Intercept Related Information for multi-media
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A.3  Call hold / call waiting

Figures A.3 and A.4 show the interception of callsinvolving call hold / call waiting. Figure A.3 covers the case where
| enestublineor-one pair of stublinesis used per target, figure A.4 covers the case where a separate stubline or-pair of
stublinesis used for each target call. The mobile that receives the waiting call (A) isthe target for interception.

DF3 DF3
DF2 Bearer Signaling MS A MSC Server MGW B C

SETUP(AB)

... setup and inter¢eption of AB|call as in figure
Al ...

Answer(AB)

Stublines contain CC|of AB

IAM
Call Estpblishment Attempt(CA, CWAIT) h
B ACM
SETUP(CA) i’
ALERTING(CA)
" CPG(alert)
HOLD(AB) "
HOLD ACK(AB)
Stuppl. Service(AB, CHQLD)
CONNECT(CA)
Answer(CA)
N ANM
stublines contain CC pf CA
DISCONNECT(CA) REL

Release(CA)

A

RETRIEVE(AB)

>
>

RETRIEVE ACK(AB)

Stuppl. Service(AB, CRETR)

A

Stublines contain CQ of AB
DISCONNECT(AB) REL

<&
<

... release of AB call and interception as in
figure Al ...

Release(AB)
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A.4  Multiparty calls

Figures A.5 and A.6 show the interception of multiparty calls. Figure A.5 covers the case where ere-stubline-er-one pair
of stublinesis used per target, figure A.6 covers the case where a separate stubline-er-pair of stublinesis used for each
target call. The mobile setting up the multiparty call (A) isthe target for interception.
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DF3 DF3
DF2 Bearer Signaling MS A MSC Server MGW B C

SETUP(AB)

... setup and intergeption of AB|call as in figure

Al ...

Answer(AB)
Stublines contain C{ of AB HOLD(AB)
HOLD ACK(AB)
Suppl. Service(AB, CHOLD)

SETUP(AC)

... setup and interception of AC|call as in figure Al

Answer(AC)

without setup of sfublines ...

Stublines contain CQ

Su

of AC

bpl. Service(AB, BMP

BuildMPTY(AB)

L

BuildMPTY ACK(AB)

<

TY)

Su

bpl. Service(AC, BMP

TY)

Stublipes contain CC (

f ABC

Release(AC)

DISCONNECT(AC)

&
<

REL

v

<

... release of AC
without release of

call and interq

eption as in figute Al
the stublines|...

Su

bpl. Service(AB, RMP

RetrieveMPTY(AB)

»
>

RetrieveMPTY ACK(AH

<

TY)

Stublines contain CC

of AB

Release(AB)

DISCONNECT(AB)

REL

< >

<
<

A 4

... release of AB ¢
figure Al ...

all and interc¢ption as in
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A.5.7 Call waiting / call forwarding on no reply

Figures A.10 and A.11 show the interception of a call involving both call waiting and call forwarding on no reply.
Figure A.10 covers the case where ere-stubline-er-one pair of stublinesis used per target, figure A.11 coversthe case
where a separate stubline-or-pair of stublinesis used for each target call. The mobile that activated call forwarding on no
reply and receives the waiting call (B) isthe target for interception. In figure A.10 a new {pair of} stublines needsto be
set up when the call is forwarded since the first {pair of} stublinesis still used for theinitial call.
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DF3 DF3
DF2 Bearer Signaling MS B MSC Server MGW A C D
SETUP(BD)
... setup and intefception of BD) call as in|figure Al ...
Answer(BD)
stublines’ contain CG of BD
1AM
Call Establishment Attempt(AB, CWAIT) B
ACM
SETUP(AB) v
ALERTING(AB)
CPG(alert)
No reply| timeout
Prepare Beargr Establishment ) Establishl Bearer/
Establish Bearer setup|of stublines” Prepare Bearer|Establishmeht
Bearer|Establishment
- —————— - ————— e ———— — >
Syppl. Service(AB, CFNR)
CPG(forward)
1AM
ACM
CPG(alert)
CPG(alert)
ANM
Answer(AB)
h ANM
Stublines” contain C¢ of AC >
Release Bearer/Release Resourceg release| of stublines” Release Resource/ Release Bearer
Bearer|Release
- —————— - ——— —— -
Release(AB)
DISCONNECT(BD REL
... release of BD c¢all and intergeption as |n figure AL ...
Release(BD)
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