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Abstract:
The lack of a standardised way of doing traffic monitoring is having consequently a high implementation cost for the mobile operators, the way it is implemented needs to be agreed to align implementations on the NFs and the monitoring platforms.
The GSMA has expressed their concerns about the monitoring of encrypted signalling traffic looking for a mechanism for a copy of this traffic to be sent to a monitoring system. This concern has been reflected in a Liaison Statement sent from the GSMA to 3GPP (WGs SA2, SA3 and SA5) stating that the current encryption mechanism sending the information with (m)TLS prevents the operators of doing proper troubleshooting. 
The background issue is the lack of a standardised way of doing traffic monitoring that is having consequently a high implementation cost for the mobile operators.

The GSMA presents several alternatives being two of them shown as the preferred ones:
1. The use of passive network taps or other means to retrieve a copy of the encrypted signalling traffic requires the monitoring system to be integrated with key management systems for the active elements on the SBA network.
2. The active elements on the SBA network (and non-SBA for the N4 interface) support a data streaming facility to send a copy of the signalling traffic to the monitoring system. This provides a solution without the extra installation and operation costs for a separate tap network.

The use of passive network taps is not recommended so the option 2 is the chosen one, but the way it is implemented needs to be agreed in order to align implementations on the NFs and the monitoring platform with relevant security applied.

In summary what is needed for achieving interoperability for traffic monitoring is:

· An encryption protocol (e.g. TLS, dTLS…)

· A transport protocol (e.g. UDP, TCP)

· An encapsulation protocol (e.g. GRE?….)

· A format (e.g. JSON, PCAP, XML….)
Proposal:

To task working groups to agree on a standardised way of sending the monitored traffic. It is assumed that SA3 is the target group to provide analysis and specification of the security requirements for interacton with a monitoring system, including the needed encapsulation and encryption choices. SA5 should work towards the right format(s) and both working groups are expected to agree on a transport choice considering the monitoring functionality characteristics.

