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******************** Start of 1st Change ************************************************************
[bookmark: _Toc19542444][bookmark: _Toc35348446][bookmark: _Toc114146570]4.3.4.9	No default content
Requirement Name: No default content.
Requirement Reference: In accordance with industry best practice.
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_NO_DEFAULT_CONTENT
Purpose:
To verify that there is no default content on the web server, that is not needed for web server operation, since such default content can be useful for an attacker.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available. 
-	The tester should have configured a script, or an automatic assessment tool adapted in line with the Requirement Description.Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Note: The term ‘default content’ is not clearly defined and is therefore different for different web servers (e.g., web server welcome page, default error page, etc.).

Execution Steps 
1.	The tester Cchecks that all default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server has been removed.
Expected Results:
-	No default content (examples, help files, documentation, aliases, un-needed directories or manuals) has been found to remain on any Web server component.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions.
-	Test result (Passed or not).

******************** End of 1st Change ************************************************************




