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Change 1
[bookmark: _Toc154664675][bookmark: _Toc154664676]8.11.2	Information flows
NOTE:	The security aspects of this procedure are specified in subclause 6.4 and subclause 6.5.2.3 of 3GPP TS 33.122 [12].

Change 2
8.11.3	Procedure
Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:
1.	The API invoker is onboarded and has received an API invoker identity.


Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker. The request may include desired Network Slice Info of the service API.
2.	The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API. The CAPIF core function may additionally verify the Network Slice Info, e.g., check that the desired Network Slice Info by the API invoker is included in the supported Network Slice iInfo for the indicated service API.
Editor's Note:		Authorization related to network slice are to be detailed by SA3.
NOTE 1:	The authorization of nNetwork sSlice iInfo is performed by the CAPIF core function within the in trusted PLMN trust domain.
NOTE 2:	The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12]. 
3.	Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.
NOTE 3:	The mechanism for distribution of the authorization information for the API invoker to the API exposing function over CAPIF-3 reference point is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].


Change 3
[bookmark: _Toc154664697]8.15.2	Information flows
NOTE:	The security aspects of this procedure are specified in subclause 6.4 and subclause 6.5.2.3 of 3GPP TS 33.122 [12].

Change 4
[bookmark: _Toc154664698]8.15.2.1	Service API invocation request with authentication information
The information flow service API invocation request with authentication information from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.15.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.
Table 8.15.2.1-1: Service API invocation request with authentication information
	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authentication information
	M
(see NOTE)
	The authentication information obtained before initiating the service API invocation request

	Service API identification
	M
	The identification information of the service API for which invocation is requested. The service API identification is part of the specific service API invocation request.

	NOTE:	The specific aspect of th secuirty information of this information element is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12]. 





Change 5

[bookmark: _Toc154664700]8.15.3	Procedure
Figure 8.15.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.
Pre-conditions:
1.	Optionally, the CAPIF core function has shared the information required for authentication of the API invoker with the AEF.



Figure 8.15.3-1: Procedure for authentication between the API invoker and the AEF upon the service API invocation 
1.	The API invoker invokes a service API invocation request with authentication information to the AEF, and includes in this request authentication information, including the API invoker identity.
2.	The AEF obtains the API invoker information required for authentication by the AEF, if not available.
3.	The AEF verifies the identity of the API invoker and authenticates the API invoker.
NOTE 1:	The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].
4.	If the verification was successful, the AEF returns the result of the service API invocation in the Service API invocation response.
NOTE 2:	The authentication is terminated at the AEF acting as the service communication entry point when topology hiding is enabled for the service API.
End of changes
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