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Introduction
This Work Item introduces the access control capabilities for Management Services developed in 3GPP SA5. This work item has been instigated from 3GPP SA3 where the need for access control for Management Services developed was elaborated in more detail. Post a detailed study in Rel -17 as part of [2], the work item took shape in Rel-18. A TS has been created in [1] which defines the basic concepts as well as implementing access control moving from Stage 1, Stage 2 and Stage 3.
Description
The work item on access control of Management Services exhibits the below:
· The stage 1 lays the foundation of access control with the Role Based Access Control (RBAC) concept. It furthers explains the interaction of the authentication and authorization function and related security information required across the consumers and producers to achieve access control. The requirements cater to access control of the NRM (Network Resource Model) objects in the network management system. Additionally, the implicit and explicit authentication and authorization mechanisms are introduced in [3].
· The TS in [1] opens up the information model in stage 2 to define the required classes related to identity, roles and access rules as well as their dependencies. Access rules define allowed CRUD operations for interacting with a NRM, and notifications and performance metrics that a MnS consumer is allowed to receive.
· Further, stage 3 elaborates the REST based solution of the design for the required infrastructure to be in place for access control with the use of access rules. Refer to [1] and the below link for the SA5 Forge repository: https://forge.3gpp.org/rep/sa5/MnS.
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