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Overall description
SA5 would like to send the following reply to ETSI SAI TC, CC: SA3:

SA5 would like to thank ETSI ISG SAI for their LS on potential collaboration on AI related security aspects.
SA5 has been conducting work on the specifications of AI/ML management, addressing OAM support for the AI/ML features and capabilities in 5GS, including the RAN, CN, and management domains. 

The study on management of AI/ML has been completed and documented in TR28.908 while the corresponding Rel-18 normative specifications are currently progressing and being documented in TS28.105. The Release 18 version of the 3GPP TS 28.105 is planned to be completed and published during the first quarter of 2024.
SA5 has also been engaging in specifying the Management Data Analytics (MDA) feature since Rel-16 to enhance automation in the mobile networks and services. A wide range of use cases (referred to as MDA Types) have been addressed (including e.g. Coverage related analytics, MDA assisted Energy Saving, MDA assisted critical maintenance management and Network resource analysis) along with corresponding requirements and solutions specifying elements of both the MDA enabling data and MDA output reports for the MDA types.  MDA can be implemented as AIML enabled functionality. The latest Rel-18 version of the specification is currently being progressed and documented in TS28.104 which is also planned to be completed in the first quarter of 2024.
SA5 would like to highlight that their work on AIML management and MDA, including the currently progressing normative work for Rel-18 and the planned study for Rel-19, do not include in their scope any specific work-task directly related to security aspects. Nevertheless, the forthcoming Rel-19 study, and the potential follow up relevant normative work still do not completely preclude any AIML security aspect requirements that may arise during these activities, in which case cooperation is planned with SA3.
It is worth noting here that as part of the AIML management work, SA5 also started studying trustworthiness related to the AI/ML functionalities in 5GS in Rel-18 and plans to continue further studying the topic in Rel-19. 
2
Actions
To ETSI SAI TC, CC. SA3
ACTION: 
SA5 looks forward to cooperating with, and kindly requests ETSI ISG SAI to take the above information into consideration for their work and provide SA5 any AIML security related aspects and/or AIML trustworthiness that relate to management and orchestration.
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Dates of next TSG SA WG 5 meetings
SA5#154

15 April  - 19 April 2024

China

SA5#155

27 May - 31 May 2024

Korea
