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Introduction
Digital certificates in 5G Core are used for different purposes, such as TLS authentication or validation of signatures. Similar to RAN certificate management framework, the “Automated Certificate Management in SBA” feature provides a standardized model and set of procedures for the automated certificate management in SBA for 5G Core Network Functions. The feature fixes the potential issues coming from manual management of certificates and inconsistencies in the associated procedures by profiling CMP (Certificate Management Protocol), and by adding requirements and recommendations that support the automation and security in the certificate management tasks.     
Description
The feature covers the following procedures:
- Set up of initial trust between NF (Network Function) and operator RA (Registration Authority)/CA (Certification Authority) for the certificate enrolment, facilitated by the OAM system. 
- Certificate enrolment and renewal based on CMP:
- Profiling of CMP protocol for 5G Core Network Functions.
- Validation of the Network Function instances identifiers.
- Validation of the usage of certificates in SBA. 
- Certification revocation schemas (CRL (Certificate Revocation List), OCSP (Online Certificate Status Protocol), OCSP Stapling).
- Considerations of the Network Functions lifecycle management in the certificate lifecycle management framework.
Additionally, a new informative annex (Guidance for 5GC certificates management procedures left to implementation) has been included with a set of guidelines for NF certificate updates in special circumstances, certificate management in Slicing, and security aspects in the key management.
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