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Introduction
Personal IoT Networks (PIN) is based on the greatly increasing number of consumers IoT devices. Users create Personal IoT Networks out of all these Personal IoT devices mainly in their homes or around their body wearables. This technical specification provides application enabler layer architecture and related procedures for enabling PIN applications over 3GPP networks.
Description
Overall architecture and general aspects

The PIN elements contains PIN client and/or application clients. The PIN Element with gateway capability (PEGC) performs the role of an entity supporting gateway capability for PIN. The PIN Element with management capability (PEMC) performs the role of an entity supporting management capability for PIN. A PIN includes at least one PEGC and at least one PEMC. The roles of PEGC and PEMC act as UEs in 5GS.
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Figure 1: PINAPP reference architecture

The PIN enabler architecture consists of PIN client deployed in PIN element and PIN server deployed in Data network. The following interaction are supported in the PIN enabler architecture:

-
The PIN client interacts with Application Client on the PINE over PIN-1 to provide and consume services in the PIN. 

-
The PIN server interacts with Application Server(s) over PIN-9. These interactions are supported using the CAPIF architecture as specified in 3GPP TS 23.222 [7].

-
The PIN server interacts with 3GPP networks over PIN-8 to consume 3GPP network services.

-
The PIN management client(s) interact with PIN server over PIN-6 for services related to management of PIN. 

-
The PIN client(s) interact with PIN server over PIN-10. These interactions traverse via the PEGC.

-
The PIN gateway client(s) interact with PIN server over PIN-7. 

-
PIN client(s) interact with PIN gateway client over PIN-2.

-
PIN management client interacts with PIN gateway client(s) over PIN-4.

-
PIN management client interacts with PIN client(s) over PIN-3.

-
A PIN client interacts with other PIN client(s) over PIN-5.
PIN Management
The PINAPP architecture shall provide mechanisms to PIN management, for example, to create PIN for UE or PIN elements, to delete PIN either triggered by PINEs or by PIN server, to support PIN modification procedure, for example, PEMC/PEGC relocation and etc. 
After the UE or PINE acquires the role of PEMC and receives the address of PIN server, the UE or PINE can trigger a creation of PIN towards PIN server. 

Below are the possible scenarios when the PEMC request for the creation of PIN: 

-
No PIN elements or PEGC have established connection with PEMC; 

-
One or more PIN elements including PEGCs, PEMCs have established connection with PEMC via non-3GPP access. In this case the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server responds to PEMC containing the details of the PIN including the PIN ID, the PEGC information, access control information configured in PEGC etc. 

At the network side, a PIN server should be deployed. The PIN server is responsible for the authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN. 

The PIN which is in use can be deleted based on the decision by PEMC or PIN server as described below: 

-
Decided by PEMC. The PEMC of a PIN decides to delete the PIN and sends request to PIN server. The PIN server accepts the request and deletes the PIN.

-
Decided by PIN server. If the PIN is configured to exist for a particular duration and if it continues to exist post the duration the PIN server can decide to delete the PIN and release the resources associated with the PIN.

Once the PIN is deleted, the PIN elements in PIN shall not be able to utilize the services by the PIN or 5GS anymore and cannot access the application server. The network resources allocated for this PIN will be released.

Since the configuration related to the duration of the PIN is available with PEMC and when the duration of the PIN expires, the PEMC can directly delete the PIN locally and without having to be authorized by the PIN server. After the PIN is deleted by PEMC, the PEMC can update the status of PIN to the PIN server. 
PINAPP enable 5GS communication
For a certain PINE, it has the subscription whether the PINE has the permission to use 5GS to communicate. 

The PIN client within a PIN can communicate with other devices, services and applications within the same PIN. Furthermore, PIN client can connect the 5G Network via a PEGC. Also, as a feature, some of the PIN client in PIN has the permissions that they can communicate with other UE or application outside of PIN with the help of 5GC. 

-
There are two methods to enable the PIN with 5GS communication: 

-
Establish QoS for PINE with AF support.

-
PEGC triggers PDU session establishment/modification for PINE. 

For the AF related procedure, the AF trigger the QoS create/modification procedure with parameters of Packet filters, DN specific ID, to request the 5GS to arrange resource for PIN. 

For PEGC related procedure, the PIN element sends PIN Communication Request to the PEMC. The PEMC sends Create/Update/Remove Communication Request (PIN ID, Packet filters, requested QoS) to the PEGC. The PEGC configures the local rule accordingly, or according to the Packet filters, the PEGC may initiate PDU Session Modification with the Packet filters and requested QoS towards 5G system in order to make 5GC configure the N4 rules for UPF(s).
Service Switch
PIN service switch procedures enable a PIN Element participating in a PIN to transfer application session(s) to a different PIN Element participating in the same PIN. For example, a first PIN Element (e.g. a UE) can transfer a video streaming session to a second PIN Element (e.g. a television). PIN service switch can be triggered by a PIN Element when needed, for example when the first PIN Element joins a PIN and determines that an application flow can be switched to a second PIN Element present in that PIN.

Two scenarios are specified for PIN service switch: 

-
PIN service switch with PIN server support.
-
PIN service switch without PIN Server support (e.g. using only internal PIN communication). 

Application server discovery and registration in PIN
The PEMC and PIN Server have capabilities for maintaining information related to application servers that may be available to the PINE(s) within a PIN. Application server information may be pre-provisioned in the PIN Server or the PEMC; the application server may also register with the PEMC or the PIN Server if it has such capability.
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