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************ START OF CHANGES***********
[bookmark: _Toc42177189][bookmark: _Toc42179541][bookmark: _Toc42246814][bookmark: _Toc51245749][bookmark: _Toc145429595]6.4.2	KAF re-keying
The KAF re-keying depends on the lifetime of the KAF and may be trigged by the AF, which means that when a new KAKMA is derived, the KAF will not be re-keyed automatically. 
When the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF as described in clause 6.4.3 based on its policy. If the AF chooses to reject UE’s access, the AF may provide a cause indicating that the KAFKAF has expired via Ua* protocol specific means so that the UE can take appropriate action. If there has been a change of KAUSF (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF.
************ NEXT CHANGES***********
[bookmark: _Toc51245750][bookmark: _Toc145429596]6.4.3	KAF refresh
There is no support for an explicit KAF refresh procedure in this document. If a primary authentication does not take place, the KAUSF, KAKMA and KAF remain unchanged since the latest primary authentication.
The KAF may be refreshed by the KAKMA refresh defined in clause 6.4.4 as decided by AAnF.
NOTE 1: The AAnF can decide KAKMAKAKMA refresh based on local policy..
Ua* protocol may support refresh of derived session keys from KAF. If the Ua* protocol supports the refresh of derived session keys from KAF, the AF may refresh the KAF at any time using the Ua* protocol.
NOTE 2:	How a fresh key is derived for AKMA is up to Ua* protocol implementation.
NOTE 3:	A session key based on KAF refreshed using the Ua* protocol is only known by UE and AF.

************ NEXT CHANGES***********
[bookmark: _Toc42177186][bookmark: _Toc42179538][bookmark: _Toc42246811][bookmark: _Toc51245746][bookmark: _Toc145429592]6.3	AKMA Application Key request via NEF
Figure 6.3-1 shows the procedure used by the AF to request KAF from the AAnF via NEF, when the AF is located outside the operator's network. 


Figure 6.3-1: AKMA Application Key request via NEF
1.	When the AF is about to request AKMA Application Key for the UE from the AAnF, e.g. when UE initiates application session establishment request as in clause 6.2.1, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the AAnF via NEF service API. The request shall include the A-KID and the AF_ID and optionally UE Id not needed indication.
NOTE:	In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.	If the AF is authorized by the NEF to request KAF, including the authorization after verification of the AF_ID in step 1, the NEF discovers and selects an AAnF as defined in clause 6.7. 
3.	The NEF sends a Naanf_AKMA_ApplicationKey_Get request to the selected AAnF with the A-KID to request the KAFKAF for the UE.
The AAnF shall process the request in the same way as specified in clause 6.2.1 with following changes:
If KAKMA is present in AAnF, the AAnF shall continue with step 4 in this clause. 
If KAKMA is not present in the AAnF, the AAnF shall continue with step 5 in this clause with an error response.
4.	The AAnF generates the KAF as specified in clause 6.2.1 and sends the response to the NEF with the KAF, the KAF expiration time (KAF exptime) and SUPI.
5.	The NEF forwards the response to the AF with the KAF, the KAF expiration time (KAF exptime) and optionally GPSI (external ID). Based on local policy, the NEF uses the Nudm_SubscriberDataManagement service which is specified in TS 29.503[11] to translate SUPI to GPSI (external ID) and optionally include GPSI (external ID) in the response. If UE Id not needed indication is received in the incoming request, the NEF shall not provide the GPSI (external ID) to AF. The NEF shall not send the SUPI to the AF.

************ NEXT CHANGES***********

[bookmark: _Toc145429600]6.6.1	General
This procedure is used to remove the AKMA context in the AAnF. NF consumers may initiate this procedure due to local policy.


[bookmark: _MON_1685967415]
Figure 6.6.1-1: AAnF AKMA context removal procedure
1. NF initiates an AAnF AKMA context removal procedure to delete the AKMA context in AAnF.
2. NF discovers the AAnF of the UE, as specified in clause 6.7 and sends a Naanf_AKMA_Context_Remove request with SUPI to AAnF to remove AKMA context for the UE. 
3. AAnF shall delete AKMA Context (e.g. SUPI, A-KID and KAKMA) from its local database identified by SUPI. 
4. AAnF sends a Naanf_AKMA_Context_Remove response to NF. This  response is just an acknowledgement of the request received. 
************ NEXT CHANGES***********
[bookmark: _Toc42177192][bookmark: _Toc42179544][bookmark: _Toc42246817][bookmark: _Toc51245754][bookmark: _Toc145429604]7.1.1	General
The following table shows the AAnF Services and AAnF Service Operations.
Table 7.1.1-1: List of AAnF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naanf_AKMA
	AnchorKey_Register
	Request/Response
	AUSF

	
	ApplicationKey_Get
	Request/Response
	AF, NEF

	
	Context_Remove
	Request/Response
	OAM

	
	ApplicationKey_ AnonUser_Get
	Request/Response
	AF




************ NEXT CHANGES***********

[bookmark: _Toc145429646]D.3.1	General
The IETF OSCORE as an AKMA Ua* protocol is specified in this clause by providing the details about the procedures, the OSCORE security context and how it is related to the AKMA KAFKAF and the encoding of OSCORE messages using IETF CBOR specified in IETF RFC 8949 [15]. 

************ END OF CHANGES**********
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