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1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	x
	x
	X
	
	

	Don't know
	
	
	
	
	


2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


2.2
Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	Sec NPN
	SA3
	1000027
	NPN security considerations 


2.3
Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	 N/A
	
	


3
Justification

TS 22.261 documented the scenario where dedicated network entities of NPN can be deployed in customer premises that are outside the control of the PLMN operator and proposed the requirement that the 5G system shall enable a PLMN to host an NPN without compromising the security of that PLMN. 

There are two scenarios: 1) The interface between customer premises and operator premises is non-SBA interface, i.e. N4; 2) The interface between customer premises and operator premises is SBA interface. 
Dedicated NFs deployed in customer premises could be compromised due to several reasons, e.g., weaker physical perimeters, misoperations, etc. Currently NDS/IP and SBA security are able to provide authentication, confidentiality, integrity and anti-replay protection. However, existing NDS/IP or SBA security cannot protect PLMN from attacks that attackers exploit compromised dedicated NFs to launch, such as DDoS, malformed signaling messages, topology information exposure etc.
It’s therefore proposed to study how to guarantee the security level of PLMN considering the potential attacks from the compromised dedicated NFs.
4
Objective

Based on the above justification, the following objectives will be studied: 

1. Identify which dedicated NFs are likely to be hosted by NPN in customer premises. 

2. Identify key issues and potential security requirements for the scenarios of PLMN hosting a NPN with dedicated NFs deployed in customer premises. 
3. If necessary, develop solutions to address the identified requirements.

TU estimates

Total TU estimates for the study phase: 1.5 TUs (3 meeting cycles)

Total TU estimates for the normative phase: 1.5 TUs (3 meeting cycles)

Total TU estimates: 3

5
Expected Output and Time scale

{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.757
	Study on security for PLMN hosting a NPN
	TSG#104
(Jun 2024)
	TSG#105
(Sep 2024)
	Jun Shen

shenjun6@chinatelecom.cn
Yuze Liu

liu.yuze@zte.com.cn

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item leadership

SA3
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9
Supporting Individual Members

	Supporting IM name

	China Telecom

	ZTE

	CATT

	China Unicom

	APPLE

	Nokia

	Nokia Shanghai Bell

	China Mobile

	OPPO

	CableLabs

	Lenovo

	Ericsson

	Huawei

	Hisilicon


