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1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)
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2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	930008
	Security Aspects of Proximity based Services in 5GS
	Work Item in an earlier Release – further enhancing CP/UP based security procedures with support for Prose Secondary Authentication


3
Justification

At TSG-SA Meeting #96, SA Plenary decided to specify the Control Plane based security procedures in Rel-17. Also, SA Plenary agreed that SA2 and SA3 should work on ProSe Secondary Authentication in Rel-18 (SP-220716).

Support for Prose Secondary Authentication is needed to enable a Remote UE to access a DN that requires a Secondary Authentication. A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC. Without the support for ProSe Secondary Authentication, when a Remote UE attempts to connect via a ProSe UE-to-Network Relay to a DN requiring the Secondary Authentication, it leads to one the following negative outcomes:

-  the DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE or 

-  the Remote UE obtains unauthorized access to the DN and network resources without proper credentials/authorization. 

4
Objective

Define support of Prose Secondary Authentication procedure in the ProSe UE-to-Network Relay scenario. The procedure applies when the ProSe UE-to-Network Relay Control Plane or User Plane based security procedure is used. 

The work item aims at finalizing the solution that is specified in TS 33.503 v17.0.1 and resolving the two identified remaining open issues (Editor's Notes), namely:

· Protocol aspects of Remote UE Report procedure used to enable support for the Prose Secondary Authentication

Editor's Notes: How to support multiple Remote User IDs in Remote UE Report is FFS.

· Aspects of Remote UE's subscription update towards SMF of UE-to-Network Relay

Editor's Notes: how SMF is notified with the 5G ProSe remote UE's subscription update is FFS.

5
Expected Output and Time scale

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.503
	Addition of Prose Secondary Authentication procedure
	TSG#99

(September 2023)
	This will be handled as “TEI18”.

	
	
	
	


6
Work item Rapporteur(s)

Samir Ferdi (samir. ferdi @ interdigital . com)

7
Work item leadership

SA3

8
Aspects that involve other WGs

System architecture aspects will be covered by SA2

9
Supporting Individual Members

	Supporting IM name

	Interdigital

	LG Electronics

	Samsung

	China Telecom

	Philips

	

	

	

	

	

	

	

	


