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On Security Aspects of the MTA Procedure in Rel-14

INTRODUCTION
Potential security issues for the Multilateration Timing Advance (MTA) procedure were explained in [1] during RAN6#4. The solution described in [2], which proposes to send a set of random identifiers via secured LLC signalling to the UE to use them for multilateration access attempts, was standardised in Rel-14.
In this paper, we further discuss on the need for additional enhancements to the specified solution for different network deployment configurations.
DISCUSSION
Security issue for MTA 
The MTA based positioning procedure estimates the position of the device based on the timing advance estimated in multiple base stations. This requires the MS to trigger the MTA radio access procedure in multiple cells which includes an access attempt followed by TBF establishment for sending the TLLI and other information of the MS. This radio access procedure does not have any additional security protection. Thus, it is possible for a faked MS to trigger the radio access procedure using the TLLI of the wanted MS which can result in wrong position estimation for the wanted MS. This problem was discussed during Rel-14 and the solution described in the next section, which does not cover all deployment scenarios, however, was specified to resolve this issue.
Current solution 
As per the current solution in Rel-14, security issues for MTA are treated as follows: 
· The SMLC includes a set of random identifiers to the RRLP Multilateration Timing Advance Request message sent towards the MS.
· The RRLP message is sent as LLC PDU towards the MS. Here the solution assumes that the SGSN supports the LLC ciphering functionality and LLC ciphering is enabled.
· The MS uses different random identifiers for each of the multilateration access attempts towards different base stations. As the processing of the timing advance, reported by the BSS, at the SMLC is linked to the received random identifier in the MTA radio access and the identifiers sent to the MS via a secured LLC link, it is not possible for a faked MS to perform an MTA access attempt using the TLLI received in the serving cell via unsecured signaling.
For the above solution to work, support of LLC ciphering is mandatory at SGSN. Without the enabled LLC ciphering functionality, it is still possible for a faked MS to read the RRLP Multilateration Timing Advance Request message and use the given random identifiers in its MTA access attempt so that it can lead to wrong timing advance estimation and thus result in a wrong position estimation for the wanted MS.


Observation: Enabled LLC ciphering is pre-requisite for the Rel-14 MTA procedure to achieve security against unwanted multilateration access attempts of a faked MS falsifying the position estimate for the wanted MS.
However, LLC security is not a mandatory feature for the GERAN core network. For network deployments where LLC security is not activated, the above solution based on a set of random identifiers cannot solve the described MTA security issue, because the faked MS also can receive the RRLP Multilateration Timing Advance Request message and can use the included random identifiers in its multilateration access attempts.
Moreover, LLC security is considered as required functionality for EC-GSM-IoT, but not for operation of PEO devices. Nonetheless, the MTA based signalling procedure is applicable for both PEO and EC-GSM-IoT devices. In case LLC security is not supported by PEO devices, it is not possible to achieve the required security level using the solution based on a set of random identifiers specified in Rel-14.
proposed solution
If SGSN does not use LLC security, the integrity of the MTA procedure can be achieved with the following changes to the MTA radio access signalling procedure.
· The MS stores the Cell Identifier of the cell in which the MTA signalling was successful, along with the MS Sync Accuracy and MS Transmission Offset values signalled during the multilateration access attempt.
· When the MS sends the final MTA message to the base station, it calculates the MTA signature for a bit sequence which is formed by concatenation of the Cell Identifier, MS Sync Accuracy and MS Transmission Offset values of all multilateration access attempts performed for the same position estimate. The MTA signature is generated using the bit sequence and the integrity protection key of the MS.
· The MTA signature is sent as new LI in the RLC block of the TBF established with the last cell for attempting multilateration access.
· On reception of the MTA signature, the BSS sends the MTA signature along with a bit sequence, generated by same concatenation of Cell Identifier, MS Sync Accuracy and MS Transmission Offset values of all multilateration access attempts, to the SGSN.
· The SGSN generates the digest on the given sequence using the integrity protection key of the MS. If the digest matches with the received MTA signature, the MTA procedure is considered secure and initiated from a wanted MS.
· The BSS thereafter proceeds with further steps as specified in Rel-14 to allow for completion of the position estimation at SMLC based on the received values in case SGSN has identified a match of the MTA signatures and else signals the SMLC to abort the position estimate.
The message sequence corresponding to the proposed solution is given in Figure 1.
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Figure 1: MTA radio access procedure using MTA signature for achieving a secure MTA signalling procedure without LLC ciphering enabled.
Based on the previous discussion, the following proposal is made:
[bookmark: _GoBack]Proposal:  Additional enhancements to improve the security of the MTA signalling procedure for deployments, which do not have LLC security enabled, are required in Rel-15. The candidate solution depicted in section 3 has rather low impact to the existing procedure and thus serves as baseline for the further work.
conclusion
The sourcing companies propose to discuss and agree the proposal in section 3. If need is identified, they volunteer to draft an LS to SA3 explaining the potential security issue of the Rel-14 solution for certain network deployments and to get the SA3 view on sufficiency of the above proposed solution for Rel-15.
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