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On Security of the MTA Method for Position Estimation
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As part of the WI for positioning enhancements for GERAN in Rel-14 the multilateration based position estimation method is introduced which does not require any additional HW such as LMUs at network for position estimation. The multilateration positioning methods and associated signaling procedures are described in [1] and included as part of the  Rel-14 specifications.
For multilateration based positioning four methods are introduced as part of this WI namely the MTA-RLC data block method, MTA-Access burst method, MTA-Extended access burst method and MOTD method. For the first three methods the position of the MS is deduced based on the timing advance estimated for the MS at the neighbour cells and at serving cell. For this purpose the MS triggers a random access procedure in each of the neighbour cells.
The multilateration access signaling procedure in each of the neighbour cells for the MTA RLC data block method does not have any associated security for the information exchanged over the air interface. This discussion paper analyses security issues associated with the MTA RLC data block method.
MTA RLC data block method - signaling procedure and security issues
When the SMLC triggers the RRLP Multilateration Timing Advance Request towards the MS using the RLC data block method, the MS sends a multilateration request message over the random access channel followed by an uplink TBF establishment for a single RLC data block. The RLC data block sent from the MS consists of the TLLI of the MS, MS Sync Accuracy and MS Transmission offset parameters. All the signalling messages exchanged as part of this procedure are sent using plain text without any additional security (ciphering or integrity protection).
Possible Security Attack for MTA RLC data block method
A rogue MS which also camps on the same cell as the wanted MS can successfully modify the position estimation for a wanted MS as follows.
· The rogue MS knows the TLLI of the multilateration procedure by listening to the uplink traffic channel contents on TCH carriers.
· The rogue MS sends a multilateration request to all neighbour cells followed by a TBF establishment and sends the same TLLI and different MS sync accuracy and MS transmission offset parameters.
· The BSS sends the timing advance estimated from these multilateration requests and also other parameters sent by the rogue MS as part of the reported timing advance estimate for the wanted MS which is associated with the TLLI.
· The SMLC uses the reported timing advance and other parameters for position estimation. This will result in a wrong position estimation for the TLLI of the wanted MS which is more or less based on the TA result of the random access and the information sent by the rogue MS. Hence the rogue MS is able to successfully falsify the position estimation of the actual MS.
In summary, the key information which forms the basis for position estimation is exchanged between MS and network without any network security thus creates a security threat for the position estimation.
The security issue explained above is illustrated in Figure 1 below.
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Figure 1: Security Issue for MTA RLC data block method.

Observation 1: The position estimated using the MTA RLC data block method is vulnerable to a security attack by a faked MS which knows the MS identifier for multilateration by listening to the unsecured uplink RLC data block used as part of the procedure.
It is noted that a similar security issue is identified for NB-IoT networks for the uplink based positioning method where the MS uses the Control Plane solution where the security mode is not activated for RRC signaling bearers [2]. The suggested solution proposes to activate the security mode, if uplink based positioning is used.
	Key Issue 5: Sub Issue 5.7 (Section 5.5.8 3GPP TR 23.730)
When the 3GPP CP solution is used with uplink positioning in which measurements of a UE are obtained by an E-SMLC from the serving eNB using LPPa, as described in TS 36.455 [20], security may be issue. In this case, any RRC signalling used between the serving eNB and UE to coordinate positioning and/or receive measurements from a UE may not be security protected. In addition, any transmission from a UE at the RRC level that is measured by the serving eNB may not be security protected and would thus be easier for other entities to intercept and measure.
Thus, for NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization with no UP data bearers supported or established.
This sub-issue only exists if RAN introduces RRC measurements in Rel-14 for which lack of AS security would be a problem.



	Solution 13: Solution for sub-issue 5.3.7 (Section 6.13.7 3GPP TR 23.730)
To solve this, an MME can indicate to an E-SMLC whether or not AS security is currently being used for a UE in an LCS-AP Location Request as currently defined in TS 29.171 [13]. For example, for a UE that uses CP CIoT optimization only for all data transfer, the MME would indicate that AS security is not used. The E-SMLC would then take this into account when instigating different uplink positioning procedures. For example, downlink positioning might be used as security is not required due to the availability of NAS security. For uplink positioning, the E-SMLC might only invoke position methods dependent on eNB measurements that do not require additional RRC signalling with the UE when AS security is not being used. 



As per the proposed solution for NB-IoT, the MME informs E-SMLC on the status of AS security and E-SMLC decides on selection of the positioning procedure based on the status. A similar solution may not be possible for GERAN networks where the support of all the methods is optional to both network and MS. If the MS supports both the MTA and MOTD method, the SMLC can select the MOTD method whose signaling procedure is secured using NAS security. However in case the MS does not support the MOTD method, the selected procedure will have the security threat as explained in this document.
Observation 2: The solution proposed for NB-IoT networks for the similar issue cannot be extended to GERAN networks due to the flexibility for MS and network in supporting a single or multiple positioning methods which depicts a difference in system design to NB-IoT.
The severity of the security attack for both the access burst method and extended access burst method should be studied as well to identify if additional means are needed. 
Observation 3: The severity of the security threat for other MTA methods also needs to be investigated in higher detail. 
1. summary
The multilateration timing advance method currently proposed for Rel-14 uses the multilateration access procedure in each base station where the messages are exchanged between MS and each base station as plain text without security. This exposes the procedure to a possible security attack where a faked MS can successfully change the position estimated for the wanted MS.
The sourcing company proposes to further analyse the above described security issue in regard to the designed MTA access methods and in regard to further envisaged procedures for enhancing the MTA positioning procedure and raise the issue to SA3 though an LS to get guidance from SA3 on the further proceeding related to this matter.
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