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	Reason for change:
	The specifications currently state that if the Overflow Control Bit (part of the EC SI_CHANGE_MARK bitmap sent in each EC SI message) has changed since the last time the mobile station acquired the EC SI_CHANGE_MARK bitmap from any EC SYSTEM INFORMATION message, it shall read all EC SI messages. The malicious use of the EC-BCCH CHANGE MARK field along with toggling the Overflow Control Bit within each new cycle of EC SI messages transmitted in any given cell can substantially increase the frequency with which mobile stations re-acquire the full set of EC SI message. This then leads to an increased rate of battery consumption and potentially premature battery depletion. A similar malicious use of the PEO_BCCH_CHANGE_MARK field can occur and result in mobile stations that have enabled PEO experiencing premature battery depletion.


	
	

	Summary of change:
	Determining that an excessive rate of changing the EC-BCCH CHANGE MARK field will result in the mobile station assuming no changes to the EC-BCCH CHANGE MARK field have occurred when performing packet access during the next 24 hours.
Similarly, determining that an excessive rate of changing the PEO_BCCH_CHANGE_MARK field will result in the mobile station assuming no changes to the PEO_BCCH_CHANGE_MARK field have occurred when performing packet access during the next 24 hours.


	
	

	Consequences if not approved:
	A high rate of changing the EC-BCCH CHANGE MARK field or PEO_BCCH_CHANGE_MARK field will result in a mobile station acquiring a full set of system information messages at a substantially increased frequency, thereby potentially leading to a premature depletion of its battery.
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	1st modification


3.9.4
BCCH Acquisition

A MS that has enabled PEO shall read the PEO_BCCH_CHANGE_MARK field when performing the packet access procedure (see sub-clause 3.5.2.1.2). If a change of PEO_BCCH_CHANGE_MARK is detected it shall first read SI13 before proceeding with the packet access procedure. If no change is detected and the time elapsed since it last read SI13 exceeds 24 hours it should read SI13 before proceeding with the packet access procedure. 

To help avoid the case where a change in PEO_BCCH_CHANGE_MARK is detected when a MS reads its paging subchannel it may acquire an AGCH/PCH block (for the purpose of checking PEO_BCCH_CHANGE_MARK and acquiring the RCC field) before the next instance of its paging subchannel. It shall use the 6 bit BSIC from the most recently read SCH and the acquired RCC field to establish a BSIC. If the BSIC does not match the BSIC value decoded upon first entering the serving cell (see 3GPP TS 45.008) it shall attempt cell re-selection.
The network indicates a change to the PEO_BCCH_CHANGE_MARK field within an IMMEDIATE ASSIGNMENT message using the IA Rest Octets IE (see sub-clause 10.5.2.16) or within an IMMEDIATE ASSIGNMENT REJECT or an IMMEDIATE ASSIGNMENT EXTENDED or an IMMEDIATE PACKET ASSIGNMENT message using the Feature Indicator IE (see sub-clause 10.5.2.76) or within a PAGING REQUEST TYPE 1 message using the P1 Rest Octets IE (see sub-clause 10.5.2.23) or within a PAGING REQUEST TYPE 2 message using the P2 Rest Octets IE (see sub-clause 10.5.2.24) or within a PAGING REQUEST TYPE 3 message using the P3 Rest Octets IE (see sub-clause 10.5.2.25). 

Considering the time spanned by the longest eDRX cycle, changes to the PEO_BCCH_CHANGE_MARK field should not occur more frequently than 3 times within a 24 hour time period.
If a mobile station determines that more than 3 changes to the PEO_BCCH_CHANGE_MARK field have occurred within a 24 hour time period it shall wait for 24 hours before examining the PEO_BCCH_CHANGE_MARK field again (i.e. it shall assume no changes to the PEO_BCCH_CHANGE_MARK field have occurred when performing the packet access procedure during the next 24 hours).
	2nd (and last) modification


3.10.4
EC-BCCH Acquisition

A MS that has enabled EC operation shall have read a complete set of EC SYSTEM INFORMATION messages set no longer than 24 hours prior to attempting packet access. In addition, if the mobile station detects a change to the EC-BCCH CHANGE MARK field when reading the EC-SCH INFORMATION message (see sub-clause 9.1.30c) it shall subsequently read one or more EC SYSTEM INFORMATION messages as needed before attempting packet access (see sub-clause 3.5.2a). The EC SI reading can occur immediately after the EC-SCH INFORMATION reading.

To help avoid the case where a MS detects a change in EC-BCCH CHANGE MARK shortly before any instance of its paging subchannel it may acquire the EC-SCH INFORMATION message sufficiently in advance of each instance of its paging subchannel (see 3GPP TS45.002).

Each EC SYSTEM INFORMATION message instance includes an EC SI_CHANGE_MARK bitmap used by a mobile station to determine which specific EC SYSTEM INFORMATION message(s) has changed after it first detects a change to the EC-BCCH CHANGE MARK field in the EC-SCH INFORMATION message. A mobile station makes use of this bitmap as follows:

· Upon detecting a change to the EC-BCCH CHANGE MARK field (sent using the EC-SCH INFORMATION message) a mobile station reads any EC SYSTEM INFORMATION message to acquire the EC SI_CHANGE_MARK bitmap.

· If the Overflow Control Bit therein (see sub-clause 9.1.43p) has not changed since the last time the corresponding bitmap was acquired the mobile station determines which of the message specific bits (i.e. EC SI 1, EC SI 2, EC SI 3 and EC SI 4 bits - see sub-clause 9.1.43p) in the EC SI_CHANGE_MARK bitmap have changed since the last time the bitmap was acquired.

· The mobile station then reads the subset of EC SYSTEM INFORMATION messages for which a change has been indicated by the message specific bits of the EC SI_CHANGE_MARK bitmap.

· If the Overflow Control Bit has changed since the last time the mobile station acquired the EC SI_CHANGE_MARK bitmap from any EC SYSTEM INFORMATION message it shall read all EC SYSTEM INFORMATION messages. 
Changes to the EC-BCCH CHANGE MARK field should not occur more frequently than 7 times per 24 hours. 

A network that follows the principle of not changing the EC-BCCH CHANGE MARK field more frequently than 7 times per 24 hours should manage changes to EC SYSTEM INFORMATION messages as follows:

· After using a given EC-BCCH_CHANGE_MARK field code point the network should not re-use the same code point for at least 24 hours.

· If the time between two successive changes for any given EC SYSTEM INFORMATION message is less than 24 hours the network shall change (toggle) the Overflow Control Bit (see sub-clause 9.1.43p).

· After changing the Overflow Control Bit the network shall not change it again for 24 hours regardless of how many additional changes to EC SYSTEM INFORMATION messages are made in that time period (i.e. once an overflow condition is indicated using the Overflow Control Bit it shall continue to be indicated for 24 hours).

If a mobile station determines that more than 7 changes to the EC-BCCH CHANGE MARK field have occurred within a 24 hour time period or that less than 24 hours have expired since the last time the Overflow Control Bit was changed in the serving cell it shall wait for 24 hours before examining the EC-BCCH CHANGE MARK field again (i.e. it shall assume no changes to the EC-BCCH CHANGE MARK field have occurred when performing the packet access procedure during the next 24 hours).
