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9.1.1.2
EAP based primary authentication and key agreement / Reject
9.1.1.2.1
Test Purpose (TP)
 (1)
with {the UE in 5GMM-REGISTERED-INITIATED state and SS initiates an EAP based primary authentication and key agreement procedure}

ensure that {

  when { the SS sends an an EAP-failure message within AUTHENTICATION REJECT }

    then { the UE deletes the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSI and enter state 5GMM-DEREGISTERED, the USIM is considered invalid until switching off the UE }

            } 

9.1.1.2.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.501, clauses 5.4.1.2.2.11.
 [TS 24.501, clause 5.4.1.2.2.11]

Upon receiving an EAP-failure message, the UE shall consider the procedure complete.
9.1.1.2.3
Test description

9.1.1.2.3.1
Pre-test conditions

System Simulator:

-
NGC Cell A "Serving cell" [38.508 Table 6.2.2.1-3]

UE:

· None
Preamble:

-
The UE is in state Switched OFF (state 0-A) according to TS 38.508-1 [4].
9.1.1.2.3.2
Test procedure sequence

Table 9.1.1.2.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2-4
	The UE establishes RRC connection by executing steps 2-4of Table 4.5.2.2-2 in TS38.508-1 [4].
	-
	-
	-
	-

	5
	The SS transmits “EAP-request/AKA'-challenge” message within AUTHENTICATION REQUEST with incorrect SNN.
	<--
	AUTHENTICATION REQUEST
	-
	-

	6
	Check: Does the UE transmit an “EAP-response/AKA'-challenge” message within AUTHENTICATION RESPONSE.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	7
	The SS transmits an “EAP-failure” message within AUTHENTICATION REJECT
	<--
	AUTHENTICATION REJECT
	-
	-

	6
	SS releases the RRC connection
	-
	-
	-
	-

	8
	Check: Does the UE transmit a REGISTRATION REQUEST message within the next 30 seconds?
	-->
	REGISTRATION REQUEST
	1
	F

	9
	The SS transmits a paging message using the IMSI of the UE on cell A
	<--
	[paging]
	-
	-

	10
	Check: Does the UE send an RRCSetupRequest message on the cell where the paging was transmitted within the next 3s?
	-->
	[RRCSetupRequest]
	1
	F

	11
	The SS transmits a paging message using the 5G-GUTI of the UE on cell A
	<--
	[paging]
	-
	-

	12
	Check: Does the UE send an RRCSetupRequest message on the cell where the paging was transmitted within the next 3s?
	-->
	[RRCSetupRequest]
	1
	F

	13
	Switch off the UE and switch on the UE
	-
	-
	-
	-

	14
	Check: Does the UE transmit a REGISTRATION REQUEST message?
	-->
	REGISTRATION REQUEST
	1
	P

	15-29
	The UE completes registration procedure by executing steps 5-19of Table 4.5.2.2-2 in TS38.508-1 [4].
	-
	-
	-
	-


9.1.1.2.3.3
Specific message contents

Table 9.1.1.2.3.3-2: Message AUTHENTICATION REJECT (step 7, Table9.1.2.2.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-5

	Information Element
	Value/Remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	EAP message
	EAP-failure
	EAP-failure
	


Table 9.1.2.2. 3.3-1: Message REGISTRATION REQUEST (step 14, Table9.1.2.2.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-6

	Information Element
	Value/Remark
	Comment
	Condition

	5GS registration type
	'0000 0010'B
	Initial registration 
	

	Last visited registered TAI
	Not present
	
	

	5GS mobile identity
	IMSI of the UE
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