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1.	Introduction
During discussions at the RAN5#99 TTCN sidebar of TTCN CR R5s230320 (Corrections for NR5GC DAPS handover test case 8.1.4.3.1, change 4.2), it emerged that there seems to be different interpretations of the semantic requirement associated with the SQN field for ActTimeList in NR_AS_CipheringInfo_Type. 
Therefore the following action was minuted at the TTCN sidebar: 
Action: TF160 will investigate if a clarification in the ASP is needed.

The semantic requirements associated to the NR ASP NR_PdcpCountGetReq_Type have been subject to different interpretations. There is a need to clarify them to remove any ambiguity. 

2.	ASP clarification
The semantic requirement of the SQN field is clarified hereafter, see track changed text: 
D.1.6	AS_Security
Primitive for control of AS security
NR_PdcpSQN_Type
	TTCN-3 Record Type

	[bookmark: NR_PdcpSQN_Type]Name
	NR_PdcpSQN_Type

	Comment
	

	Format
	NR_PdcpCountFormat_Type
	
	12 bit or 18 bit SQN

	Value
	integer
	
	SQN value (12 bit or 18 bit SQN)
NOTE:
in TTCN the test case writer is responsible to deal with potential overflows
(e.g. there shall be a "mod 32", "mod 128" or "mod 4096" according to the format)



NR_PDCP_ActTime_Type
	TTCN-3 Union Type

	[bookmark: NR_PDCP_ActTime_Type]Name
	NR_PDCP_ActTime_Type

	Comment
	The sequence number (SQN) in UL and DL for SRB1 should be one more than the present SQN, as Ciphering starts in UL and DL soon after SMC and SMComp;
For other SRB/DRB it should be the present SQN.
UL: (TS 38.323 cl.7.1) RX_NEXT = [RX_NEXT_HFN, RX_NEXT_SN]. The receiving PDCP entity in the SS shall start/restart the AS security protection when RX_NEXT_SN becomes equal to or higher than SQN.
DL: (TS 38.323 cl.7.1) TX_NEXT = [TX_NEXT_HFN, TX_NEXT_SN]. The transmitting PDCP entity in the SS shall start/restart the AS security protection when TX_NEXT_SN becomes equal to or higher than SQN.

	None
	Null_Type
	No Activation time; to be used if Ciphering is not applied

	SQN
	NR_PdcpSQN_Type
	PDCP sequence number



NR_SecurityActTime_Type
	TTCN-3 Record Type

	[bookmark: NR_SecurityActTime_Type]Name
	NR_SecurityActTime_Type

	Comment
	

	RadioBearerId
	NR_RadioBearerId_Type
	
	

	UL
	NR_PDCP_ActTime_Type
	
	

	DL
	NR_PDCP_ActTime_Type
	
	



NR_SecurityActTimeList_Type
	TTCN-3 Record of Type

	[bookmark: NR_SecurityActTimeList_Type]Name
	NR_SecurityActTimeList_Type

	Comment
	

	record  of NR_SecurityActTime_Type



NR_AS_IntegrityInfo_Type
	TTCN-3 Record Type

	[bookmark: NR_AS_IntegrityInfo_Type]Name
	NR_AS_IntegrityInfo_Type

	Comment
	for initial configuration activation time is not needed for integrity protection as all messages in DL after security activation are integrity protected;
this means this ASP is invoked before transmission of Security mode command;
if there is a integrity violation in UL SS shall set the IndicationStatus in the common ASP part to flag the integrity error
(IndicationStatus.Error.Integrity.Pdcp := true);
integrity to be provided for each SRB as per core spec

	Algorithm
	IntegrityProtAlgorithm
	
	IntegrityProtAlgorithm being defined in RRC ASN.1

	KRRCint
	B128_Key_Type
	
	

	KUPint
	B128_Key_Type
	opt
	Not used when UE connected to EPS (i.e. set to omit for EPS)

	ActTimeList
	NR_SecurityActTimeList_Type
	opt
	omit for initial configuration (i.e. all SRBs to be integrity protected immediately);
in HO scenarios activation time may be needed e.g. for SRB1



NR_AS_CipheringInfo_Type
	TTCN-3 Record Type

	[bookmark: NR_AS_CipheringInfo_Type]Name
	NR_AS_CipheringInfo_Type

	Comment
	

	Algorithm
	CipheringAlgorithm
	
	CipheringAlgorithm_Type being defined in RRC ASN.1

	KRRCenc
	B128_Key_Type
	
	

	KUPenc
	B128_Key_Type
	
	KUPenc is mandatory; and SS uses it when DRB are configured

	ActTimeList
	NR_SecurityActTimeList_Type
	
	



NR_AS_SecStartRestart_Type
	TTCN-3 Record Type

	[bookmark: NR_AS_SecStartRestart_Type]Name
	NR_AS_SecStartRestart_Type

	Comment
	

	Integrity
	NR_AS_IntegrityInfo_Type
	opt
	optional to allow separated activation of integrity and ciphering; omit: keep as it is

	Ciphering
	NR_AS_CipheringInfo_Type
	opt
	optional to allow separated activation of integrity and ciphering; omit: keep as it is



NR_AS_Security_Type
	TTCN-3 Union Type

	[bookmark: NR_AS_Security_Type]Name
	NR_AS_Security_Type

	Comment
	Security mode command procedure (TS 38.331, clause 5.3.4)

	StartRestart
	NR_AS_SecStartRestart_Type
	information to start/restart AS security protection in the PDCP
TimingInfo : 'Now' (in general)
  NOTE: "activation time" may be specified in the primitive based on PDCP SQN

	Release
	Null_Type
	to release AS security protection in the PDCP
(if any; if there is no AS security the SS does not need to do anything)
TimingInfo : 'Now' (in general)
  NOTE: "activation time" may be specified in the primitive based on PDCP SQN
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