3GPPRAN5 - TTCN Workshop #56	R5w220007
Sophia Antipolis, France, 3rd February 2022

[bookmark: Source]Agenda Item:	9
Source:	MCC TF160
Title:	MCData messages and security protection
[bookmark: DocumentFor]Document for:	Endorsement


1	Introduction
R5w210310 has addressed several issues regarding how security protection shall be applied for MCData. Nevertheless there are still issue about in which cases, which kind of security protection (ciphering, integrity protection, both) shall be applied.

2	Issues and working assumptions
2.1	Security protection of MCData Data signalling messages
In context of MCData conformance test cases there are the following MCData Data signalling messages (24.282 clause 6.6.1, 24.582 clause 10.1 and 33.180 clause 8.5.1):
· SDS SIGNALLING PAYLOAD
· SDS NOTIFICATION
· FD SIGNALLING PAYLOAD
· FD NOTIFICATION
Depending on the use case the MCData Data signalling messages are contained in a SIP MESSAGE request, SIP INVITE request or MSRP SEND request:
	Standalone SDS using signalling control plane
(24.282 clause 9.2.2)
	SDS SIGNALLING PAYLOAD in SIP MESSAGE

	
	SDS NOTIFICATION in SIP MESSAGE

	Standalone SDS using media plane
(24.282 clause 9.2.3)
	SDS SIGNALLING PAYLOAD in MSRP SEND

	
	SDS NOTIFICATION in SIP MESSAGE

	SDS session
(24.282 clause 9.2.4)
	SDS SIGNALLING PAYLOAD in MSRP SEND

	
	SDS NOTIFICATION in MSRP SEND

	FD using HTTP
(24.282 clause 10.2.4)
	FD SIGNALLING PAYLOAD in SIP MESSAGE

	
	FD NOTIFICATION in SIP MESSAGE

	FD using media plane
(24.282 clause 10.2.5)
	FD SIGNALLING PAYLOAD in SIP INVITE

	
	FD NOTIFICATION in SIP MESSAGE



The security protection of MCData Data signalling messages is expected to be done as specified at the beginning of clause 5.5.3.8 in 36.579-1: The encrypted MCData Data signalling messages is contained as cipher text in an MCData Protected Payload Message according to 36.579-1 clause 5.5.3.10.
Even though core specs are not fully clear, 33.180 clause 8.5.1, 24.582 clause 10.3.1 and 24.282 clause 6.6.3.1 can be interpreted in the way that there is no payload authentication for MCData Data signalling messages. 
Assumption 2.1-1:	Payload authentication according to 33.180 clause 8.5.5 is not applied for MCData Data signalling messages.

2.2	MCData Data messages
2.2.1	General
According to 24.282 clause 6.6.1 DATA PAYLOAD is the only MCData Data message. It is used to carry the user data in case of SDS, but in case of FD the user data is as raw data: 
· According to 24.282 clause 10.2.2.1 (File upload using HTTP) the 'binary data' is included in an HTTP POST request with Content-Type "application/octet-stream". 
NOTE: 24.282 does not specify the Content-Type for end-to-end security and it is not clear at all whether/how security protection shall be applied for user data in case of FD using HTTP (see 2.2.3).
· 24.582 clause 10.1 classifies "media information" into DATA PAYLOAD and File or file portion.
In clause 7.1.2.1 it specifies the 'MSRP payload', being the file or part of the file, to be included in the body of the MSRP SEND request with content type "application/vnd.3gpp.mcdata-file".
Conclusion 2.2.1-1:	For SDS the user data is security protected by applying payload protection according to 33.180 clause 8.5.4 on the DATA PAYLOAD according to 24.282 clause 15.1.4 (see 2.2.2).
Conclusion 2.2.1-2:	For FD in general the user data is security protected by encryption and integrity-protection of the raw data according to 33.180 clause 8.5.4 (see 2.2.3 and 2.2.4).

2.2.2	Payload protection of user data for SDS (DATA PAYLOAD)
According to NOTE 2 of 24.282 clause 15.1.4.1 in case of end-to-end security for a one-to-one communication the DATA PAYLOAD message contains a Security parameters and Payload IE.
Conclusion 2.2.2-1:	In case of one-to-one communication for payload protection the Payload IE of the unprotected DATA PAYLOAD message is protected according to 33.180 clause 8.5.4 and replaced by the resulting Security parameters and Payload IE.
This is according to 36.579-1 clause 5.5.3.9.2.
For group communication NOTE 2 of 24.282 clause 15.1.4.1 specifies that the Payload IE shall be included in the DATA PAYLOAD message (i.e. the DATA PAYLOAD message does not contain a Security parameters and Payload IE in this case).
Conclusion 2.2.2-2:	Payload protection for group communication shall not be done in the same way as for one-to-one communication but needs to be done by common means.
Assumption 2.2.2-2:	Payload protection for group communication is done similar as the security protection of MCData Data signalling messages: The whole DATA PAYLOAD message is protected according to 33.180 clause 8.5.4 and replaced by the resulting MCData Protected Payload message.
This is according to 36.579-1 clause 5.5.3.9.1.
NOTE 2.2.2-1:	It is not clear why 24.282 distinguishes the security protection for one-to-one and group communication and whether this is intended.

2.2.3	Payload protection of user data for FD using HTTP
In case of one-to-one communication 24.282 clause 10.2.2.1 specifies that 
"if end-to-end security is required for a one-to-one communication, the MCData client protects the binary data representing the file and prefixes the protected binary data with security parameters as described in 3GPP TS 33.180".
Nevertheless 24.282 does not specify how the PCK is exchanged in this case (in contrast to SDS where clause 9.2.2.2.1 specifies the details).
NOTE 2.2.3-1:	According to 33.180 clause 5.6 the PCK is "transported over the SIP bearer within the SDP content of a SIP INVITE (or within the SDP content of a SIP MESSAGE message when used for MCData SDS)". But this is in contradiction to 24.282 for SDS and does not help for FD using HTTP either.
NOTE 2.2.3-2:	According to 33.180 clause 8.1 "For one-to-one communications the PCK is used to protect the MCData data payload or the file when distributed using HTTP".
 In general the security protection for FD using HTTP is intended.
NOTE 2.2.3-3:	According to 24.282 clause 6.6.1 "The PCK and the PCK-ID are generated by the MCData client initiating the standalone SDS using signalling control plane or standalone one-to-one SDS using media plane or one-to-one SDS session or one-to-one FD using media and provided to the MCData client receiving the SIP signalling".
 The case of FD using HTTP is not mentioned in this context.
 There are different options:
a) The PCK is transferred in an application/mikey MIME body in the SIP MESSAGE in the same way as specified for SDS in 24.282 clause 9.2.2.2.1.
b) The PCK is transferred in an SDP message in the SIP MESSAGE as suggested by 33.180.
c) The PCK is contained in the MIKEY_SAKKE I-MESSAGE IE of the MCData Protected Payload message (33.180 Table 8.5.4.1-1).
NOTE: According to NOTE 4 in 33.180 clause 8.5.4.1 this is applicable only for off-network communications (i.e. not a valid option for on-network communications).
d) Security protection is considered as not required for FD using HTTP as the HTTP signalling is protected by TLS already (according to 24.282 clause 10.2.2.1)
NOTE: In this case the quoted sentence of 24.282 clause 10.2.2.1 would not make sense anymore.
Even though end-to-end security for a one-to-one communication should be possible in principle, as option a), b) and c) would require clarifications and changes in core specs (24.282 and/or 33.180), option d) is the only valid option for now.
Conclusion 2.2.3-1:	For conformance testing in Rel-15 no end-to-end security is considered for FD one-to-one communication using HTTP.
Proposal 2.2.3-1:	Security protection to be removed from the MIME bodies containing the files in HTTP POST and HTTP 200 OK messages of FD test cases for FD one-to-one communication using HTTP (test cases 6.2.1, 6.2.2, 6.2.5, 6.2.6).
NOTE: According to 2.2.1 the content of the MIME body is unstructured i.e. the MIME bodies do not contain any DATA PAYLOAD.
In case of group communication there is no such issue as the GMK is distributed at group document subscription. Nevertheless when there is no security protection for one-to-one communication, e.g. as it is not needed as the data is protected by TLS already, it would be inconsistent to apply security protection for FD group communication using HTTP.
NOTE 2.2.3-4:	36.579-7 does not specify security protection for FD group communication using HTTP already.
Proposal 2.2.3-2:	Test cases for FD group  communication using HTTP (test cases 6.2.3, 6.2.4, 6.2.7, 6.2.8) to be kept without security protection for MIME bodies containing the files in HTTP POST and HTTP 200 OK messages.
NOTE: According to 2.2.1 the content of the MIME bodies is unstructured i.e. the MIME bodies do not contain any DATA PAYLOAD.

2.2.4	Payload protection of user data for FD using media plane
24.582 does not say much about media plane security in clause 10, but refers to 33.180 clause 8.5.4 for payload protection. 
 In case that a whole file shall be transferred in a single MSRP SEND request, the content of the file gets security protected and the resulting cipher text is included in an MCData Protected Payload message according to 33.180 Table 8.5.4.1-1 which is the payload of the MSRP SEND request body.
In case of chunking in principle the file can be firstly security protected and then split into chunks or firstly split into chunks and then every chunk gets security protected. As the payload IE of the MCData Protected Payload message is TLV-E the maximum length is 65535 which in general is not sufficient a big file.
Assumption 2.2.4-1: In case of chunking each single chunk gets security protected, but not the whole file.
NOTE 2.2.4-1:	So far there is no test coverage for chunking and therefore the above assumption does not affect any test case.
Conclusion 2.2.4-1:	Payload protection of user data for FD using media plane is done according to 33.180 clause 8.5.4 with the file or portion of file being security protected and the resulting cipher text being included in an MCData Protected Payload message according to 33.180 Table 8.5.4.1-1. The MCData Protected Payload message is payload of the MSRP SEND request body.
Similar to the Message Type in the General Extension Payload of the MIKEY message for GMK distribution (see R5w210310 Issue 2.2.1-5, R5w210207 Issue 2.1-1b) the Message Type for the MCData Protected Payload message is not specified anywhere when the Protected Payload message does not contain an MCData message.
Assumption 2.2.4-2: As there is no better value, the message type for a Protected Payload message containing a file or portion of a file shall be '43'O (same as for a protected DATA PAYLOAD).
NOTE 2.2.4-2:	Even when the file or portion of a file is protected the Content-Type of the MSRP SEND request is still "application/vnd.3gpp.mcdata-file".

2.2.5	Payload authentication for user data
According to 33.180 clause 8.1 "The data payload or the file when distributed using HTTP may also be authenticated by the initiator". But up to now payload authentication according to 33.180 clause 8.5.5 is not considered in any default or specific message content of 36.579-1 and 36.579-7 and there is no clear criteria about when payload authentication shall be applied.
Assumption 2.2.5-1: It is not intended by RAN5 to apply payload authentication for user data.
Conclusion 2.2.5-1:	In conformance test cases according to 36.579-7 there is no payload authentication for user data in DL and payload authentication for user data in UL would fail a test case as bit 8 of the message type is expected to be '0'B.
NOTE 2.2.5-1:	Support of payload authentication would require extension of the TTCN type definitions for MCData messages.

2.3	Protection of MCData Info contained in HTTP POST request
24.282 clause 10.2.2.1 and 10.2.2.2 do not specify anything about whether/how the MCData Info shall be security protected which is sent to the MSF with the HTTP POST for FD file upload. On the other hand HTTP signalling is protected by TLS already (see 2.2.3) and considering the MSF as distinct entity it is not clear whether it knows about the CSK.
Assumption 2.3-1:	The MCData Info of the HTTP POST request is not protected (no ciphering and no signature).
NOTE: This is in line with Proposals 2.2.3-1 and 2.2.3-2 not to apply security protection for user data using HTTP.

3	Summary: Security protection of MCData messages
	MCData Data signalling messages

	
	Payload protection
	whole DATA PAYLOAD (CSK)
 MCData Protected Payload message with protected DATA PAYLOAD as payload

	
	Payload authentication
	n.a.

	MCData Data messages

	
	SDS: DATA PAYLOAD in SIP MESSAGE or MSRP SEND 

	
	Group communication

	
	Payload protection
	whole DATA PAYLOAD (GMK)
 MCData Protected Payload message with protected DATA PAYLOAD as payload

	
	Payload authentication
	possible but not required by 36.579-1/7

	
	One-to-one communication

	
	Payload protection
	payload IE(s) (PCK)
 unprotected DATA PAYLOAD containing Security parameters and Payload IE with protected payload IE(s)

	
	Payload authentication
	possible but not required by 36.579-1/7

	
	FD using HTTP (group or one-to-one communication)

	
	Payload protection
	none

	
	Payload authentication
	none

	
	XML security protection
(mcdata-info in HTTP POST)
	none

	
	FD using media plane

	
	Group communication

	
	Payload protection
	file or portion of file (GMK)

	
	Payload authentication
	possible but not required by 36.579-1/7

	
	One-to-one communication

	
	Payload protection
	file or portion of file (PCK)

	
	Payload authentication
	possible but not required by 36.579-1/7



