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1	Introduction
Up to now HTTP ASPs support only a single charstring as message body. But for MCData FD using HTTP a MIME body as well as binary data is needed.
Unfortunately any "clean" solution is non-backward compatible  A temporary workaround may be needed and shall be replaced by a final solution after a grace period.
NOTE: In the past EUTRA ASPs have been changed in a similar way.

3	Proposal
In parallel to the charstring messageBody another optional field messageBodyUnion of type HttpMessageBody shall be added to HttpRequest_Type and HttpResponse_Type.
 
a) In DL for non-MCX test suites within a grace period both fields are filled.
 it is up to SS implementation which field it uses when encoding the DL message.
b) In UL for non-MCX test suites within a grace period either of both fields may be used
 it is up to SS implementation which field it uses when encoding the DL message.
c) For MCX test suites the new field messageBodyUnion shall be used immediately after the next TTCN delivery.

2	Changes
HttpRequest_Type, HttpResponse_Type
	  type union HttpMessageBody {
    charstring text,
    octetstring binary,
    MIME_Message mime
  };

	  type record HttpRequest_Type {
    HttpRequestLine_Type        requestLine,
    UserAgent                   userAgent optional,
    Authorization               authorization optional,
    Host                        host optional,
    ContentType                 contentType optional,
    HttpCacheControl_Type       cacheControl optional,
    charstring                  x3GPPIntendedIdentity optional,
    charstring                  messageBody optional,                 // !!!! TO BE REMOVED AFTER GRACE PERIOD !!!!
    HttpMessageBody             messageBodyUnion optional
  };

	  type record HttpResponse_Type {
    HttpStatusLine_Type         statusLine,
    Date                        date optional,
    SIP_ETag                    eTag optional,
    Server                      server optional,
    WwwAuthenticate             wwwauthenticate optional,
    AuthenticationInfo          authenticationInfo optional,
    ContentType                 contentType optional,
    HttpLocation_Type           location optional,
    ContentLength               contentLength optional,
    Expires                     expires optional,
    HttpCacheControl_Type       cacheControl optional,
    HttpPragma_Type             pragma optional,
    charstring                  messageBody optional,                 // !!!! TO BE REMOVED AFTER GRACE PERIOD !!!!
    HttpMessageBody             messageBodyUnion optional
  };



cr_HttpRequest
	  template (present) HttpRequest_Type cr_HttpRequest(template (present) HttpRequestLine_Type p_HttpRequestLine,
                                                     template UserAgent p_UserAgent := *,
                                                     template Authorization p_Authorization := *,
                                                     template Host p_Host := *,
                                                     template HttpCacheControl_Type p_CacheControl := *,
                                                     template ContentType p_ContentType := *,
                                                     template charstring p_MessageBody := *,
                                                     template HttpMessageBody p_MessageBodyUnion := *)  :=
  {
    requestLine := p_HttpRequestLine,
    userAgent := p_UserAgent,
    authorization := p_Authorization,
    host := p_Host,
    contentType := p_ContentType,
    cacheControl := p_CacheControl,
    x3GPPIntendedIdentity := *,
    messageBody := p_MessageBody,
    messageBodyUnion := p_MessageBodyUnion
  };



cs_HttpResponse
	  template (value) HttpResponse_Type cs_HttpResponse(template (value) HttpStatusLine_Type p_HttpStatusLine,
                                                     template (omit)  SIP_ETag p_HttpETag := omit,
                                                     template (omit)  Server p_Server := omit,
                                                     template (omit)  WwwAuthenticate p_WwwAuthenticate := omit,
                                                     template (omit)  AuthenticationInfo p_AuthenticationInfo := omit,
                                                     template (omit)  Expires p_Expires := omit,
                                                     template (omit)  ContentType p_ContentType := omit,
                                                     template (omit)  charstring p_MessageBody := omit) :=
  { /* @status    APPROVED (IMS) */
    statusLine := p_HttpStatusLine,
    date := cs_HttpDate,                                            // @sic R5-151795 sic@
    eTag := p_HttpETag,                                             // @sic R5-151795 sic@
    server := p_Server,                                             // @sic R5-151795 sic@
    wwwauthenticate := p_WwwAuthenticate,
    authenticationInfo := p_AuthenticationInfo,
    contentType := p_ContentType,
    location := omit,                                               // @sic R5w180314 sic@
    contentLength := f_HttpContentLength(p_MessageBody),            // @sic R5-151795 sic@
    expires := p_Expires,
    cacheControl := omit,
    pragma := omit,
    messageBody := p_MessageBody,
    messageBodyUnion := {
      text := p_MessageBody
    }
  };



XCAP: fl_HTTP_CheckRequest, fl_HTTP_SendReceiveLoop
	  function fl_HTTP_CheckRequest(HttpRequest_Type p_HttpRequest,
                                charstring p_DocSelector) return template (omit) charstring
  {
    var template (omit) charstring v_Error := omit;
    var charstring v_RequestUri := p_HttpRequest.requestLine.uri;
    var boolean v_UriHasNodeSelector := match(v_RequestUri, pattern "*~~*");
    
    v_Error := fl_HTTP_CheckRequestUri(v_RequestUri, p_DocSelector);
    if (not isvalue(v_Error)) {
      if (p_HttpRequest.requestLine.method == "PUT") {
        if (not isvalue(p_HttpRequest.messageBody) and not isvalue(p_HttpRequest.messageBodyUnion)) {
          v_Error := "missing message body for HTTP PUT";
        }
        else if (not isvalue(p_HttpRequest.contentType)) {
          v_Error := "missing content type for HTTP PUT";
        } else { /* @sic R5s130794 change 16 sic@ */
          select (valueof(p_HttpRequest.contentType.mTypeSubtype)) {
            case (tsc_Simservs_ContentType_Document) {
              if (v_UriHasNodeSelector) {
                v_Error := "invalid content type for HTTP PUT: uri has node selector but content type refers to document";
              }
            }
            case (tsc_Simservs_ContentType_Element, tsc_Simservs_ContentType_Attribute) {
              if (not v_UriHasNodeSelector) {
                v_Error := "invalid content type for HTTP PUT: uri has no node selector but content type refers to element/attribute";
            }
            }
            case else {
              v_Error := "invalid content type for HTTP PUT";
            }
          }
        }
      }
    }
    return v_Error;
  }

	  function fl_HTTP_SendReceiveLoop(timer p_Watchdog,
                                   float p_InactivityDuration,
                                   charstring p_DocSelector,
                                   template (omit) HTTP_DATA_IND p_InitialHttpRequest := omit) runs on HTTP_XCAP_PTC return template (omit) charstring
  {
    var template (omit) HTTP_DATA_IND v_HTTP_DATA_IND := p_InitialHttpRequest;
    var template (omit) charstring v_Error := omit;
    var boolean v_Finished := false;
    var float v_InactivityDuration := 9999.0;     // => in fact infinity (for first message only) @sic R5s130794 change 20 sic@
    var charstring v_Method;
    var template (omit) charstring v_ContentType;
    var template (omit) charstring v_XmlBody;
    var HttpRequest_Type v_HttpRequest;
    var IP_Connection_Type v_HttpRoutingInfo;
    var XCAP_RSP v_XcapResponse;
    var charstring v_ETag_UpperPart := "478fb2358f7";   // @sic R5-151795 sic@
    var integer v_ETag_LowerPartInteger := 0;           // @sic R5-151795 sic@
    var charstring v_ETag;
    var ServerVal_List v_ServerProductList := { "XCAP-Server" };

    while (not v_Finished) {
      if (not isvalue(v_HTTP_DATA_IND)) {
        v_HTTP_DATA_IND := f_HTTP_ReceiveRequest(HTTPDATA, cr_HttpRequestXCAP, p_Watchdog, v_InactivityDuration);   // returns omit in case of timeout @sic R5s150269: v_InactivityDuration instead of p_InactivityDuration sic@
      }
      v_InactivityDuration := p_InactivityDuration;                                             // => apply inactivity timer for all subsequent messages
      if (not isvalue(v_HTTP_DATA_IND)) {                                                       // timeout
        v_Finished := true;
      }
      else {
        v_HttpRequest := valueof(v_HTTP_DATA_IND.httpRequest);
        v_HttpRoutingInfo := valueof(v_HTTP_DATA_IND.routingInfo);
        v_Error := fl_HTTP_CheckRequest(v_HttpRequest, p_DocSelector);
        if (isvalue(v_Error)) {
          v_Finished := true;
        }
        else {
          v_Method := v_HttpRequest.requestLine.method;
          if (ispresent(v_HttpRequest.contentType)) {
            v_ContentType := v_HttpRequest.contentType.mTypeSubtype;
            if (isvalue(v_HttpRequest.messageBody)) {
              v_XmlBody := v_HttpRequest.messageBody;
            } else {
              v_XmlBody := v_HttpRequest.messageBodyUnion.text;
            }
          } else {
            v_ContentType := omit;
            v_XmlBody := omit;
          }

          v_XcapResponse := f_XCAP_GetResponse(XCAP,
                                               v_Method,
                                               v_HttpRequest.requestLine.uri,
                                               v_ContentType,
                                               v_XmlBody);
          v_XmlBody := v_XcapResponse.xmlBody;
          if ((v_Method == "GET") and not ispresent(v_XmlBody)) {
            f_HTTP_SendResponse(HTTPDATA, v_HttpRoutingInfo, cs_HttpResponse_404(v_ServerProductList));             // 404 - File Not Found
          }
          else { // Send Http Response 200 OK to the UE
            v_ETag := v_ETag_UpperPart & oct2str(int2oct(v_ETag_LowerPartInteger, 1));
            if (v_Method == "PUT") {    // @sic R5-151795: ETag incremented for each PUT sic@
              v_ETag_LowerPartInteger := v_ETag_LowerPartInteger + 1;
            }
            f_HTTP_SendResponse(HTTPDATA, v_HttpRoutingInfo, f_HttpResponse_200(v_ServerProductList, v_ETag, v_XcapResponse.contentType, v_XmlBody));
          }
        }
      }
      v_HTTP_DATA_IND := omit;
    }
    return v_Error;
  }



ProSe: cr_HttpRequestProSe*, f_HTTP_ProSe_SendMessageUL
NOTE: None of the below Prose templates and function are approved yet
	  template (present) HttpRequest_Type cr_HttpRequestProSe(template (present) charstring p_Method := ?,
                                                          template (present) charstring p_Uri := ?,
                                                          template Host p_Host := *,
                                                          template ContentType p_ContentType := ?,
                                                          template charstring p_MessageBody := *,
                                                          template HttpMessageBody p_MessageBodyUnion := *,
                                                          template charstring p_MessageBody := ?) :=
    cr_HttpRequest(cr_HttpRequestLine(p_Method, p_Uri), -, -, p_Host, -, p_ContentType, p_MessageBody, p_MessageBodyUnion);

  template (present) HttpRequest_Type cr_HttpRequestProSe_PC3 := cr_HttpRequestProSe("POST", ?, -, cr_ContentType(tsc_MediaType_ProSePC3));
  template (present) HttpRequest_Type cr_HttpRequestProSe_PC3ch := cr_HttpRequestProSe("POST", ?, -, cr_ContentType(tsc_MediaType_ProSePC3ch));
  template (present) HttpRequest_Type cr_HttpRequestProSe_OmaPush(template (present) charstring p_Uri) := cr_HttpRequestProSe("GET", p_Uri, omit, omit, omit, omit);
  template (present) HttpRequest_Type cr_HttpRequestProSe_LongPoll := cr_HttpRequestProSe(("POST", "GET"), ?, omit, omit, omit, omit);

	  function f_HTTP_ProSe_SendMessageUL(HTTP_ProSe_GlobalInfo_Type p_GlobalInfo,
                                      HTTP_DATA_IND p_HTTP_DATA_IND)
    runs on HTTP_ProSe_PTC return HTTP_ProSe_GlobalInfo_Type
  {
    var HTTP_ProSe_GlobalInfo_Type v_GlobalInfo := p_GlobalInfo;
    var HttpRequest_Type v_HttpRequest := p_HTTP_DATA_IND.httpRequest;
    //var template (omit) charstring v_PushUrl := v_GlobalInfo.OmaPushInfo.Url;
    var template (omit) ProSeMessage_Type v_ProSeMessage := omit;
    var Prose_discovery_message v_Prose_discovery_message;
    var Prose_pc3ch_message v_Prose_pc3ch_message;
    var bitstring v_BitStr := ''B;
    var integer v_DecResult := 0;
    var boolean v_PendingOmaPush := ispresent(v_GlobalInfo.OmaPushInfo);
    var boolean v_Error := false;

    if (ispresent(v_HttpRequest.messageBody)) {
      v_BitStr := oct2bit(char2oct(v_HttpRequest.messageBody));
    } else if (ispresent(v_HttpRequest.messageBodyUnion.text)) {
      v_BitStr := oct2bit(char2oct(v_HttpRequest.messageBodyUnion.text));
    } 

    /* PC3 message */
    if (match(v_HttpRequest, cr_HttpRequestProSe_PC3)) {
      v_DecResult := decvalue(v_BitStr, v_Prose_discovery_message);
      if (v_DecResult == 0) {
        v_ProSeMessage.pC3 := v_Prose_discovery_message;
      }
    }
    /* PC3ch message */
    else if (match(v_HttpRequest, cr_HttpRequestProSe_PC3ch)) {
      v_DecResult := decvalue(v_BitStr, v_Prose_pc3ch_message);
      if (v_DecResult == 0) {
        v_ProSeMessage.pC3ch := v_Prose_pc3ch_message;
      }
    }
    /* LONG POLL */
    else if (not v_PendingOmaPush and match(v_HttpRequest, cr_HttpRequestProSe_LongPoll)) { // NOTE: cr_HttpRequestProSe_LongPoll would match even for OMA PUSH => we need to consider v_PendingOmaPush
      /* nothing to be decoded */
    }
    /* Request triggered by OMA PUSH */
    else if (v_PendingOmaPush and match(v_HttpRequest, cr_HttpRequestProSe_OmaPush(v_GlobalInfo.OmaPushInfo.Url))) {
      /* nothing to be decoded */
      v_GlobalInfo := f_OmaPush_Stop(v_GlobalInfo);
    }
    /* any other HTTP request */
    else {
      f_ErrorLog(__FILE__, __LINE__, "unexpected HTTP request (skipped)");
      v_Error := true;
    }

    if (v_DecResult != 0) {
      f_ErrorLog(__FILE__, __LINE__, "cannot decode PC3/PC3ch message");
      v_Error := true;
    }
    
    if (not v_Error) {
      PROSEDATA.send(cs_PROSE_DATA_IND(v_HttpRequest.requestLine.method, v_ProSeMessage));
      v_GlobalInfo.RoutingInfo := p_HTTP_DATA_IND.routingInfo;
    }
    return v_GlobalInfo;
  }



MCX: cr_MCX_HttpRequest*, f_MCX_HTTP_UserAuthentication*
	  template (present) HttpRequest_Type cr_MCX_HttpRequest(template (present) charstring p_Method,
                                                         template (present) charstring p_Uri := ?,
                                                         template Authorization p_Authorization := *,
                                                         template ContentType p_ContentType := *,
                                                         template HttpMessageBody p_MessageBody := *,
                                                         template charstring p_MessageBody := *) :=
  { /* @status    APPROVED (MCX) */
    requestLine := cr_HttpRequestLine(p_Method, p_Uri),
    userAgent := *,
    authorization := p_Authorization,
    host := *,
    contentType := p_ContentType,
    cacheControl := cr_HttpCacheControl,
    x3GPPIntendedIdentity := *,
    messageBody := omit,
    messageBodyUnion := p_MessageBody,
    messageBody := p_MessageBody
  };

	  template (present) HttpMessageBody cr_HttpMessageBody_Text(template (present) charstring p_Text := ?) := { text := p_Text };

	  template (present) HttpRequest_Type cr_MCX_HttpRequest_POST(template (present) charstring p_Uri,
                                                              template Authorization p_Authorization := omit,
                                                              template ContentType p_ContentType := omit,
                                                              template HttpMessageBody p_MessageBody := cr_HttpMessageBody_Text,
                                                              template charstring p_MessageBody := omit) :=
  /* @status    APPROVED (MCX) */
    cr_MCX_HttpRequest("POST", p_Uri, p_Authorization, p_ContentType, p_MessageBody);

	  template (present) HttpRequest_Type cr_MCX_HttpRequest_PUT(template (present) charstring p_Uri,
                                                             template Authorization p_Authorization,
                                                             template ContentType p_ContentType,
                                                             template HttpMessageBody p_MessageBody := cr_HttpMessageBody_Text,
                                                             template charstring p_MessageBody := ?) :=
    cr_MCX_HttpRequest("PUT", p_Uri, p_Authorization, p_ContentType, p_MessageBody);

	  function f_MCX_HTTP_CheckSignedKmsRequest(MCX_SecurityParameters_Type p_SecurityParameters,
                                            HttpRequest_Type p_HttpRequest,
                                            charstring p_MCServiceID) runs on MCX_HTTP_PTC
  {
    var MCX_SecurityKey_Type v_InK := f_MCX_SecurityParameters_GetKey(p_SecurityParameters, InK);
    var charstring v_ClientReqUrl := p_HttpRequest.requestLine.uri;

    if (pc_MCX_KMS_RequestSecurity) {                           // @sic R5-210208 sic@
      if (not isvalue(p_HttpRequest.contentType)) {
        f_MCX_HTTP_SetVerdictFailOrInconc(__FILE__, __LINE__, "Missing content type");
      }
      if (not isvalue(p_HttpRequest.messageBodyUnion.text)) {
        f_MCX_HTTP_SetVerdictFailOrInconc(__FILE__, __LINE__, "Missing message body");
      }
      if (not f_MCX_SignedKmsRequest_DecodeAndCheck(p_HttpRequest.messageBodyUnion.text, p_MCServiceID, v_ClientReqUrl, v_InK)) {
        f_MCX_HTTP_SetVerdictFailOrInconc(__FILE__, __LINE__, "Invalid SignedKmsRequest");
      }
    }
  }

	  function f_MCX_HTTP_UserAuthentication_Step3_4(MCX_ServiceType_Type p_ServiceType) runs on MCX_HTTP_PTC return MCX_OpenIdConnect_ParameterList_Type
  {
    var template (present) HttpRequest_Type v_HttpRequestGet := cr_MCX_HttpRequest_GET(?, -, cr_ContentTypeUrlEncoded);
    var template (present) HttpRequest_Type v_HttpRequestPost := cr_MCX_HttpRequest_POST(tsc_MCX_IdMS_auth_UriPath, -, cr_ContentTypeUrlEncoded, ?);
    var template (present) MCX_OpenIdConnect_ParameterList_Type v_OpenIdConnectAuthenticationRequest := cr_MCX_OpenIdConnect_AuthenticationRequest(p_ServiceType,
                                                                                                                                                   px_MCX_OAuth_RedirectURI_A,
                                                                                                                                                   px_MCX_OAuth_ClientId_A);
    var IP_Connection_Type v_HttpRoutingInfo;
    var HTTP_DATA_IND v_HTTP_DATA_IND;
    var MCX_OpenIdConnect_ParameterList_Type v_OpenIdConnectRequest;

    // step 3: HTTP GET/POST
    v_HTTP_DATA_IND := f_MCX_HTTP_ReceiveRequest(-, (v_HttpRequestGet, v_HttpRequestPost));
    v_HttpRoutingInfo := v_HTTP_DATA_IND.routingInfo;

    select (v_HTTP_DATA_IND.httpRequest.requestLine.method) {
      case ("GET") {   // 36.579-1 Table 5.5.4.2-1 with condition AUTH; URI with query parameters
        v_OpenIdConnectRequest := f_MCX_OpenID_DecodeAndCheckURI(v_HTTP_DATA_IND.httpRequest.requestLine.uri, tsc_MCX_IdMS_auth_UriPath, v_OpenIdConnectAuthenticationRequest);
      }
      case ("POST") {  // 36.579-1 Table 5.5.4.3-1 with condition AUTH
        v_OpenIdConnectRequest := f_MCX_OpenID_DecodeAndCheckMessageBody(v_HTTP_DATA_IND.httpRequest.messageBodyUnion.text, v_OpenIdConnectAuthenticationRequest);
      }
    }
    // step 4: 36.579-1 Table 5.3.2.4-3
    f_MCX_HTTP_Send200OK(v_HttpRoutingInfo, cs_ContentType("text/html"), f_StringJoin(tsc_MCX_HtlmForm_UsernamePassword, "\n"));
 
    return v_OpenIdConnectRequest;
  }

	  function f_MCX_HTTP_UserAuthentication_Step5_7(MCX_OpenIdConnect_ParameterList_Type p_AuthenticationRequest) runs on MCX_HTTP_PTC
  {
    var template (value) MCX_OpenIdConnect_ParameterList_Type v_OpenIdConnectAuthenticationResponse;
    var IP_Connection_Type v_HttpRoutingInfo;
    var HTTP_DATA_IND v_HTTP_DATA_IND;
    var charstring v_State;
    var charstring v_Code := tsc_MCX_OpenIdConnect_Code;
    var charstring v_URI;
    var template (present) MCX_OpenIdConnect_ParameterList_Type v_UserCredentials := {
      cr_MCX_OpenIdConnect_NameValueParameter("user",     px_MCX_User_A_username),
      cr_MCX_OpenIdConnect_NameValueParameter("password", px_MCX_User_A_password)
    };

    // step 5: Make the UE user provide user credentials: username and password
    f_UT_MCX_UserAction (MMI, "Make the UE user provide user credentials: username and password (px_MCX_User_A_username, px_MCX_User_A_password)");

    // step 6: HTTP POST - 36.579-1 Table 5.5.4.3-1 with condition USERAUTH
    v_HTTP_DATA_IND := f_MCX_HTTP_ReceiveRequest(-, cr_MCX_HttpRequest_POST(tsc_MCX_IdMS_userauth_UriPath, -, cr_ContentTypeUrlEncoded, ?));
    v_HttpRoutingInfo := v_HTTP_DATA_IND.routingInfo;
    f_MCX_OpenID_DecodeAndCheckMessageBody(v_HTTP_DATA_IND.httpRequest.messageBodyUnion.text, v_UserCredentials);

    // step 7: HTTP 302 - 36.579-1 Table 5.5.4.8-1 with condition AUTH
    v_State := f_MCX_OpenID_GetParameter(p_AuthenticationRequest, "state");
    v_OpenIdConnectAuthenticationResponse := cs_MCX_OpenIdConnect_AuthenticationResponse(v_State, v_Code);
    v_URI := f_MCX_OpenID_EncodeURI(px_MCX_OAuth_RedirectURI_A, v_OpenIdConnectAuthenticationResponse);
    f_HTTP_SendResponse(HTTPDATA, v_HttpRoutingInfo, cs_MCX_HttpResponse(cs_HttpStatusLine_302, -, cs_Location(v_URI)));
  }

	  function f_MCX_HTTP_UserAuthentication_Step9_10(MCX_OpenIdConnect_ParameterList_Type p_AuthenticationRequest,
                                                  MCX_ServiceType_Type p_ServiceType) runs on MCX_HTTP_PTC return MCX_SecurityParameters_Type
  {
    var charstring v_MCServiceID := f_MCX_MCService_ID_User_A();
    var MCX_SecurityParameters_Type v_SecurityParameters := f_MCX_SecurityParameters_Init(tsc_MCX_KMS_Hostname);   /* tsc_MCX_KMS_Hostname is used as KMS Identifier for Generation of MIKEY-SAKKE UID according to 33.180 F.2.1.1 */
    var IP_Connection_Type v_HttpRoutingInfo;
    var HTTP_DATA_IND v_HTTP_DATA_IND;
    var MCX_OpenIdConnect_ParameterList_Type v_OpenIdConnectRequest;
    var charstring v_CodeChallenge;
    var charstring v_CodeVerifier;
    var charstring v_HttpBody;
    var MCX_Tokens_Type v_Tokens;
    var CharStringList_Type v_ScopeList;
    var MCX_OpenIdConnect_ValueList_Type v_ScopeValueList := f_MCX_OpenIdConnect_ScopeList(p_ServiceType);
    var integer v_StrLen;
    var integer i;

    // step 9: HTTP POST - 36.579-1 Table 5.5.4.3-1 with condition TOKEN
    v_HTTP_DATA_IND := f_MCX_HTTP_ReceiveRequest(-, cr_MCX_HttpRequest_POST(tsc_MCX_IdMS_token_UriPath, -, cr_ContentTypeUrlEncoded, ?));
    v_HttpRoutingInfo := v_HTTP_DATA_IND.routingInfo;
    
    v_OpenIdConnectRequest := f_MCX_OpenID_DecodeAndCheckMessageBody(v_HTTP_DATA_IND.httpRequest.messageBodyUnion.text, cr_MCX_OpenIdConnect_TokenRequest(tsc_MCX_OpenIdConnect_Code,
                                                                                                                                                px_MCX_OAuth_ClientId_A,
                                                                                                                                                px_MCX_OAuth_RedirectURI_A));
    v_CodeChallenge := f_MCX_OpenID_GetParameter(p_AuthenticationRequest, "code_challenge");
    v_CodeVerifier := f_MCX_OpenID_GetParameter(v_OpenIdConnectRequest, "code_verifier");

    v_StrLen := lengthof(v_CodeVerifier);
    if ((v_StrLen < 43) or (v_StrLen > 128)) {                                                      /* RFC 7636: code_verifier: high-entropy cryptographic random STRING with a minimum length of 43 characters and a maximum length of 128 characters */
      f_MCX_HTTP_SetVerdictFailOrInconc(__FILE__, __LINE__, "code_verifier with invalid length");
    }

    if (v_CodeChallenge != f_Base64urlEncode(oct2bit(fx_SHA_2(SHA_256, char2oct(v_CodeVerifier))))) {
      // According to 33.179 Table B.3.1.1-1 the code_challenge is "The base64url-encoded SHA-256 challenge derived from the code verifier that is sent in the authorization request"
      f_MCX_HTTP_SetVerdictFailOrInconc(__FILE__, __LINE__, "code_challenge does not match base64url-encoded SHA-256 hallenge derived from the code verifier");
    }

    // step 10: HTTP 200 (OK) - Table 5.5.4.6-1 with condition TOKEN
    for (i := 0; i < lengthof(v_ScopeValueList); i := i + 1) { v_ScopeList[i] := v_ScopeValueList[i] };   // convert set-of to record-of
    v_Tokens := f_MCX_JSON_CreateTokens(v_MCServiceID, px_MCX_OAuth_ClientId_A, tsc_MCX_IdMS_token_UriPath, v_ScopeList, px_MCX_TokenRsaPrivateKey);
    v_HttpBody := f_JSON_EncodeObject(cs_MCX_OpenIdConnect_TokenResponse(v_Tokens.AccessToken, v_Tokens.RefreshToken, v_Tokens.IdToken));
    f_MCX_HTTP_Send200OK(v_HttpRoutingInfo, cs_ContentType("application/json", {cs_GenericParam("charset", "UTF-8")}), v_HttpBody);

    v_SecurityParameters := f_MCX_SecurityParameters_SetTokens(v_SecurityParameters, v_Tokens);

    return v_SecurityParameters;
  }

	  function f_MCX_HTTP_UserAuthentication_Step11_12(MCX_SecurityParameters_Type p_SecurityParameters) runs on MCX_HTTP_PTC return MCX_SecurityParameters_Type
  {
    var charstring v_MCServiceID := f_MCX_MCService_ID_User_A();
    var MCX_SecurityParameters_Type v_SecurityParameters := p_SecurityParameters;
    var charstring v_AccessToken := p_SecurityParameters.Tokens.AccessToken;
    var universal charstring v_HttpBody;
    var IP_Connection_Type v_HttpRoutingInfo;
    var HTTP_DATA_IND v_HTTP_DATA_IND;

    // step 11: HTTP POST - 36.579-1 Table 5.5.4.3-1 with condition KMSINIT
    v_HTTP_DATA_IND := f_MCX_HTTP_ReceiveRequest(-, cr_MCX_HttpRequest_POST(tsc_MCX_KMS_init_UriPath,
                                                                            cr_MCX_HTTP_Authorization_Bearer(v_AccessToken),
                                                                            cr_ContentType("application/xml") ifpresent,
                                                                            *cr_HttpMessageBody_Text ifpresent));
    f_MCX_HTTP_CheckSignedKmsRequest(p_SecurityParameters, v_HTTP_DATA_IND.httpRequest, v_MCServiceID);
    v_HttpRoutingInfo := v_HTTP_DATA_IND.routingInfo;

    // step 12: HTTP 200 (OK) - Table 5.5.4.6-1 with condition KMSINIT
    v_HttpBody := f_MCX_XML_SignedKmsInitResponse(p_SecurityParameters, v_MCServiceID);
    f_MCX_HTTP_Send200OK(v_HttpRoutingInfo, cs_ContentType(c_xmlApplication), v_HttpBody);

    return v_SecurityParameters;
  }

	  function f_MCX_HTTP_UserAuthentication_Step13_14(MCX_SecurityParameters_Type p_SecurityParameters)
    runs on MCX_HTTP_PTC return MCX_SecurityParameters_Type
  {
    var charstring v_MCServiceID := f_MCX_MCService_ID_User_A();
    var MCX_SecurityParameters_Type v_SecurityParameters := p_SecurityParameters;
    var charstring v_AccessToken := p_SecurityParameters.Tokens.AccessToken;
    var IP_Connection_Type v_HttpRoutingInfo;
    var HTTP_DATA_IND v_HTTP_DATA_IND;
    var universal charstring v_HttpBody;
    var octetstring v_MCPTT_UID;
    
    // step 13: HTTP POST - 36.579-1 Table 5.5.4.3-1 with condition KMSKEY
    v_HTTP_DATA_IND := f_MCX_HTTP_ReceiveRequest(-, cr_MCX_HttpRequest_POST(tsc_MCX_KMS_keyprov_UriPath,
                                                                            cr_MCX_HTTP_Authorization_Bearer(v_AccessToken),
                                                                            cr_ContentType("application/xml") ifpresent,
                                                                            *cr_HttpMessageBody_Text ifpresent));
    f_MCX_HTTP_CheckSignedKmsRequest(p_SecurityParameters, v_HTTP_DATA_IND.httpRequest, v_MCServiceID);
    v_HttpRoutingInfo := v_HTTP_DATA_IND.routingInfo;
    
    // step 14: HTTP 200 (OK) - Table 5.5.4.6-1 with condition KMSKEY
    v_MCPTT_UID := f_MCX_SecurityParameters_GetUID(v_SecurityParameters, v_MCServiceID);
    v_SecurityParameters := f_MCX_SecurityParameters_SetClientRSK(v_SecurityParameters, v_MCPTT_UID);
    v_SecurityParameters := f_MCX_SecurityParameters_SetSskPvtPair(v_SecurityParameters, v_MCPTT_UID);
    v_HttpBody := f_MCX_XML_SignedKmsKeyProvResponse(v_SecurityParameters, v_MCServiceID, v_MCPTT_UID);                // 36.579-1, Table 5.5.4.10.8-1
    
    f_MCX_HTTP_Send200OK(v_HttpRoutingInfo, cs_ContentType(c_xmlApplication), v_HttpBody);

    return v_SecurityParameters;
  }



NOTE: Similar changes are needed in f_TC_5_2_MCPTT_MCX_HTTP which is not verified yet.

MCX: cs_MCX_HttpResponse, f_MCX_HTTP_Send200OK
	  template (value) HttpResponse_Type cs_MCX_HttpResponse(template (value) HttpStatusLine_Type p_HttpStatusLine,
                                                         template (omit)  SIP_ETag p_ETag := omit,
                                                         template (omit)  HttpLocation_Type p_Location := omit,
                                                         template (omit)  HttpCacheControl_Type p_CacheControl := omit,
                                                         template (omit)  HttpPragma_Type p_Pragma := omit,
                                                         template (omit)  ContentType p_ContentType := omit,
                                                         template (omit)  ContentLength p_ContentLength := omit,
                                                         template (omit)  HttpMessageBody p_MessageBody := omit,
                                                         template (omit)  charstring p_MessageBody := omit) :=
  { /* @status    APPROVED (MCX) */
    statusLine := p_HttpStatusLine,
    date := omit,
    eTag := p_ETag,
    server := omit,
    wwwauthenticate := omit,
    authenticationInfo := omit,
    contentType := p_ContentType,
    location := p_Location,
    contentLength := p_ContentLength,
    contentLength := f_HttpContentLength(p_MessageBody),
    expires := omit,
    cacheControl := p_CacheControl,
    pragma := p_Pragma,
    messageBody := omit,
    messageBodyUnion := p_MessageBody,
    messageBody := p_MessageBody
  };

	  template (value) HttpMessageBody cs_HttpMessageBody_Text(template (value) charstring p_Text) := { text := p_Text };

	  function f_MCX_HTTP_Send200OK(IP_Connection_Type p_HttpRoutingInfo,
                                template (omit) ContentType p_ContentType := omit,
                                template (omit) universal charstring p_TextBody := omit) runs on MCX_HTTP_PTC
  {
    var template (omit) charstring v_TextBody := omit;
    var template (omit) HttpMessageBody v_MessageBody := omit;
    var template (omit) ContentLength v_ContentLength := omit;
    var charstring v_TextBody;

    if (isvalue(p_TextBody)) {
      v_TextBody := f_UniCharstring2Charstring(valueof(p_TextBody));
      v_MessageBody := cs_HttpMessageBody_Text(v_TextBody);
      v_ContentLength := f_HttpContentLength(v_TextBody);
    }
    f_HTTP_SendResponse(HTTPDATA, p_HttpRoutingInfo, cs_MCX_HttpResponse(cs_HttpStatusLine_200, -, -, cs_HttpCacheControl, cs_HttpPragma, p_ContentType, v_ContentLength, v_MessageBody, v_TextBody));
  }




