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1	Introduction
In order to implement MCData SDS test cases several issues need to be solved:
· Type definitions for MCData messages ( clause 2.1)
· Protection of MCData messages ( clause 2.2)
· Type definitions for MSRP messages (media plane);
not handled in this document; planed for Q1 2022
Regarding MCData Client Configuration Test Cases it shall be checked whether/how MCPTT test cases can be re-used ( clause 2.3).
MCData FD test cases are not considered yet as it is not clear what their priority is.
2	Issues
2.1	MCData Messages according to TS 24.282 clause 15
Clause 15 in TS 24.282 specifies messages for SDS (Short Data Service) and FD (File Distribution), for which type definitions and codec implementation is needed. In addition there is the definition of the MCData Protected Payload message in TS 33.180 clause 8.5.4, for which a TTCN type definitions has been introduced already (see R5w210207). 
In order to have a common and consistent set of type definitions there shall be a new module MCData_Message_TypeDefs with type definitions for all SDS and FD messages including MCData Protected Payload message but except off-network messages:
· Encoding rule: "MCData Messages"
(instead of "Payload Protection Types" as used for module MCX_PayloadProtection_TypeDefs).
· MCX_ProtectedPayload_Type renamed to MCData_ProtectedPayloadMessage
· MCX_ProtectedPayload_Type.messageType changed to B8_Type (MCData_MessageType)
· Module MCX_PayloadProtection_TypeDefs removed (as covered by MCData_Message_TypeDefs)
The detailed type definitions are provided in clause 3.1.

2.2	Protection of MCData Messages
2.2.1	General Prose and Core Spec Issues
Core specs are not precise about how exactly the MCData Protected Payload message of TS 33.180 Table 8.5.4.1-1 shall be coded:
Issue 2.2.1-1:	"Security parameters and Payload" IE in DATA PAYLOAD message:
According to NOTE 1 for TS 24.282 Table 15.1.4.1-1 "Multiple Payload IEs can be part of Security parameters and Payload IE if end-to-end security is required"
Assumption 2.2.1-1:	The DATA PAYLOAD's Number of payloads IE provides the number of payloads as for the un-encrypted message; after encryption there may be less "Security parameters and Payload" IEs (e.g. only one "Security parameters and Payload" IE containing all payloads of the un-encrypted message).
NOTE: Currently there is no test case with a DATA PAYLOAD message containing more than one payload.
Issue 2.2.1-2:	"Security parameters and Payload" IE in DATA PAYLOAD message:
According to NOTE 3 for TS 24.282 Table 15.1.4.1-1 "Formatting of payloads as part of the Security parameters and Payload IE is specified in subclause 15.2.13". 
This can be interpreted that the payload(s) encrypted into a "Security parameters and Payload" IE are complete payloads including IEI, length and payload type; but this is not clearly stated.
Assumption 2.2.1-2:	According to TS 24.282 clause 15.2.13 (Figure 15.2.13-1) the payload consists of IEI, length and Payload contents  The ciphertext in the MCData Protected Payload contains encryption of the whole IE (including IEI and length).
NOTE: This is in line with assumption 2.2.1-1 – an unprotected DATA PAYLOAD with one or more payloads IEs can be protected by just encrypting its payloads IEs.
Issue 2.2.1-3:	TS 33.180 clause 8.5.1 specifies setting of bit 7 and 8 in the message type, clause 8.5.4.1 specifies the format of protected payloads, but is not clearly specified what the message type of a protected payload is. Also, assuming that the message type of the un-ciphered message is used as message type of the protected payload message, there may be different interpretation whether or not the message type of the un-protected message needs to be included in the cipher text.
Assumption 2.2.1-3a:	The message type of the MCData Protected Payload message according to TS 33.180 Table 8.5.4.1-1 is the same as of the message contained but with bit 7 set to '1'B and bit 8 set depending on whether or not the message is authenticated (according to TS 33.180 clause 8.5.5).
Assumption 2.2.1-3b:	The Payload IE of the MCData Protected Payload message contains the cipher text of a complete message including the message type.
Issue 2.2.1-4:	TS 24.282 does not clearly specify whether the DATA PAYLOAD's "Security parameters and Payload" IE is a TLV-E IE i.e. has a type and a length field or whether it is the pure MCData Protected Payload message and the message type of this message is the IEI in context of the DATA PAYLOAD:
On one hand (a) Table 15.1.4.1-1 just refers to the MCData Protected Payload message of TS 33.180 on the other hand (b) in the format column it says "TLV-E". In the length column it says "32-x" what is hint for (a) as 32 is the length of the MCData Protected Payload message without Signalling algorithm and payload.
Assumption 2.2.1-4:	In the DATA PAYLOAD message the "Security parameters and Payload" is the pure MCData Protected Payload message with the IEI '7A'O used as message type.
Issue 2.2.1-5:	According to R5w210207 Assumption 2.1-1b the Message Type in the General Extension Payload of 36.579-1 Table 5.5.9.1-3 has been set to 'C3'O. Nevertheless the MCData Protected Payload message contained in the General Extension Payload does not have a Payload authentication according to 33.180 clause 8.5.5.
Assumption 2.2.1-5:	Message Type in the General Extension Payload of 36.579-1 Table 5.5.9.1-3 shall be '43'O instead of 'C3'O.
Issue 2.2.1-6:	According to NOTE 2 of TS 24.282 clause 15.1.4.1 in case of one-to-one communication and end-to-end security the DATA PAYLOAD message contains Security parameters and Payload IE instead of Payload IE, with the Security parameters and Payload IE containing the ciphered payload. But it is not clear whether or not bit 7 of the message type shall be set.
Assumption 2.2.1-6:	Assuming that bit 7 is used to distinguish whether a message is a MCData message according to TS 24.282 or a MCData Protected Payload message according to TS 33.180 in case of a DATA PAYLOAD message containing a Security parameters and Payload IE bit 7 of the message type is not set as the DATA PAYLOAD message as such is not protected.
Issue 2.2.1-7:	TS 36.579-1 does not consider protection of MCData Data signalling messages but only protection of the MCData Data messages (DATA PAYLOAD).
Assumption 2.2.1-7:	Protection of MCData Data signalling messages needs to be added to the prose.
Proposal 2.2.1:	The above assumptions are considered in the proposal of type definitions in clause 3.1 and shall be reflected in prose CRs for TS 36.579-1 at the next RAN5 meeting (#93).

2.2.2	External Functions for AEAD Encryption and Decryption 
In R5w210207 a new external function "fx_AEAD_Encryp" has been introduced. The name of the function shall be corrected to "fx_AEAD_Encrypt". 
In addition another external function "fx_AEAD_Decrypt" is needed to deal with UL MCData messages
Proposal 2.2.2a:	fx_AEAD_Encryp to be renamed to fx_AEAD_Encrypt
Proposal 2.2.2b:	New external function fx_AEAD_Decrypt as specified in 3.2

2.3	MCData Client Configuration Test Cases
Apart from the conformance requirements MCData Client Configuration Test cases seem to be very similar to MCPTT and Test procedure sequence and Specific message contents can be replaced by references to MCPTT (TS 36.579-2).
Proposal 2.3:	It shall be investigated which MCData Client Configuration Test cases are the same as MCPTT test cases with differences only due in use of condition MCData instead of condition MCPTT in default message contents. If this is the case, the MCData test case shall use references to the MCPTT test case and - if needed - specify deviations.
NOTE: This is applicable at least for test case 5.1.

3	Proposals
3.1	Module MCData_Message_TypeDefs
	module MCData_Message_TypeDefs {

  import from CommonDefs all;
  
  //============================================================================
  // 24.282 clause 15.2: General message format and information elements coding
  //----------------------------------------------------------------------------

  type B8_Type MCData_MessageType;                              // 24.282 clause 15.2.1

  type record MCData_SDS_DispositionRequestType {               // 24.282 clause 15.2.3
    H1_Type  iei,                                               // '8'H 
    H1_Type  val
  };

  type record MCData_FD_DispositionRequestType {                // 24.282 clause 15.2.4
    H1_Type  iei,                                               // '9'H 
    H1_Type  val
  };

  type O1_Type MCData_SDS_DispositionNotificationType;          // 24.282 clause 15.2.5
  type O1_Type MCData_FD_DispositionNotificationType;           // 24.282 clause 15.2.6
  
  type record MCData_ApplicationID {                            // 24.282 clause 15.2.7
    O1_Type  iei        optional,                               // '22'O
    O1_Type  val
  };

  type O5_Type MCData_DateAndTime;                              // 24.282 clause 15.2.8
  type O16_Type MCData_ConversationID;                          // 24.282 clause 15.2.9
  type O1_Type MCData_MessageID;                                // 24.282 clause 15.2.10

  type record MCData_InReplyToMessageID {                       // 24.282 clause 15.2.11
    O1_Type  iei        optional,                               // '21'O
    O16_Type val
  };

  type O1_Type MCData_NumberOfPayloads;                         // 24.282 clause 15.2.12

  type record MCData_Payload {                                  // 24.282 clause 15.2.13
    O1_Type  iei        optional,                               // '78'O
    O2_Type  iel,
    O1_Type  contentType,
    octetstring content
  };
  type record of MCData_Payload MCData_PayloadList;


  type record MCData_GroupID {                                  // 24.282 clause 15.2.14
    O1_Type  iei        optional,                               // '7B'O
    O2_Type  iel,
    octetstring content
  };

  type record MCData_UserID {                                   // 24.282 clause 15.2.15
    O1_Type  iei        optional,                               // '51'O
    O2_Type  iel,
    octetstring content
  };

  type record MCData_MandatoryDownload {                        // 24.282 clause 15.2.16
    H1_Type  iei,                                               // 'A'H 
    H1_Type  val
  };

  type record MCData_Metadata {                                 // 24.282 clause 15.2.17
    O1_Type  iei        optional,                               // '79'O
    O2_Type  iel,
    octetstring content
  };

  type O1_Type MCData_NotificationType;                         // 24.282 clause 15.2.18

  type record MCData_DataQueryType {                            // 24.282 clause 15.2.19
    H1_Type  iei,                                               // 'B'H 
    H1_Type  val
  };

  type O1_Type MCData_CommReleaseInformationType;               // 24.282 clause 15.2.20

  type record MCData_ExtensionResponseType {                    // 24.282 clause 15.2.21
    H1_Type  iei,                                               // 'C'H 
    H1_Type  val
  };

  type O1_Type MCData_TerminationInformationType;               // 24.282 clause 15.2.22

  type record MCData_ReleaseResponseType {                      // 24.282 clause 15.2.23
    H1_Type  iei,                                               // 'D'H 
    H1_Type  val
  };

  type record MCData_ExtendedApplicationID {                    // 24.282 clause 15.2.24
    O1_Type  iei        optional,                               // '7D'O
    O2_Type  iel,
    O1_Type  contentType,
    octetstring content
  };

  type record MCData_UserLocation {                             // 24.282 clause 15.2.25
    O1_Type  iei        optional,                               // '7E'O
    O2_Type  iel,
    octetstring content
  };

  type record MCData_OrganizationName {                         // 24.282 clause 15.2.25
    O1_Type  iei        optional,                               // '7F'O
    O2_Type  iel,
    octetstring content
  };

  //============================================================================
  // 24.282 clause 15.1: MCData message functional definitions and contents
  //----------------------------------------------------------------------------

  type record MCData_SDS_SIGNALLING_PAYLOAD {                   // Table 15.1.2.1-1
    MCData_MessageType                  messageType,
    MCData_DateAndTime                  dateAndTime,
    MCData_ConversationID               conversationID,
    MCData_MessageID                    messageID,
    MCData_InReplyToMessageID           inReplyTo               optional,
    MCData_ApplicationID                applicationID           optional,
    MCData_SDS_DispositionRequestType   dispositionRequestType  optional,
    MCData_ExtendedApplicationID        extendedApplicationID   optional,
    MCData_UserLocation                 userLocation            optional,
    MCData_UserID                       senderUserID            optional
  };

  type record MCData_FD_SIGNALLING_PAYLOAD {                    // Table 15.1.3.1-1
    MCData_MessageType                  messageType,
    MCData_DateAndTime                  dateAndTime,
    MCData_ConversationID               conversationID,
    MCData_MessageID                    messageID,
    MCData_InReplyToMessageID           inReplyTo               optional,
    MCData_ApplicationID                applicationID           optional,
    MCData_FD_DispositionRequestType    dispositionRequestType  optional,
    MCData_MandatoryDownload            mandatoryDownload       optional,
    MCData_Payload                      payload                 optional,
    MCData_Metadata                     metadata                optional,
    MCData_ExtendedApplicationID        extendedApplicationID   optional,
    MCData_UserID                       senderUserID            optional
  };

  type record MCData_DATA_PAYLOAD {                             // Table 15.1.4.1-1
    MCData_MessageType                  messageType,
    MCData_NumberOfPayloads             numberOfPayloads,
    MCData_ProtectedPayloadMessageList  protectedPayloads,
    MCData_PayloadList                  payloads
  };

  type record MCData_SDS_NOTIFICATION {                         // Table 15.1.5.1-1
    MCData_MessageType                  messageType,
    MCData_SDS_DispositionNotificationType  notificationType,
    MCData_DateAndTime                  dateAndTime,
    MCData_ConversationID               conversationID,
    MCData_MessageID                    messageID,
    MCData_ApplicationID                applicationID           optional,
    MCData_ExtendedApplicationID        extendedApplicationID   optional,
    MCData_UserID                       senderUserID            optional
  };

  type record MCData_FD_NOTIFICATION {                          // Table 15.1.6.1-1
    MCData_MessageType                  messageType,
    MCData_FD_DispositionNotificationType  notificationType,
    MCData_DateAndTime                  dateAndTime,
    MCData_ConversationID               conversationID,
    MCData_MessageID                    messageID,
    MCData_ApplicationID                applicationID           optional,
    MCData_ExtendedApplicationID        extendedApplicationID   optional,
    MCData_UserID                       senderUserID            optional
  };

  type record MCData_FD_NETWORK_NOTIFICATION {                  // Table 15.1.9.1-1
    MCData_MessageType                  messageType,
    MCData_NotificationType             notificationType,
    MCData_DateAndTime                  dateAndTime,
    MCData_ConversationID               conversationID,
    MCData_MessageID                    messageID,
    MCData_ApplicationID                applicationID           optional,
    MCData_ExtendedApplicationID        extendedApplicationID   optional
  };

  type record MCData_COMMUNICATION_RELEASE {                    // Table 15.1.10.1-1
    MCData_MessageType                  messageType,
    MCData_CommReleaseInformationType   commReleaseType,
    MCData_DataQueryType                dataQueryType           optional,
    MCData_ExtensionResponseType        extensionResponseType   optional
  };

  type record MCData_DEFERRED_DATA_REQUEST {                    // Table 15.1.11.1-1
    MCData_MessageType                  messageType
  };

  type record MCData_DEFERRED_DATA_RESPONSE {                   // Table 15.1.12.1-1
    MCData_MessageType                  messageType,
    MCData_NumberOfPayloads             numberOfPayloads,
    MCData_ProtectedPayloadMessageList  protectedPayloads,
    MCData_PayloadList                  payloads
  };

  type record MCData_FD_HTTP_TERMINATION {                      // Table 15.1.13.1-1
    MCData_MessageType                  messageType,
    MCData_ConversationID               conversationID,
    MCData_MessageID                    messageID,
    MCData_TerminationInformationType   terminationType,
    MCData_ApplicationID                applicationID           optional,
    MCData_ExtensionResponseType        extensionResponseType   optional,
    MCData_ReleaseResponseType          releaseResponseType     optional,
    MCData_Payload                      payload                 optional,
    MCData_ExtendedApplicationID        extendedApplicationID   optional
  };

  type record MCData_GROUP_EMERGENCY_ALERT {                    // Table 15.1.14.1-1
    MCData_MessageType                  messageType,
    MCData_GroupID                      groupID,
    MCData_UserID                       originatingUserID,
    MCData_OrganizationName             organizationName        optional,
    MCData_UserLocation                 userLocation            optional
  };

  type record MCData_GROUP_EMERGENCY_ALERT_ACK {                // Table 15.1.15.1-1
    MCData_MessageType                  messageType,
    MCData_GroupID                      groupID,
    MCData_UserID                       originatingUserID,
    MCData_UserID                       sendingUserID
  };

  type record MCData_GROUP_EMERGENCY_ALERT_CANCEL {             // Table 15.1.16.1-1
    MCData_MessageType                  messageType,
    MCData_GroupID                      groupID,
    MCData_UserID                       originatingUserID
  };

  type record MCData_GROUP_EMERGENCY_ALERT_CANCEL_ACK {         // Table 15.1.17.1-1
    MCData_MessageType                  messageType,
    MCData_GroupID                      groupID,
    MCData_UserID                       originatingUserID,
    MCData_UserID                       sendingUserID
  };

  type union MCData_Message {
    MCData_SDS_SIGNALLING_PAYLOAD               SDS_SIGNALLING_PAYLOAD,
    MCData_FD_SIGNALLING_PAYLOAD                FD_SIGNALLING_PAYLOAD,
    MCData_DATA_PAYLOAD                         DATA_PAYLOAD,
    MCData_SDS_NOTIFICATION                     SDS_NOTIFICATION,
    MCData_FD_NOTIFICATION                      FD_NOTIFICATION,
    MCData_FD_NETWORK_NOTIFICATION              FD_NETWORK_NOTIFICATION,
    MCData_COMMUNICATION_RELEASE                COMMUNICATION_RELEASE,
    MCData_DEFERRED_DATA_REQUEST                DEFERRED_DATA_REQUEST,
    MCData_DEFERRED_DATA_RESPONSE               DEFERRED_DATA_RESPONSE,
    MCData_FD_HTTP_TERMINATION                  FD_HTTP_TERMINATION,
    MCData_GROUP_EMERGENCY_ALERT                GROUP_EMERGENCY_ALERT,
    MCData_GROUP_EMERGENCY_ALERT_ACK            GROUP_EMERGENCY_ALERT_ACK,
    MCData_GROUP_EMERGENCY_ALERT_CANCEL         GROUP_EMERGENCY_ALERT_CANCEL,
    MCData_GROUP_EMERGENCY_ALERT_CANCEL_ACK     GROUP_EMERGENCY_ALERT_CANCEL_ACK
  };

  //============================================================================
  // 33.180 Table 8.5.4.1-1: MCData Protected Payload message content
  //----------------------------------------------------------------------------

  type record MCX_GenericTLV_E_Type {                           /* 24.379 I.2.2.4*/
    O1_Type  iei,
    O2_Type  iel,
    octetstring valuePart
  };

  type record MCData_ProtectedPayloadMessage {                  /* 33.180 Table 8.5.4.1-1: MCData Protected Payload message content */
    MCData_MessageType                  messageType,
    MCData_DateAndTime                  dateAndTime,
    O4_Type                             payloadId,
    O1_Type                             payloadSequenceNumber,
    O1_Type                             payloadAlgorithm,
    O1_Type                             signallingAlgorithm     optional,
    O16_Type                            initialisationVector,
    O4_Type                             dppkId,
    MCData_Payload                      payload                 optional,       /* R5w210207 Assumption 2.1-4a: payload is as specified in 24.282 clause 15.2.13 */
    MCX_GenericTLV_E_Type               mikeySakkeIMessage      optional
  };
  type record of MCData_ProtectedPayloadMessage MCData_ProtectedPayloadMessageList;

} with { encode "MCData Messages"}



3.2	New external function
	
TTCN-3 External Function

	Name
	fx_AEAD_Decrypt

	Description
	Decrypt data using AEAD algorithms according to RFC 5116

	Parameters
	p_Data
	(octetstring)

	
	p_AssociatedData
	(octetstring)

	
	p_Method
	type enumerated AEAD_EncryptionMethod_Type {
  AEAD_AES_128_GCM, // RFC 5116 clause 5.1
  AEAD_AES_256_GCM  // RFC 5116 clause 5.2
}

	
	p_Key
	key for decryption (bitstring)

	
	p_IV
	initial vector (octetstring)

	Return Value
	octetstring
	decrypted data



