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1	Introduction
In C1-213548 CT1 gives answers to LS R5-206283 about how to use SDP attribute a=key-mgmt:mikey.
Nevertheless, these answers are contradictive:
On one hand C1-213548 says "A session level attribute applies to all m-lines. If the attribute is not intended to apply to all m-lines the normal solution is to use media level attributes". 
This is in line with common understanding of SDP. But it would mean that a session level a=key-mgmt attribute should be applied to the "application" media too, i.e. the a=key-mgmt would change the CSK for media control:
a=key-mgmt:mikey
m=audio 39000 RTP/SAVP 98
m=application 56254 udp MCPTT
On the other hand C1-213548 seems to say that in case of a private call the PSK (as provided by the "a=key-mgmt" attribute) is used for the audio/video media and the CSK is still used for media control. This makes sense not at least as the media control is not end-to-end but contradicts with the first statement.

2	Discussion
As there is no clear statement from CT1 and no clarification in any core specs, RAN5 needs to make working assumptions regarding the a=key-mgmt attribute for private calls:
a) As according to the current specification in TS 36.579-1, for DL SDP messages the a=key-mgmt attribute shall be at media level, i.e. it is present in the media descriptions for audio and video (if any) but not in the "application" media description for media control.
NOTE 1: It might be useful to have test coverage for the a=key-mgmt attribute being at session level as this may cause issues in practice (→ RAN5 decision).
b) In UL SDP messages the a=key-mgmt attribute is either at session level or it is at media level in the media descriptions for audio and video (if any) but not in the "application" media description for media control.
NOTE 2: According to RFC 4566 in general it is possible that an attribute occurs at session and at media level, but this shall not be taken into consideration for a=key-mgmt unless there is a use case.
c) In case of media level a=key-mgmt attributes for audio and video the key shall be the same.
d) In any case the a=key-mgmt attribute shall not affect media control (i.e. the CSK shall be used for media control independent from any a=key-mgmt session or media attributes).

3	Proposal
3.1	SDP Message from the SS (TS 36.579-1 clause 5.5.3.1.1)
The following changes shall be done for MCPTT; similar changes are needed for MCVideo.
Table 5.5.3.1.1-1: SDP Message from the UE for MCPTT
	Derivation Path: RFC 4566 [27]

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	Same o=line as in the previous SDP message sent by the UE except that sess-version is 
incremented by one
	o= line
	
	

	  Origin
	
	o= line
	
	FIRST_SDP_FROM_UE

	    username
	any allowed value
	
	
	

	    sess-id
	any allowed value
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    Addrtype
	"IP4" or "IP6" depending on IP address
	
	
	

	    unicast-address
	IP address of the UE
	IP address assigned at initial registration
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    Addrtype
	"IP4" or "IP6" depending on IP address
	
	
	

	    connection-address
	IP address of the UE
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	  Session attribute
	present only if there is no key-mgmt media attribute in the media description for audio
	a= line
attribute = key-mgmt

(NOTE 2)
	
	PRIVATE-CALL AND SDP_OFFER AND NOT WITHOUT_SECURITY

	    key-mgmt
	
	
	TS 24.379 [9] clause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 5.5.9.1-2A
	
	RFC 4567 [44]
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line
media = audio
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/SAVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	present if session description does not contain a c=line; optional otherwise
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    Addrtype
	"IP4" or "IP6" depending on IP address"
	
	
	

	    connection-address
	IP address of the UE
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	    bwtype
	"RS"
	
	RFC 3556 [113]
	

	    bandwidth
	any value if present
	
	
	

	    bwtype
	"RR"
	
	RFC 3556 [113]
	

	    bandwidth
	any value if present
	
	
	

	  media attribute
	
	a= line
attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	same value as format parameter of the "fmtp" attribute
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] clause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line
attribute = fmtp
	
	

	    fmtp
	"fmtp"
	
	
	

	      format
	a value given in fmt in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
NOTE: In addition to the parameters below the UE may provide further parameters
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] clause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] clause 8.2
	

	  media attribute
	
	a= line
attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line
attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media attribute
	optional
	a= line
attribute =sendrecv
Indicates send and receive mode being activated 
	
	

	    sendrecv
	
	Parameter has no value
	
	

	  media attribute
	one or several attribute lines if present
	a=line
attribute=ssrc
	RFC 5576 [116]
	

	    ssrc
	
	
	
	

	      ssrc-id
	any allowed value but all the same if there is more than one ssrc attribute for audio
	
	
	

	      attribute
	any source attribute according to RFC 5576 [116]
(NOTE 1)
	
	
	

	  media attribute
	
	a=line
attribute=”candidate”
	RFC 5245 [115]
	ICE_SUPPORTED

	    candidate
	
	candidate for RTP
	
	

	      foundation
	any value
	
	
	

	      component-id
	1
	according to RFC 5245 [115] clause 4.1.1.1
	
	

	      transport
	"UDP"
	
	
	

	      priority
	any value
	
	
	

	      connection-address
	same IP address as in speech media's c= line or in the session's c= line if the speech media does not have a c= line 
	default candidate
	
	

	      port
	same port number as in the m= line for speech
	
	
	

	      cand-type
	"host"
	
	
	

	  media attribute
	
	a=line
attribute=”candidate”
	RFC 5245 [115]
	ICE_SUPPORTED

	    candidate
	
	candidate for RTCP
	
	

	      foundation
	any value
	
	
	

	      component-id
	2
	according to RFC 5245 [115] clause 4.1.1.1
	
	

	      transport
	"UDP"
	
	
	

	      priority
	any value
	
	
	

	      connection-address
	same IP address as in speech media's c= line or in the session's c= line if the speech media does not have a c= line 
	default candidate
	
	

	      port
	same port number as in the m= line for speech incremented by 1
	
	
	

	      cand-type
	"host"
	
	
	

	  media attribute
	present only if there is no key-mgmt attribute at session level
	a= line
attribute = key-mgmt
	
	PRIVATE-CALL AND SDP_OFFER AND NOT WITHOUT_SECURITY

	    key-mgmt
	
	
	TS 24.379 [9] clause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 5.5.9.1-2A
	
	RFC 4567 [44]
	

	  media description
	
	m= line
media = application

SDP media-level section for a media-floor control entity

(NOTE 2)
	
	NOT WITHOUT_MEDIACONTROL

	    media
	"application"
	
	
	

	    port
	any allowed value
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	
	
	

	    fmt
	"MCPTT"
	
	
	

	  Connection Data
	present if session description does not contain a c=line; optional otherwise
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    Addrtype
	"IP4" or "IP6" depending on IP address"
	
	
	

	    connection-address
	IP address of the UE
	
	
	

	  media attribute
	
	a= line
attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCPTT"
	
	
	

	      format specific parameters
	
	
	
	SDP_OFFER, INITIAL_SDP_OFFER

	        mc_queueing
	optional
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_priority
	any allowed value
	Any integer value in the range of 1..255
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_granted
	not present
	
	
	

	
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	INITIAL_SDP_OFFER

	       mc_implicit_request
	not present
	
	
	

	
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	IMPLICIT_GRANT_REQUESTED

	      format specific parameters
	
	
	
	SDP_ANSWER

	        mc_queueing
	optional
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_priority
	same value as in the offer
	
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_granted
	not present
	
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_implicit_request
	not present
	
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_ssrc
	not present
	
	TS 24.380 [10] cl. 12.1.2.3
	

	  media attribute
	
	a=line
attribute=”candidate”
	RFC 5245 [115]
	ICE_SUPPORTED

	    candidate
	
	candidate for Media Control messages
	
	

	      foundation
	any value
	
	
	

	      component-id
	1
	according to RFC 5245 [115] clause 4.1.1.1
	
	

	      transport
	"UDP"
	
	
	

	      priority
	any value
	
	
	

	      connection-address
	same IP address as in application media's c= line or in the session's c= line if the application media does not have a c= line 
	default candidate
	
	

	      port
	same port number as in the m= line for application
	
	
	

	      cand-type
	"host"
	
	
	

	NOTE 1:	If "ssrc" media attributes are included, then at least one "ssrc=" line shall contain a "cname" source attribute according to RFC 5576 [116] clause 6.1.
NOTE 2:	Even though there is no clarity in core specs it is assumed that a key-mgmt attribute at session level does not affect the media control security, i.e. the key-mgmt attribute is not applicable for the "application" media description for which still the CSK is used as security key.



3.2	SDP Message from the SS (TS 36.579-1 clause 5.5.3.1.2)
No changes are needed.

