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References

<Unchanged skipped>
[XX]
ITU-T Recommendation V.42: " Error-Correcting Procedures for DCEs using Asynchronous-to-synchronous conversion".

<End of changes>
8
External Function Definitions
The following external functions are required to be implemented by the SS.

	TTCN-3 External Function

	Name
	fx_KeyDerivationFunction

	Description
	Hashing function for Hashing algorithms as defined in TS 33.401 [24]
SHA-256 encoding algorithm is used as KEY Description Function

	Parameters
	KDF
	KDF_HMAC_SHA_256 (no other KDF defined yet)

	
	Key
	bit key

	
	String
	string being constructed acc. to TS 33.401 [24], annex A

	Return Value
	256 bit derived key


	TTCN-3 External Function

	Name
	fx_NasIntegrityAlgorithm

	Description
	Apply integrity protection algorithm on a given octetstring

	Parameters
	NAS PDU
	octetstring according to TS 24.301 [21], clause 4.4.3.3 this shall include octet 6 to n of the security protected NAS message, i.e. the sequence number IE and the NAS message IE

	
	Integrity Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASint
	Integrity key

	
	NAS COUNT
	as documented in TS 24.301

	
	BEARER Id
	fix value ('00000'B) acc. TS 33.401 [24], clause 8.1

	
	Direction
	UL: 0
DL: 1
(acc. to TS 33.401 [24], clause B.1)

	Return Value
	Message Authentication Code (4 octets)


	TTCN-3 External Function

	Name
	fx_NasCiphering

	Description
	Apply ciphering on a given octetstring

	Parameters
	NAS PDU
	octetstring

	
	Ciphering Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASenc
	Ciphering Key

	
	NAS COUNT
	as documented in TS 24.301

	
	BEARER Id
	fixed value ('00000'B) acc. TS 33.401 [24], clause 8.1

	Return Value
	ciphered octet string


	TTCN-3 External Function

	Name
	fx_NasDeciphering

	Description
	Apply deciphering on a given octetstring

	Parameters
	ciphered NAS PDU
	octetstring

	
	Ciphering Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASenc
	Ciphering Key

	
	NAS COUNT
	as documented in TS 24.301 [21]

	
	BEARER Id
	fixed value ('00000'B) acc. TS 33.401 [24], clause 8.1

	Return Value
	deciphered octet string


	TTCN-3 External Function

	Name
	fx_AsIntegrityAlgorithm

	Description
	Apply integrity protection algorithm on a given octetstring

	Parameters
	PDCP PDU
	octetstring

	
	Integrity Algorithm
	3 bits as defined in TS 33.401 [24]

	
	KRRCint
	Integrity key

	
	PDCP COUNT
	octetstring, length 4

	
	BEARER Id
	the value of the DRB identity minus one

	
	Direction
	UL: 0
DL: 1
(acc. to TS 33.401 [24], clause B.2)

	Return Value
	Message Authentication Code (4 octets)


	TTCN-3 External Function

	Name
	fx_AsCiphering

	Description
	Apply ciphering on a given octetstring

	Parameters
	SDU
	octetstring

	
	Ciphering Algorithm
	3 bits as defined in TS 33.401 [24]

	
	KRRCenc
	Ciphering Key

	
	PDCP COUNT
	octetstring, length 4

	
	BEARER Id
	the value of the DRB identity minus one

	Return Value
	ciphered octet string


	TTCN-3 External Function

	Name
	fx_AsDeciphering

	Description
	Apply deciphering on a given octetstring

	Parameters
	ciphered SDU
	octetstring

	
	Ciphering Algorithm
	3 bits as defined in TS 33.401 [24]

	
	KRRCenc
	Ciphering Key

	
	PDCP COUNT
	octetstring, length 4

	
	BEARER Id
	the value of the DRB identity minus one

	Return Value
	deciphered octet string


	TTCN-3 External Function

	Name
	fx_GetSystemTime

	Description
	Function to get the system time: Implementation is based on C standard library (time.h)

	Parameters
	p_Struct_tm (out)
	p_Struct_tm returns local system time equivalent to "struct tm" as defined for C standard library (time.h or ctime):

type record Struct_tm_Type {

  integer tm_sec,  // seconds after the minute

                   // (0..61; see NOTE)

  integer tm_min,  // minutes after the hour (0..59)

  integer tm_hour, // hours since midnight (0..23)

  integer tm_mday, // day of the month (1..31)

  integer tm_mon,  // months since January (0..11)

  integer tm_year, // years since 1900

  integer tm_wday, // days since Sunday (0..6)

  integer tm_yday, // days since January 1 (0..365)

  integer tm_isdst // Daylight Saving Time flag

};

NOTE: tm_sec is generally 0-59. Extra range to accommodate for leap seconds in certain systems

C implementation:

    time_t v_Now = time(NULL);

    struct tm *v_Tm = localtime(&v_Now);

	
	p_TimezoneInfo (out)
	p_TimezoneInfo returns the difference (in seconds) between the UTC time (GMT) and the local time (integer value);

C implementation:

    int timezone = 

      (int)difftime(mktime(gmtime(&v_Now)), v_Now);

NOTE:

p_TimezoneInfo does not consider daylight saving e.g. it is always 3600 for CET independent of summer/winter

	Return Value
	None


	TTCN-3 External Function

	Name
	fx_MD5_Hex

	Description
	external function to calculate the MD5 Message-Digest Algorithm according to RFC 1321

	Parameters
	Data
	octetstring

	Return Value
	octetstring


	TTCN-3 External Function

	Name
	fx_CalculateFCS32

	Description
	32-bit frame check sequence (FCS) calculation according to ITU-T Recommendation V.42 [XX] section 8.1.1.6.2 and TS36.304 [14] section 7.3

	Parameters
	p_Input
	bitstring

	Return Value
	bitstring, length 32
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