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Change 1
	Function Name
	function f_AuthenticationInit

	Reason for change
	UE fails the GERAN IRAT test cases A5/4 ciphering procdure as a result of missing implementation of  the R5s150121 change 1. I.E., the 128 bit cipering key initialization function.

	Summary of change
	Uncommetented the line which was removed unintentionally change 1 of R5s150121

	Source of change
	Idle_CellReselection.ttcn

	MCC160
	

	
	


Before:
	  function f_AuthenticationInit(Common_AuthenticationParams_Type p_Auth_Params,

                                AuthenticationError_Type p_AuthenticationError := noError) return Common_AuthenticationParams_Type

  { /* @sic R5-123085 harmonisation of IMS (AuthenticationInit and the two error variants are needed for IMS too) sic@ */

    var Common_AuthenticationParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XDOut;

    var B80_Type v_AUTN_2;

    var B64_Type v_CDOut;

    var B64_Type v_XDOut_Half;

    var B64_Type v_MAC;

    var B48_Type v_AK;

    var B48_Type v_AUTN_1;

    var B48_Type v_AuthSQN := '000000000000000000000000000000000000000000000000'B;

    var B16_Type v_AuthAMF := px_AuthAMF;

    if (p_AuthenticationError == sqnFailure) {

      v_AuthAMF := '1111111111111111'B;      //AMF_resynch value

    }

    if (p_AuthenticationError == sepBit0) {

      v_AuthAMF := v_AuthAMF and4b '0111111111111111'B;      // separation bit forced to 0 (TC 9.1.2.7), the rest unchanged from PIXIT

    }

    if (p_AuthenticationError == macErrorPlusSepBit) { // @sic R5s130201 sic@

      v_AuthAMF := v_AuthAMF or4b '1000000000000000'B; // force the separation to 1, leave the rest unchanged

      v_AuthSQN := '111111111111111111111111111111111111111111111111'B;  // force SQN out of range

    }

    v_XDOut := v_Auth_Params.RandValue xor4b px_AuthK;

    v_CDOut := v_AuthSQN & v_AuthAMF;

    v_XDOut_Half := substr( v_XDOut, 0, 64);

    v_AK := substr( v_XDOut, 24, 48);

    v_AUTN_1 := v_AuthSQN xor4b v_AK;

    v_MAC := v_XDOut_Half xor4b v_CDOut;

    if ((p_AuthenticationError == macError) or (p_AuthenticationError == macErrorPlusSepBit)) {  // @sic R5s130201 sic@

      v_MAC := not4b(v_MAC);  // @sic R5s110313 sic@

    }

    v_AUTN_2 := v_AuthAMF & v_MAC;

    v_Auth_Params.AUTN   := v_AUTN_1 & v_AUTN_2;

    // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

    v_Auth_Params.IK := substr( v_XDOut, 16, (128 - 16)) & substr( v_XDOut, 0, 16);

    // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

    v_Auth_Params.CK   := substr( v_XDOut, 8, (128 - 8)) & substr( v_XDOut, 0, 8);

    v_Auth_Params.XRES := v_XDOut;

    if (p_AuthenticationError == noError) {

      // ((CK1 XOR CK2) XOR (IK1 XOR IK2))

      v_Auth_Params.KcGSM := (substr( v_Auth_Params.CK, 0, 64) xor4b substr( v_Auth_Params.CK, 64, 64)) xor4b (substr( v_Auth_Params.IK, 0, 64) xor4b substr( v_Auth_Params.IK, 64, 64));

      v_Auth_Params.KeySeq := f_Authentication_IncrementKeySeq(v_Auth_Params.KeySeq);  // @sic R5s140894 sic@

      //v_Auth_Params.Kc128 := substr (fx_KeyDerivationFunction ( tsc_KDF_HMAC_SHA_256, (v_Auth_Params.CK & v_Auth_Params.IK), '32'O ), 0, 128);  // @sic R5s150121 sic@
    }

    return v_Auth_Params;

  }

}


After:
	  function f_AuthenticationInit(Common_AuthenticationParams_Type p_Auth_Params,

                                AuthenticationError_Type p_AuthenticationError := noError) return Common_AuthenticationParams_Type

  { /* @sic R5-123085 harmonisation of IMS (AuthenticationInit and the two error variants are needed for IMS too) sic@ */

    var Common_AuthenticationParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XDOut;

    var B80_Type v_AUTN_2;

    var B64_Type v_CDOut;

    var B64_Type v_XDOut_Half;

    var B64_Type v_MAC;

    var B48_Type v_AK;

    var B48_Type v_AUTN_1;

    var B48_Type v_AuthSQN := '000000000000000000000000000000000000000000000000'B;

    var B16_Type v_AuthAMF := px_AuthAMF;

    if (p_AuthenticationError == sqnFailure) {

      v_AuthAMF := '1111111111111111'B;      //AMF_resynch value

    }

    if (p_AuthenticationError == sepBit0) {

      v_AuthAMF := v_AuthAMF and4b '0111111111111111'B;      // separation bit forced to 0 (TC 9.1.2.7), the rest unchanged from PIXIT

    }

    if (p_AuthenticationError == macErrorPlusSepBit) { // @sic R5s130201 sic@

      v_AuthAMF := v_AuthAMF or4b '1000000000000000'B; // force the separation to 1, leave the rest unchanged

      v_AuthSQN := '111111111111111111111111111111111111111111111111'B;  // force SQN out of range

    }

    v_XDOut := v_Auth_Params.RandValue xor4b px_AuthK;

    v_CDOut := v_AuthSQN & v_AuthAMF;

    v_XDOut_Half := substr( v_XDOut, 0, 64);

    v_AK := substr( v_XDOut, 24, 48);

    v_AUTN_1 := v_AuthSQN xor4b v_AK;

    v_MAC := v_XDOut_Half xor4b v_CDOut;

    if ((p_AuthenticationError == macError) or (p_AuthenticationError == macErrorPlusSepBit)) {  // @sic R5s130201 sic@

      v_MAC := not4b(v_MAC);  // @sic R5s110313 sic@

    }

    v_AUTN_2 := v_AuthAMF & v_MAC;

    v_Auth_Params.AUTN   := v_AUTN_1 & v_AUTN_2;

    // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

    v_Auth_Params.IK := substr( v_XDOut, 16, (128 - 16)) & substr( v_XDOut, 0, 16);

    // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

    v_Auth_Params.CK   := substr( v_XDOut, 8, (128 - 8)) & substr( v_XDOut, 0, 8);

    v_Auth_Params.XRES := v_XDOut;

    if (p_AuthenticationError == noError) {

      // ((CK1 XOR CK2) XOR (IK1 XOR IK2))

      v_Auth_Params.KcGSM := (substr( v_Auth_Params.CK, 0, 64) xor4b substr( v_Auth_Params.CK, 64, 64)) xor4b (substr( v_Auth_Params.IK, 0, 64) xor4b substr( v_Auth_Params.IK, 64, 64));

      v_Auth_Params.KeySeq := f_Authentication_IncrementKeySeq(v_Auth_Params.KeySeq);  // @sic R5s140894 sic@

      // Anritsu_A54 - remove comment

      v_Auth_Params.Kc128 := substr (fx_KeyDerivationFunction ( tsc_KDF_HMAC_SHA_256, (v_Auth_Params.CK & v_Auth_Params.IK), '32'O ), 0, 128);  // @sic R5s150121 sic@
    }

    return v_Auth_Params;

  }

}



