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1. Overview

TC 8.1 fails with UEs using privacy for IPv6 addresses (rather than static addresses). This CR offers a way to use the IPv6 address of the UE as it is sent by the UE in the initial REGISTER.
Rohde & Schwarz had submitted CR R5s120108 on an earlier TTCN version to address the same problem. That CR was accepted but it seems that the IPv6 privacy extension feature was lost when transiting to newer TTCN code.
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3. Corrections required
This section describes the TTCN changes required to ‘iwd-EUTRA-B2012-03_D12wk42’ release.
Change 1 – Corrections to function ‘fl_SendRequestUL’

	Function name
	fl_SendRequestUL

	Reason for change
	Part of IPv6 addresses can be dynamically generated by the UE (see RFC 4941 on Privacy Extensions for Stateless Address Autoconfiguration). Reading the UE address from a px value is wrong then in case of IPv6.

	Summary of change
	In case of IPv6, read the UE address from the Contact header of the first incoming REGISTER request and forward it to IMS PTC.

	TTCN module
	34229_Model\IP_ADAPTOR_Component.ttcn

	MCC160 Comment
	1. Change regarding IPV6 privacy is excepted in principle but implemented differently (see below)
2. Change regarding handling of square brackets around the IPv6 address is accepted as temporary solution which may be implemented by SS vendors when needed. As there will be a general cleanup ot the IMS type definitions (SIP, SDP, ...) the final solution after implementation of these changes shall not require handling of the square brackets in TTCN anymore. Corresponding requirements for codec implementations will be added to 34.229 at the RAN5 meeting #59.


Before change

…
function fl_SendRequestUL(IMS_ProtectedUnprotected_Type p_ProtectedUnprotected,

                            ASP_DataRequest p_ASP_DataRequest) runs on IP_ADAPTOR_PTC

  {

    var IMS_Request_Type v_Request := p_ASP_DataRequest.msg;

    var SSPortInfo v_SSPortInfo := p_ASP_DataRequest.portInfo;

    //var template (omit) SigCompInfo v_SigCompInfo := p_ASP_DataRequest.SigCompInfo; // NOTE: !!! we don't evaluate this for the moment !!!

    var template (omit) IP_AddrInfo_Type v_NW_Address := omit;

    var template (omit) IP_AddrInfo_Type v_UE_Address := omit;

    var MessageHeader v_MessageHeader := f_IMS_Request_GetMessageHeader(v_Request);

    if (ischosen(v_Request.Register)) {

      fl_IP_ADAPTOR_SetPortInfo(v_SSPortInfo);    /* !!!! NOTE: acc. to old implementation SSPortInfo has been set always after receiving a Register message !!!! */

      if (p_ProtectedUnprotected == unprotected) {

        v_NW_Address := fl_Char2IpAddress(v_SSPortInfo.ipAddr);

        v_UE_Address := fl_IP_ADAPTOR_GetUE_IPAddress();

      }

    }

    IMS_Server.send(cas_IMS_DATA_REQ(cs_IMS_RoutingInfo(p_ProtectedUnprotected,

                                                        v_SSPortInfo.transportProtocol,

                                                        v_UE_Address,

                                                        v_NW_Address),

                                     v_Request));

    // Sigcomp UL related functionality

    if (ispresent (p_ASP_DataRequest.sigCompInfo)) {

      // Message received is sig compressed hence feed back compartment ID

      SigComp.send(cas_RcvdCompartmentId(v_MessageHeader.callId.callid));

    }

  }

…

After change

…

  function fl_SendRequestUL(IMS_ProtectedUnprotected_Type p_ProtectedUnprotected,

                            ASP_DataRequest p_ASP_DataRequest) runs on IP_ADAPTOR_PTC

  {

    var IMS_Request_Type v_Request := p_ASP_DataRequest.msg;

    var SSPortInfo v_SSPortInfo := p_ASP_DataRequest.portInfo;

    //var template (omit) SigCompInfo v_SigCompInfo := p_ASP_DataRequest.SigCompInfo; // NOTE: !!! we don't evaluate this for the moment !!!

    var template (omit) IP_AddrInfo_Type v_NW_Address := omit;

    var template (omit) IP_AddrInfo_Type v_UE_Address := omit;

    var MessageHeader v_MessageHeader := f_IMS_Request_GetMessageHeader(v_Request);

    var charstring v_AddrString;

    var integer i, n, v_Length;
    if (ischosen(v_Request.Register)) {

      fl_IP_ADAPTOR_SetPortInfo(v_SSPortInfo);    /* !!!! NOTE: acc. to old implementation SSPortInfo has been set always after receiving a Register message !!!! */

      if (p_ProtectedUnprotected == unprotected) {

        v_NW_Address := fl_Char2IpAddress(v_SSPortInfo.ipAddr);

        v_UE_Address := fl_IP_ADAPTOR_GetUE_IPAddress();

        if (ischosen(v_UE_Address.V6)) {

          v_AddrString := p_ASP_DataRequest.msg.Register.msgHeader.contact.contactBody.contactAddresses[0].addressField.nameAddr.addrSpec.hostPort.host;

          v_Length := lengthof(v_AddrString);

          for (i := 0; i < v_Length; i := i + 1) {                                  // get rid of any "[" etc. at the beginning of the string

          
if (match(v_AddrString[i], pattern "[a-z]|[0-9:]")) { break; }

          }

          for (n := v_Length; n > 0; n := n - 1) {                                  // get rid of any "]" etc. at the end of the string

        
if (match(v_AddrString[n-1], pattern "[0-9:]")) { break; }

          }

       
  v_AddrString := substr(v_AddrString, i, n - i);

       
  v_UE_Address := fl_Char2IpAddress(v_AddrString);
       fl_IP_ADAPTOR_UpdateUE_IPAddress(v_UE_Address);
      
}
      }

    }

    IMS_Server.send(cas_IMS_DATA_REQ(cs_IMS_RoutingInfo(p_ProtectedUnprotected,

                                                        v_SSPortInfo.transportProtocol,

                                                        v_UE_Address,

                                                        v_NW_Address),

                                     v_Request));

    // Sigcomp UL related functionality

    if (ispresent (p_ASP_DataRequest.sigCompInfo)) {

      // Message received is sig compressed hence feed back compartment ID

      SigComp.send(cas_RcvdCompartmentId(v_MessageHeader.callId.callid));

    }

  }

…

MCC160 Implementation:

Change of IP_ADAPTOR_GlobalInfo_Type
	  type record IP_ADAPTOR_GlobalInfo_Type {

    SSPortInfo SSPortInfo optional,
    IP_AddrInfo_Type UE_Address,

    boolean DLSigCompActive

  };


cs_IP_ADAPTOR_GlobalInfo_Init
	  template (value) IP_ADAPTOR_GlobalInfo_Type cs_IP_ADAPTOR_GlobalInfo_Init(charstring p_UeAddr) :=

  {

    SSPortInfo := omit,

    UE_Address := fl_Char2IpAddress(p_UeAddr),
    DLSigCompActive := false

  }


Removal of fl_IP_ADAPTOR_UpdateUE_IPAddress
	  function fl_IP_ADAPTOR_UpdateUE_IPAddress(IP_AddrInfo_Type p_UE_AddrInfo) runs on IP_ADAPTOR_PTC

  { /* NOTE: the function is called whenever new security and port information has been sent by the IMS PTC (i.e. typically after the register message)

     *       -> replaces ts_UpdateUE_IPAddress */

    vc_Global.UE_Address := p_UE_AddrInfo;

  }


Removal of fl_IP_ADAPTOR_GetUE_IPAddress
	  function fl_IP_ADAPTOR_GetUE_IPAddress() runs on IP_ADAPTOR_PTC return IP_AddrInfo_Type

  {

    return vc_Global.UE_Address;

  }


Change of fl_SendRequestUL
	  function fl_SendRequestUL(integer p_PdnIndex,

                            IMS_ProtectedUnprotected_Type p_ProtectedUnprotected,

                            ASP_DataRequest p_ASP_DataRequest) runs on IP_ADAPTOR_PTC

  {

    var IMS_Request_Type v_Request := p_ASP_DataRequest.msg;

    var SSPortInfo v_SSPortInfo := p_ASP_DataRequest.portInfo;

    //var template (omit) SigCompInfo v_SigCompInfo := p_ASP_DataRequest.SigCompInfo; // NOTE: !!! we don't evaluate this for the moment !!!

    var template (omit) IP_AddrInfo_Type v_NW_Address := omit;

    var template (omit) IP_AddrInfo_Type v_UE_Address := omit;

    var MessageHeader v_MessageHeader := f_IMS_Request_GetMessageHeader(v_Request);

    var charstring v_AddrString;
    if (ischosen(v_Request.Register)) {

      fl_IP_ADAPTOR_SetPortInfo(v_SSPortInfo);
      if (p_ProtectedUnprotected == unprotected) {
        v_AddrString := p_ASP_DataRequest.msg.Register.msgHeader.contact.contactBody.contactAddresses[0].addressField.nameAddr.addrSpec.hostPort.host;
        v_NW_Address := fl_Char2IpAddress(v_SSPortInfo.ipAddr);

        v_UE_Address := fl_IP_ADAPTOR_GetUE_IPAddress();

      }

    }

    IMS_Server[p_PdnIndex].send(cas_IMS_DATA_REQ(cs_IMS_RoutingInfo(v_SSPortInfo.transportProtocol,

                                                                    p_ProtectedUnprotected,

                                                                    v_UE_Address,

                                                                    v_NW_Address),

                                     v_Request));

    // Sigcomp UL related functionality

    if (ispresent (p_ASP_DataRequest.sigCompInfo)) {

      // Message received is sig compressed hence feed back compartment ID

      SigComp.send(cas_RcvdCompartmentId(v_MessageHeader.callId.callid));

    }

  }


Change of a_IMS_PTC_Config
	  altstep a_IMS_PTC_Config(IP_IMS_CTRL_PORT p_Port,

                           integer p_PdnIndex) runs on IP_ADAPTOR_PTC

  { /* to handle configuration from the IMS PTC (similar function as a_IP_IMS_Config in the LTE project)

       !!!! NOTE: p_PdnIndex is currently not used but may be needed to distinguish SA for different PDNs !!!! */

    var IMS_CONFIG_REQ v_IMS_CONFIG_REQ;

    var IPsec_SecurityKeys_Type v_SecurityKeys;

    var IMS_PortsAndSecurityConfigReq_Type v_PortsAndSecurityConfig;

    var IMS_SecurityInfo_Type v_SecurityInfo;

    var IPsec_IntegrityAlgorithm_Type v_IntegrityAlgorithm;

    var IPsec_CipheringAlgorithm_Type v_CipheringAlgorithm;

    var IMS_RegistrationInfo_Type v_RegistrationInfo;

    var IMS_SPIs_Type v_SPIs;

    var template (value) IPsec_SecurityAssociationList_Type v_SA_List;

    var integer v_Port_us;

    var template (value) IMS_PortsAndSecurityConfigCnf_Type v_PortsAndSecurityConfigCnf := cs_PortsAndSecurityConfigCnf;

    [] p_Port.receive(car_IMS_InstallKey_REQ) -> value v_IMS_CONFIG_REQ

      {

        v_SecurityKeys := v_IMS_CONFIG_REQ.InstallKey;

        fl_IP_ADAPTOR_SecurityKeyConfig(v_SecurityKeys.MD5_96Key,

                                        v_SecurityKeys.SHA_1_96Key,

                                        v_SecurityKeys.DES_EDE3_CBCKey,

                                        v_SecurityKeys.AES_CBCKey);

        p_Port.send(cas_IMS_InstallKey_CNF);

      }

    [] p_Port.receive(car_IMS_PortsAndSecurityConfig_REQ) -> value v_IMS_CONFIG_REQ

      {

        // !!!! we may set a global variable to get out whether security keys are already configured (otherwise it would be an error; see a_IP_IMS_Config in the LTE project) FFS !!!!

        v_PortsAndSecurityConfig := v_IMS_CONFIG_REQ.PortsAndSecurityConfig;

        v_RegistrationInfo := v_PortsAndSecurityConfig.RegistrationInfo;

        // Update the UE's IP address:

        fl_IP_ADAPTOR_UpdateUE_IPAddress(v_RegistrationInfo.UE_Address);

        // Update the UE's port number

        // set port number:

        if (isvalue(v_PortsAndSecurityConfig.UnprotectedPort_us)) {

          v_Port_us := v_PortsAndSecurityConfig.UnprotectedPort_us;   // set UE's port number as requested by the UE

        } else {

          v_Port_us := tsc_IMS_PortNumber_5060;                       // restore port number e.g. if it has been set to other value in previous session

        }

        fl_IP_ADAPTOR_UpdatePCSCFRemotePort(v_Port_us);

        if (isvalue(v_RegistrationInfo.SecurityInfo)) {                // non-GIBA

          v_SecurityInfo := v_RegistrationInfo.SecurityInfo;

          v_IntegrityAlgorithm := v_SecurityInfo.IntegrityAlgorithm;

          v_CipheringAlgorithm := v_SecurityInfo.CipheringAlgorithm;

          // configure SAs

          v_SPIs := f_SPIs_SetNetworkValues(v_SecurityInfo.SPIs);

          v_SecurityInfo.SPIs := v_SPIs; // @sic R5s120907 change 10 sic@

          v_SA_List := f_IPsec_SA_List(v_RegistrationInfo.NW_Address, v_RegistrationInfo.UE_Address, v_SecurityInfo, v_IntegrityAlgorithm, v_CipheringAlgorithm);

          fl_IP_ADAPTOR_SAConfig(valueof(v_SA_List));

          v_PortsAndSecurityConfigCnf := cs_PortsAndSecurityConfigCnf(v_SecurityInfo.ProtectedPorts, v_SPIs);

        }

        p_Port.send(cas_IMS_PortsAndSecurityConfig_CNF(v_PortsAndSecurityConfigCnf));

      }

  }
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