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1. [bookmark: _Toc122434485][bookmark: _Toc140742498]Overview
This document lists all the essential changes needed to correct problems in the TTCN implementation of test case 6.3.2.4 which is part of the 5G NR5GC test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 
Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com
0. [bookmark: _Toc140742499]Verification Test Summary 
Test Case: 	6.3.2.4
ATS Version:	iwd-TTCN3-B2022-09_D23wk24
System Simulator used:	Anritsu Protocol Conformance Test System ME7834NR
UE used:	Mediatek MT6815
Verification Status:	PASS

1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc140742500]Corrections required
Changes 2 and 3 of R5s230554 are also needed.
1. [bookmark: _Toc140742501]Change 1
	Function name
	fl_TC_6_3_2_4_TestBody ()

	Reason for change
	1. Current TTCN is not implemented SOR-CMCI container correctly. As per 24.501 Figure: 9.11.3.51.2A it should be like below
	8
	7
	6
	5
	4
	3
	2
	1
	 

	SOR transparent container IEI
	octet 1

	 
Length of SOR transparent container contents
	octet 2
 
octet 3

	SOR header
	octet 4

	 
SOR-MAC-IAUSF
	octet 5
 
octet 20

	 
CounterSOR
	octet 21
 
octet 22

	Length of PLMN ID and access technology list
	octet 23*

	 
PLMN ID and access technology list
	octet 24*
 
octet m*

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	SSSI
	SSCMI
	SI
	octet o

	 
	
SOR-CMCI 12oct

	octet (o+1)*
 
octet p*

	SOR-CMCI is as below
	 
Length of SOR-CMCI contents 2oct


	octet o+1
 
octet o+2

	SOR-CMCI rule 1 

	
	
	
	
	
	
	
	
	 

	Length of SOR-CMCI rule contents 2oct

	octet q+1
octet q+2

	 Tsor-cm timer value 1oct
21
	octet q+3

	Criterion type 1oct
01

	octet q+4

	 Criterion value 6oct

	octet (q+5)*
 
octet r*



	


 
	



	octet (o+1)*
 
octet p*

	 
SOR-SNPN-SI
 
	octet (p+1)*
 
octet u



Figure 9.11.3.51.2A: SOR transparentcontainer information element for list type with value "1", SOR datatype with value "0", additional parameters with value "1"

So updated variables and v_data variable according to figure Figure 9.11.3.51.2A.
2. According to definition of SoR Counter from 33.501 clause 6.14.2.3, To generate the SoR-MAC-IAUSF, the AUSF shall use the CounterSoR. The CounterSoR shall be incremented by the AUSF for every new computation of the SoR-MAC-IAUSF. 

	Summary of change
	
1. Added variables for  Length of PLMN ID and access technology list, Length of SOR-CMCI contents , Length of SOR-CMCI rule contents and modified v_Data
2. Value of v_CounterSOR changed to '0002'O.

	TTCN module
	SOR_CMCI_NR5GC

	MCC160 Comment
	



Before Change
	  function fl_TC_6_3_2_4_TestBody() runs on NR5GC_PTC
  {
    var octetstring v_Data;
    var NAS_PlmnId v_PlmnID := f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (nr_Cell11));
    var O2_Type v_AccessTechId :='0800'O;
    var O1_Type v_SORInfo :='01'O;//SI/SSCMI/SSSI//@sic R5-233459 sic@
    var octetstring  v_NAS_TxMsgContainer_SOR_CMCI;
    var O16_Type v_Mac;
    var B128_Type v_Mac_A17;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams;
    var octetstring v_CriterionType:= '01'O;
    var octetstring v_CriterionValue:= f_DomainName_Encode(pc_APN_ID_Internet);
    var O1_Type v_Length :=int2oct(3+lengthof(v_CriterionValue),1);
    var octetstring v_TsorcmTimer:= '21'O;
    var O2_Type v_CounterSOR :='0001'O;
    var template (value) SOR_Header v_Header := crs_NG_SOR_Header('1'B,'1'B,'1'B,'0'B,'1'B);//@sic R5-233459 sic@
    var template (value) NG_NAS_DL_Pdu_Type v_PduToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    timer t_Sorcm:=60.0;
    timer t_Wait:=49.0;
    //@siclog "Step 1" siclog@
    //Void //@sic R5-233459 sic@
    //@siclog "Steps 2-21a1" siclog@
    //Void//@sic R5-233459 sic@
    //@siclog "Steps 22" siclog@
    //The SS transmits an DLInformationTransfer message containing steering of roaming information indicating list of preferred PLMN/access technology combination provided with acknowledgment requested from the UE for successful reception.
    v_Data := v_PlmnID & v_AccessTechId & v_SORInfo& v_Length & v_TsorcmTimer & v_CriterionType & v_CriterionValue;
    v_NAS_SecurityParams := f_NR5GC_Security_Get();
    v_Mac_A17 :=f_NG_Authentication_A17(bit2oct(encvalue(v_Header)),
                                  v_NAS_SecurityParams.KAUSF,
                                  v_CounterSOR,
                                  v_Data,
                                  v_NAS_SecurityParams.KDF);
    v_Mac := bit2oct(v_Mac_A17);
    v_NAS_TxMsgContainer_SOR_CMCI := bit2oct(encvalue(crs_NG_SORTransparentContainerValue(v_Header, v_Mac, v_CounterSOR, v_Data, omit, int2oct(lengthof(v_Data) + 19, 2))));
    v_PduToSend := f_Get_NG_DLNASTransport (cs_PayloadContainerType(tsc_PayloadContainerSORMsg),
                                            omit,
                                            cs_PayloadContainer(omit, v_NAS_TxMsgContainer_SOR_CMCI));
    SRB.send(cas_NR_SRB_NasPdu_REQ(nr_Cell12,
                                   tsc_NR_RbId_SRB2,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,v_PduToSend.Msg)));
    //@siclog "Step 23" siclog@
    //The SS starts timer of Tsor-cm timer.
    t_Wait.start;
    t_Sorcm.start;
    //@siclog "Step 24" siclog@
    //The UE transmits an ULInformationTransfer message carrying acknowledgement of successful reception of the steering of roaming information
    SRB.receive(car_NR_SRB_NasPdu_IND(nr_Cell12, tsc_NR_RbId_SRB2, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp; // @sic R5s201387 Baseline Moving sic@  @sic R5s210026 sic@
    if (not f_Check_NG_ULNASTransport(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_PayloadContainerType(tsc_PayloadContainerSORMsg), omit)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "UL NAS Transport Message Failed");
    }
    t_Wait.timeout;
    //@siclog "Step 25-34b3a1" siclog@
    v_TsorcmTimer:='0A'O;
    v_Data := v_PlmnID & v_AccessTechId & v_SORInfo& v_Length & v_TsorcmTimer & v_CriterionType & v_CriterionValue;
    v_NAS_SecurityParams := f_NR5GC_Security_Get();
    v_Mac_A17 :=f_NG_Authentication_A17(bit2oct(encvalue(v_Header)),
                                  v_NAS_SecurityParams.KAUSF,
                                  v_CounterSOR,
                                  v_Data,
                                  v_NAS_SecurityParams.KDF);
    v_Mac := bit2oct(v_Mac_A17);
    v_NAS_TxMsgContainer_SOR_CMCI := bit2oct(encvalue(crs_NG_SORTransparentContainerValue(v_Header, v_Mac, v_CounterSOR, v_Data, omit, int2oct(lengthof(v_Data) + 19, 2))));
    v_PduToSend := f_Get_NG_DLNASTransport (cs_PayloadContainerType(tsc_PayloadContainerSORMsg),
                                            omit,
                                            cs_PayloadContainer(omit, v_NAS_TxMsgContainer_SOR_CMCI));
    t_Sorcm.stop;
    f_NR5GC_TransportSorCmCheckfunction(nr_Cell12,nr_Cell11,v_PduToSend,-,"Step 29 PASS","Step 31 PASS",-,10.0);
  }//End of fl_TC_6_3_2_4_TestBody



After Change
	  function fl_TC_6_3_2_4_TestBody() runs on NR5GC_PTC
  {
    var octetstring v_Data;
    var NAS_PlmnId v_PlmnID := f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (nr_Cell11));
    var O2_Type v_AccessTechId :='0800'O;
    var O1_Type v_SORInfo :='01'O;//SI/SSCMI/SSSI//@sic R5-233459 sic@
    var octetstring  v_NAS_TxMsgContainer_SOR_CMCI;
    var O16_Type v_Mac;
    var B128_Type v_Mac_A17;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams;
    var octetstring v_CriterionType:= '01'O;
    var octetstring v_CriterionValue:= f_DomainName_Encode(pc_APN_ID_Internet);
    var O1_Type v_Length_SOR_CMCI_rule_contents :=int2oct(2+lengthof(v_CriterionValue),2);
    var O1_Type v_Length_SOR_CMCI_contents :=int2oct(4+lengthof(v_CriterionValue),2);
    var octetstring v_TsorcmTimer:= '21'O;
    var O2_Type v_CounterSOR :='0001'O;
    var template (value) SOR_Header v_Header := crs_NG_SOR_Header('1'B,'1'B,'1'B,'0'B,'1'B);//@sic R5-233459 sic@
    var template (value) NG_NAS_DL_Pdu_Type v_PduToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var O1_Type v_Length_PlmnID_AccessTechId := int2oct(lengthof(v_PlmnID & v_AccessTechId),1);
    timer t_Sorcm:=60.0;
    timer t_Wait:=49.0;
    //@siclog "Step 1" siclog@
    //Void //@sic R5-233459 sic@
    //@siclog "Steps 2-21a1" siclog@
    //Void//@sic R5-233459 sic@
    //@siclog "Steps 22" siclog@
    //The SS transmits an DLInformationTransfer message containing steering of roaming information indicating list of preferred PLMN/access technology combination provided with acknowledgment requested from the UE for successful reception.
    v_Data := v_Length_PlmnID_AccessTechId & v_PlmnID & v_AccessTechId & v_SORInfo & v_Length_SOR_CMCI_contents & v_Length_SOR_CMCI_rule_contents & v_TsorcmTimer & v_CriterionType & v_CriterionValue;
    v_NAS_SecurityParams := f_NR5GC_Security_Get();
    v_Mac_A17 :=f_NG_Authentication_A17(bit2oct(encvalue(v_Header)),
                                  v_NAS_SecurityParams.KAUSF,
                                  v_CounterSOR,
                                  v_Data,
                                  v_NAS_SecurityParams.KDF);
    v_Mac := bit2oct(v_Mac_A17);
    v_NAS_TxMsgContainer_SOR_CMCI := bit2oct(encvalue(crs_NG_SORTransparentContainerValue(v_Header, v_Mac, v_CounterSOR, v_Data, omit, int2oct(lengthof(v_Data) + 19, 2))));
    v_PduToSend := f_Get_NG_DLNASTransport (cs_PayloadContainerType(tsc_PayloadContainerSORMsg),
                                            omit,
                                            cs_PayloadContainer(omit, v_NAS_TxMsgContainer_SOR_CMCI));
    SRB.send(cas_NR_SRB_NasPdu_REQ(nr_Cell12,
                                   tsc_NR_RbId_SRB2,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,v_PduToSend.Msg)));
    //@siclog "Step 23" siclog@
    //The SS starts timer of Tsor-cm timer.
    t_Wait.start;
    t_Sorcm.start;
    //@siclog "Step 24" siclog@
    //The UE transmits an ULInformationTransfer message carrying acknowledgement of successful reception of the steering of roaming information
    SRB.receive(car_NR_SRB_NasPdu_IND(nr_Cell12, tsc_NR_RbId_SRB2, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp; // @sic R5s201387 Baseline Moving sic@  @sic R5s210026 sic@
    if (not f_Check_NG_ULNASTransport(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_PayloadContainerType(tsc_PayloadContainerSORMsg), omit)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "UL NAS Transport Message Failed");
    }
    t_Wait.timeout;
    //@siclog "Step 25-34b3a1" siclog@
    v_CounterSOR :='0002'O;
    v_TsorcmTimer:='0A'O;
    v_Data := v_Length_PlmnID_AccessTechId & v_PlmnID & v_AccessTechId & v_SORInfo & v_Length_SOR_CMCI_contents & v_Length_SOR_CMCI_rule_contents & v_TsorcmTimer & v_CriterionType & v_CriterionValue;
    v_NAS_SecurityParams := f_NR5GC_Security_Get();
    v_Mac_A17 :=f_NG_Authentication_A17(bit2oct(encvalue(v_Header)),
                                  v_NAS_SecurityParams.KAUSF,
                                  v_CounterSOR,
                                  v_Data,
                                  v_NAS_SecurityParams.KDF);
    v_Mac := bit2oct(v_Mac_A17);
    v_NAS_TxMsgContainer_SOR_CMCI := bit2oct(encvalue(crs_NG_SORTransparentContainerValue(v_Header, v_Mac, v_CounterSOR, v_Data, omit, int2oct(lengthof(v_Data) + 19, 2))));
    v_PduToSend := f_Get_NG_DLNASTransport (cs_PayloadContainerType(tsc_PayloadContainerSORMsg),
                                            omit,
                                            cs_PayloadContainer(omit, v_NAS_TxMsgContainer_SOR_CMCI));
    t_Sorcm.stop;
    f_NR5GC_TransportSorCmCheckfunction(nr_Cell12,nr_Cell11,v_PduToSend,-,"Step 29 PASS","Step 31 PASS",-,10.0);
  }//End of fl_TC_6_3_2_4_TestBody




1. [bookmark: _Toc122434493][bookmark: _Toc295288970][bookmark: _Toc325725665][bookmark: _Toc121172016][bookmark: _Toc140742504]Branches executed
[bookmark: _Toc122434494][bookmark: _Toc295288971][bookmark: _Toc325725666]The test case was executed on NR band n78 using NR ciphering nea2 and integrity algorithm nia2 
3 [bookmark: _Toc121172017][bookmark: _Toc140742505]Execution Log Files
3.1 [bookmark: _Toc140742506][bookmark: _Hlk120026754]Mediatek MT6815
The Mediatek MT6815 UE passed this test case on Anritsu Protocol Conformance Test System ME7834NR. The documentation below is enclosed as evidence of the successful test case run [1]:
· Test case execution log file:
TC_6_3_2_4_LOG.html
· PICS/PIXIT parameter file:
       TC_6_3_2_4_PIXIT.xml


4 [bookmark: _Toc122434496][bookmark: _Toc295288973][bookmark: _Toc325725668][bookmark: _Toc121172019][bookmark: _Toc140742507]References 
	[1]
	R5s230606: NR5GC FR1: Supporting information for addition of Rel-17 eCPSOR test case 6.3.2.4



