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1. [bookmark: _Toc122434485][bookmark: _Toc141170366]Overview
This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2022-09_D23wk37 related to the title of this CR.
[bookmark: _Hlk90298041]Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com

1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc141170367]Corrections required

1. [bookmark: _Toc136279094][bookmark: _Toc141170368]Change 1
	Function name
	function fl_TC_9_1_2_1_Body()

	Reason for change
	1. Some UE may fail this case at step 8 because UE might have not established new security context at step 6A-6B, as UE might have stored its previous security context. And if SS uses same RAND value at step 6A UE can respond to SS with Authetication response without evaluating security context.
From 24.501 clause 5.4.1.3.3 In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES*, in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES*


	Summary of change
	1. Updated RAND value for v_SecurityParams at step 6A.

	TTCN module
	SecurityMode_NR5GC.ttcn

	MCC160 Comment
	



Before Change:
	    function fl_TC_9_1_2_1_Body() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_SecurityParams;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;
    var template (omit) EAP_Message v_EAP;
    var template (omit) ABBA v_ABBA;
-----skipping code-----
    //@siclog "Step 5" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_SUCI))));
    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,
                                        tsc_NR_RbId_SRB1,
                                        cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection,   // @sic R5-202656 sic@
                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;
    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cr_NG_MobileIdentitySUCI(?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits))) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    } else {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 6");
    }

    //@siclog "Step 6A -6B" siclog@
    //added here
    f_NR5GC_Security_Set(v_SecurityParams);
    f_NR_Authentication5G_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN); // @sic R5-232425 sic@
    v_SecurityParams := f_NR5GC_Security_Get();
    
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* @sic R5s190205 sic@ */

    //@siclog "Step 7" siclog@
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_NoSecurity,  // @sic R5s201061 sic@
                                               v_GMM_MobilityInfo,
                                               true,
                                               omit,
                                               v_EAP,
                                               v_ABBA);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 8" siclog@
--------skipping code----
}






After Change:
	
function fl_TC_9_1_2_1_Body() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_SecurityParams;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;
    var template (omit) EAP_Message v_EAP;
    var template (omit) ABBA v_ABBA;
-----skipping code-----
    //@siclog "Step 5" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_SUCI))));
    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,
                                        tsc_NR_RbId_SRB1,
                                        cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection,   // @sic R5-202656 sic@
                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;
    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cr_NG_MobileIdentitySUCI(?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits))) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    } else {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 6");
    }

    //@siclog "Step 6A -6B" siclog@
    v_SecurityParams.AuthParams.RandValue := not4b(px_eAuthRAND);
    f_NR5GC_Security_Set(v_SecurityParams);
    f_NR_Authentication5G_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN); // @sic R5-232425 sic@
    v_SecurityParams := f_NR5GC_Security_Get();
    
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* @sic R5s190205 sic@ */

    //@siclog "Step 7" siclog@
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_NoSecurity,  // @sic R5s201061 sic@
                                               v_GMM_MobilityInfo,
                                               true,
                                               omit,
                                               v_EAP,
                                               v_ABBA);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 8" siclog@
--------skipping code----
}




