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1 [bookmark: _Toc122434485][bookmark: _Toc129168793]Overview
This document lists all the essencial changes needed to correct problems in the TTCN implementation of NR5GC test case 9.1.11.3, which is part of the NR5GC test suite in iwd-TTCN3-B2022-09_D22wk49.
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log file(s) is (are) provided as evidence. 
Contact:	Shaun Harry
	shaun.harry@keysight.com 
	Parikshit Bhise
	parikshit.bhise@rohde-schwarz.com  
1. [bookmark: _Toc129168794]Verification Test Summary 
Test Case: 	9.1.11.3.NR5GC
ATS Version:	iwd-TTCN3-B2022-09_D22wk49
[bookmark: _Hlk37919671]System Simulator used:	Keysight S8704A Protocol Conformance Toolset
	R&S® 5G Protocol Conformance Test platform
UE used:	Qualcomm Snapdragon X70 5G Modem-RF System
Verification Status:	PASS


2 [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc129168795]Corrections required
2. [bookmark: _Toc106975634][bookmark: _Toc109680267][bookmark: _Toc122623878][bookmark: _Toc129168796][bookmark: _Toc122434493][bookmark: _Toc295288970][bookmark: _Toc325725665]Change 1
	Function name
	f_Get_EAP_AuthenticationReqMsg

	Reason for change
	The SNN-NID should be part of AT_KDF_INPUT in order to correctly calculate the authentication Keys. From TS 24.501 section 5.4.1.2.2.2:

In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF or the AAA server of the CH or the DCS shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The AUSF or the AAA server of the CH or the DCS shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 9.12.1. The AUSF or the AAA server of the CH or the DCS may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

	Summary of change
	Passed the parameter for NID as input to function f_NG_EAP_ChallengeReq() called from function f_Get_EAP_AuthenticationReqMsg().

	TTCN module
	NG_NASTemplateFunctions

	MCC160 Comment
	



Before Change
	  function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                          NAS_PlmnId p_PLMN,
                                          template (omit) hexstring p_NID := omit) return template (value) NG_NAS_DL_Message_Type
  {
    var template (value) NG_NAS_DL_Message_Type v_NASMsg;
    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys
    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def), -, -, p_NID); // @sic R5s220753 sic@
    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN));
    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@
                                              -,
                                              -,
                                              v_EAP);
    return v_NASMsg;
  }



After Change
	  function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                          NAS_PlmnId p_PLMN,
                                          template (omit) hexstring p_NID := omit) return template (value) NG_NAS_DL_Message_Type
  {
    var template (value) NG_NAS_DL_Message_Type v_NASMsg;
    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys
    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def), -, -, p_NID); // @sic R5s220753 sic@
    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN, - , p_NID));
    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@
                                              -,
                                              -,
                                              v_EAP);
    return v_NASMsg;
  }



2. [bookmark: _Toc129168797]Change 2
	Function name
	fl_TC_9_1_11_3_TestBody

	Reason for change
	1. At steps 5, 6, 7, 12, 15, 16, 17 and 18, since the integrity has not been yet activated, the UL messages will be unsecured.
2. NID should be part of the SNN when generating the AUTHENTICATION REQUEST message.
3. The RRC security parameters should be updated once the NAS security has been established after step 17
4. Typo at step 16 verdict text

	Summary of change
	1. At these steps, changed the integrity protection type to tsc_SHT_NoSecurityProtection, and to Initial_NoSecurity 
2. Added the NID to the AUTH REQ message generation at steps 5 and 15
3. Called function f_NR5GC_Security_Set() to set the RRC Security
4. Updated step 16 verdict text

	TTCN module
	SNPN_NAS_NR5GC

	MCC160 Comment
	



Before Change
	function fl_TC_9_1_11_3_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (v_NGC_NASCellA);
    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);
    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);
    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(v_PLMN, {bit2oct(v_TAC)});
    
    //@siclog "Step 1" siclog@
    f_NR5GC_SwitchOnAndResetIMS();
    
    //@siclog "Steps 2-4" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");
    }

    
    //@siclog "Step 5" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN))));
                                                     

    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 7" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,                                                     cs_NG_AUTHENTICATION_REJECT(cs_EAP_Message(bit2oct(encvalue(cs_EAP_Failure)))))));

    //@siclog "Step 8" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 9" siclog@
    //Check: Does the UE transmit an RRCSetupRequest message for intial registration procedure within the next 30 seconds?
    f_NR_CheckNoRRCSetupReq(v_NGC_NASCellA, 30.0, cr_NR_EstablishmentCause_Any,  "Step 9");

    //@siclog "Step 10" siclog@
    f_NR_UE_DeRegisterOnSwitchOff(v_NGC_NASCellA, STATE_DEREGISTERED);

    //@siclog "Step 11" siclog@
    f_NR5GC_SwitchOnAndResetIMS();

    //@siclog "Steps 12-14" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }

    //@siclog "Step 15" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN))));

    //@siclog "Step 16" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 17" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_NG_AuthenticationResultMsg(v_NAS_SecurityParams))));


   
    //@siclog "Steps 18-19" siclog@
    //v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(v_NGC_NASCellA, v_NAS_SecurityParams, Initial_Secure, v_GMM_MobilityInfo);

    // Store GMM Mobility Info now
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);

    //@siclog "Steps 20-21" siclog@
    // RRC Security Mode procedure
    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, valueof(v_NAS_SecurityReturnValue.NasCount)); // Use NasCount returned from NAS S.M. Complete
    
    //@siclog "Steps 22-23" siclog@
    // UE Capability
    f_NR_Capability(v_NGC_NASCellA);
    
    //@siclog "Step 24" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                                                                                          v_GMM_MobilityInfo,  // @sic R5-206426 sic@
                                                                                                                          v_GUTIToSend,
                                                                                                                          v_TAIList,
                                                                                                                          -,-,-,-,-,
                                                                                                                          v_GMM_MobilityInfo.SessionStatus
                                                                                                                          ))));
    //@siclog "Step 25" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_REGISTRATION_COMPLETE)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 25");
    }
    
    //@siclog Step 26 siclog@
    f_NR5GC_RRC_Idle_Steps16_20 (v_NGC_NASCellA, -, TESTMode_OFF, noRrcConnectionRelease);
  }



After Change
	…
…
  import from NR_CellInfoInit all; 
  import from NR_SecurityFunctions all; 
…
…
function fl_TC_9_1_11_3_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (v_NGC_NASCellA);
    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);
    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);
    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(v_PLMN, {bit2oct(v_TAC)});
    
    var NID_r16 v_NID_ASN;
    var template (omit) hexstring v_NID := omit; 
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();      

    //@siclog "Step 1" siclog@
    f_NR5GC_SwitchOnAndResetIMS();
    
    //@siclog "Steps 2-4" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");
    }

    v_NID_ASN := f_NR_InitNDI(v_NGC_NASCellA); // returns a bitstring
    v_NID := bit2hex(v_NID_ASN);
   
    
    //@siclog "Step 5" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, v_NID)))); 

    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp; 
    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 7" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,                                                     cs_NG_AUTHENTICATION_REJECT(cs_EAP_Message(bit2oct(encvalue(cs_EAP_Failure)))))));

    //@siclog "Step 8" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 9" siclog@
    //Check: Does the UE transmit an RRCSetupRequest message for intial registration procedure within the next 30 seconds?
    f_NR_CheckNoRRCSetupReq(v_NGC_NASCellA, 30.0, cr_NR_EstablishmentCause_Any,  "Step 9");

    //@siclog "Step 10" siclog@
    f_NR_UE_DeRegisterOnSwitchOff(v_NGC_NASCellA, STATE_DEREGISTERED);

    //@siclog "Step 11" siclog@
    f_NR5GC_SwitchOnAndResetIMS();

    //@siclog "Steps 12-14" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected)); 
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }

    //@siclog "Step 15" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, v_NID))));

    //@siclog "Step 16" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp;
    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16"); 
    }
    
    //@siclog "Step 17" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                     f_Get_NG_AuthenticationResultMsg(v_NAS_SecurityParams))));


    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
    
    //@siclog "Steps 18-19" siclog@
    v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(v_NGC_NASCellA, v_NAS_SecurityParams, Initial_NoSecurity, v_GMM_MobilityInfo);

    // Store GMM Mobility Info now
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);

    //@siclog "Steps 20-21" siclog@
    // RRC Security Mode procedure
    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, valueof(v_NAS_SecurityReturnValue.NasCount)); // Use NasCount returned from NAS S.M. Complete
    
    //@siclog "Steps 22-23" siclog@
    // UE Capability
    f_NR_Capability(v_NGC_NASCellA);
    
    //@siclog "Step 24" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                                                                                          v_GMM_MobilityInfo,  // @sic R5-206426 sic@
                                                                                                                          v_GUTIToSend,
                                                                                                                          v_TAIList,
                                                                                                                          -,-,-,-,-,
                                                                                                                          v_GMM_MobilityInfo.SessionStatus
                                                                                                                          ))));
    //@siclog "Step 25" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_REGISTRATION_COMPLETE)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 25");
    }
    
    //@siclog Step 26 siclog@
    f_NR5GC_RRC_Idle_Steps16_20 (v_NGC_NASCellA, -, TESTMode_OFF, noRrcConnectionRelease);
  }




1. [bookmark: _Toc54888065][bookmark: _Toc129168798][bookmark: _Toc122434494][bookmark: _Toc295288971][bookmark: _Toc325725666]Branches executed
The test case was executed on NR5GC band n41 using NR ciphering nea2 and integrity algorithm nia2
4 [bookmark: _Toc129168799]Execution Log Files 
4.1 [bookmark: _Toc129168800]4.1	Qualcomm Snapdragon X70 5G Modem-RF System
The Qualcomm Snapdragon X70 5G Modem-RF System passed this test case on Keysight S8704A Protocol Conformance Toolset ,and R&S® 5G Protocol Conformance Test platform.
The documentation below is enclosed as evidence of the successful test case run [1]:
Keysight
· Test case execution log file:
Keysight \TC_9_1_11_3_LOG.html
· PICS/PIXIT parameter file:
      Keysight \TC_9_1_11_3_PIXIT.xml
R&S
· Test case execution log and PICS/PIXIT parameter file:
R&S\tc_9_1_11_3_QC.log
		(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)
5 [bookmark: _Toc122434496][bookmark: _Toc295288973][bookmark: _Toc325725668][bookmark: _Toc129168801]References
	[1]
	R5s230231:   Supporting information for addition of NR5GC test case 9.1.11.3 in FR1




