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1. [bookmark: _Toc130246273]Overview
This document lists all the essential changes needed to correct problems in the iwd-TTCN3-B2022-09_D22wk49 related to the title of this CR.  
[bookmark: _Hlk90298041]Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com


1. [bookmark: _Toc130246274]Corrections required
Change 1 of R5s230229[1] is also required to pass the TC in SNPN.
1. [bookmark: _Toc130246275]Change 1
	Function name
	function f_Get_EAP_OtherAuthenticationReqMsg()

	Reason for change
	Derivation of keys CK' and IK' for EAP-AKA' requires the Serving Network Name which needs to be updated to SNPN identity in case of SNPN. 
From TS 33.501 I.3.2:
SN Id = PLMN ID:NID

	Summary of change
	Add input parameter p_NID to be passed to f_NG_EAP_AuthenticationInit() where it’s already being handled properly

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	



Before Change:
	  function f_Get_EAP_OtherAuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                               NAS_PlmnId p_PLMN,
                                               octetstring p_EAPMsg) return template (value) NG_NAS_DL_Message_Type
  {
    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def)); // @sic R5s201021 sic@
    return cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                          cs_ABBA (p_SecurityParams.ABBA, omit),
                                          -,
                                          -,
                                          cs_EAP_Message(p_EAPMsg));
  }



After Change:
	  function f_Get_EAP_OtherAuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                               NAS_PlmnId p_PLMN,
                                               octetstring p_EAPMsg,
                                               template (omit) hexstring p_NID := omit) return template (value) NG_NAS_DL_Message_Type
  {
    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def), -, -, p_NID); // @sic R5s201021 sic@
    return cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                          cs_ABBA (p_SecurityParams.ABBA, omit),
                                          -,
                                          -,
                                          cs_EAP_Message(p_EAPMsg));
  }


1. [bookmark: _Toc127212457][bookmark: _Toc130246276][bookmark: _Toc122434493][bookmark: _Toc295288970][bookmark: _Toc325725665]Change 2
	Function name
	function fl_TC_9_1_1_1_TestBody()

	Reason for change
	Derivation of keys CK' and IK' for EAP-AKA' requires the Serving Network Name which needs to be updated to SNPN identity in case of SNPN. 
From TS 33.501 I.3.2:
SN Id = PLMN ID:NID

	Summary of change
	Initialize and pass the NID for NGC Cell A to the functions building the Authentication Request in Step 5 and Step 7

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	



[bookmark: _Hlk130245969]Before Change:
	  function fl_TC_9_1_1_1_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NG_NAS_SecurityParams_Type v_NAS_IncorrectSecurityParams;
    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (v_NGC_NASCellA);
    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);
    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);
    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(v_PLMN, {bit2oct(v_TAC)});

    //@siclog "Step 1" siclog@
    f_NR5GC_SwitchOnAndResetIMS();  // @sic R5s210729 sic@
    
    //@siclog "Steps 2-4" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");
    }
    
    //@siclog "Step 5" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, f_NG_EAP_IdentityDef()))));

    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_Identity_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 7" siclog@
    // start with the correct parameters, then change the AUTN
    v_NAS_IncorrectSecurityParams := v_NAS_SecurityParams;
    // @sic R5s210166 sic@
    v_NAS_IncorrectSecurityParams := f_NG_EAP_AuthenticationInit(v_NAS_IncorrectSecurityParams, v_PLMN, hex2str(px_IMSI_Def), -, sqnFailure); // @sic R5s201021 sic@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_IncorrectSecurityParams, v_PLMN, f_NG_EAP_ChallengeReq (v_NAS_IncorrectSecurityParams, v_PLMN, '01'O))))); // @sic R5s201410 sic@

    //@siclog "Step 8" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_SyncFailure_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");
    }
    
    //@siclog "Steps 9-10" siclog@
    f_NR_AuthenticationEAP_AKA(v_NGC_NASCellA, tsc_SHT_IntegrityProtected_Ciphered, tsc_SHT_IntegrityProtected_Ciphered, v_PLMN);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");
    v_NAS_SecurityParams := f_NR5GC_Security_Get(); // @sic R5s201021 sic@

    //@siclog "Step 11" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_NG_AuthenticationResultMsg(v_NAS_SecurityParams))));

    //@siclog "Steps 12-13" siclog@
    v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(v_NGC_NASCellA, v_NAS_SecurityParams, Initial_Secure, v_GMM_MobilityInfo);

    // Store GMM Mobility Info now
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo); // @sic R5s201021 sic@

    //@siclog "Steps 14-15" siclog@
    // RRC Security Mode procedure
    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, valueof(v_NAS_SecurityReturnValue.NasCount)); // Use NasCount returned from NAS S.M. Complete
    
    //@siclog "Steps 16-17" siclog@
    // UE Capability
    f_NR_Capability(v_NGC_NASCellA);
    
    //@siclog "Step 18" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                                                                                          v_GMM_MobilityInfo,  // @sic R5-206426 sic@
                                                                                                                          v_GUTIToSend,
                                                                                                                          v_TAIList,
                                                                                                                          -,-,-,-,-,
                                                                                                                          v_GMM_MobilityInfo.SessionStatus
                                                                                                                          ))));
    //@siclog "Step 19" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_REGISTRATION_COMPLETE)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 19");
    }
    
    //@siclog Step 20 siclog@
    f_NR5GC_RRC_Idle_Steps16_20 (v_NGC_NASCellA, -, TESTMode_OFF, noRrcConnectionRelease);
  }



After Change:
	  import from NR_CellInfoInit all;
  import from NR_Parameters all;

  function fl_TC_9_1_1_1_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NG_NAS_SecurityParams_Type v_NAS_IncorrectSecurityParams;
    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (v_NGC_NASCellA);
    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);
    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);
    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(v_PLMN, {bit2oct(v_TAC)});
    var NID_r16 v_NID_ASN;
    var template (omit) hexstring v_NID := omit;

    if(pc_SNPN_only){
      v_NID_ASN := f_NR_InitNDI(v_NGC_NASCellA); // returns a bitstring
      v_NID := bit2hex(v_NID_ASN);
    }

    //@siclog "Step 1" siclog@
    f_NR5GC_SwitchOnAndResetIMS();  // @sic R5s210729 sic@
    
    //@siclog "Steps 2-4" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");
    }
    
    //@siclog "Step 5" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, f_NG_EAP_IdentityDef(), v_NID))));

    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_Identity_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 7" siclog@
    // start with the correct parameters, then change the AUTN
    v_NAS_IncorrectSecurityParams := v_NAS_SecurityParams;
    // @sic R5s210166 sic@
    v_NAS_IncorrectSecurityParams := f_NG_EAP_AuthenticationInit(v_NAS_IncorrectSecurityParams, v_PLMN, hex2str(px_IMSI_Def), -, sqnFailure, v_NID); // @sic R5s201021 sic@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_IncorrectSecurityParams, v_PLMN, f_NG_EAP_ChallengeReq (v_NAS_IncorrectSecurityParams, v_PLMN, '01'O, v_NID), v_NID)))); // @sic R5s201410 sic@

    //@siclog "Step 8" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_SyncFailure_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");
    }
    
    //@siclog "Steps 9-10" siclog@
    f_NR_AuthenticationEAP_AKA(v_NGC_NASCellA, tsc_SHT_IntegrityProtected_Ciphered, tsc_SHT_IntegrityProtected_Ciphered, v_PLMN);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");
    v_NAS_SecurityParams := f_NR5GC_Security_Get(); // @sic R5s201021 sic@

    //@siclog "Step 11" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_NG_AuthenticationResultMsg(v_NAS_SecurityParams))));

    //@siclog "Steps 12-13" siclog@
    v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(v_NGC_NASCellA, v_NAS_SecurityParams, Initial_Secure, v_GMM_MobilityInfo);

    // Store GMM Mobility Info now
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo); // @sic R5s201021 sic@

    //@siclog "Steps 14-15" siclog@
    // RRC Security Mode procedure
    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, valueof(v_NAS_SecurityReturnValue.NasCount)); // Use NasCount returned from NAS S.M. Complete
    
    //@siclog "Steps 16-17" siclog@
    // UE Capability
    f_NR_Capability(v_NGC_NASCellA);
    
    //@siclog "Step 18" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                                                                                          v_GMM_MobilityInfo,  // @sic R5-206426 sic@
                                                                                                                          v_GUTIToSend,
                                                                                                                          v_TAIList,
                                                                                                                          -,-,-,-,-,
                                                                                                                          v_GMM_MobilityInfo.SessionStatus
                                                                                                                          ))));
    //@siclog "Step 19" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_REGISTRATION_COMPLETE)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 19");
    }
    
    //@siclog Step 20 siclog@
    f_NR5GC_RRC_Idle_Steps16_20 (v_NGC_NASCellA, -, TESTMode_OFF, noRrcConnectionRelease);
  }
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