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1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc124846507]Corrections required
1. [bookmark: _Toc124846508][bookmark: _GoBack]function f1_TC_22_5_6_Body
	Function name
	fl_TC_22_5_6_Body

	Reason for change
	In the current TTCN implemenation at step 81 the UE transmits a DETACH REQUEST and if the normal detach is performed the SS responds with DETACH ACCPET message in step 81Aa1 which is integrity protected and ciphered. However according to Prose TS 33.401 Clause 6.4 Handling of EPS security contexts:
a) Any EPS security context shall be deleted from the ME if the UICC is removed from the ME when the ME is in power on state 
Similary at both steps 86 and 87, Detach and Detach accept procedures are integrity protected and ciphered and do not handle the scenario when the pics pc_USIM_Removal set to true (USIM removal is performed). 

The current TTCN implementation needs to accommodate this.

	Summary of change
	In Detach Accept message at step 81Aa1 replaced the const “tsc_SHT_IntegrityProtected_Ciphered” with “tsc_SHT_NoSecurityProtection” and added detach and detach accept procedures without security protection to handle the scenario when pics pc_USIM_Removal set to true at steps 86 and 87 respectively.

	TTCN module
	NBIOT_NAS_Attach.ttcn

	MCC160 Comment
	


[bookmark: OLE_LINK14]
Before Change:
	function fl_TC_22_5_6_Body() runs on NBIOT_PTC
  {
    const NAS_CauseValue_Type tsc_EmmCause_MessageIncompatibleWithProtocolState := '01100101'B; // @sic R5s180246 sic@ //@sic R5-183208 sic@
    var template (value) NB_CellPowerList_Type v_CellPowerList;
    var NAS_MSG_Indication_Type v_NAS_Ind;
    var template (present) NAS_UL_Message_Type v_AttachReq;
    var template (present) NAS_UL_Message_Type v_ESMMessage;
    var template (present) B3_Type v_PDNTypeRxd := (f_GetPdnType(), '101'B);
    var B3_Type v_PDNType;
    var GutiParameters_Type v_Guti_Params_Cell50 := f_NBIOT_CellInfo_GetGuti (nbiot_Cell50);
    var GutiParameters_Type v_Guti_Params_Cell51 := f_NBIOT_CellInfo_GetGuti (nbiot_Cell51);
    var float v_T3410plusT3411 := 265.0;
    
   <<SKIPPED CODE>>
  
    //@siclog "Step 81" siclog@
      f_NBIOT_UE_DetachMO(nbiot_Cell50, RRC_CONNECTED, cr_DetachType('?'B, tsc_DetachMO_EpsOnly)); // @sic R5s180638 sic@
      // @sic R5s180057 sic@
      //@siclog "Step 81Aa1" siclog@ // @sic R5-174464 sic@
      SRB.send(cas_NB_SRB_NasPdu_REQ(nbiot_Cell50,
                                     tsc_SRB1bis,
                                     cs_TimingInfo_Now,
                                     cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                    cs_508_DETACH_ACCEPT)));          
<<SKIPPED CODE>>

  //@siclog "Step 86" siclog@
    //The SS initiates Detach procedure with the Detach Type IE "re-attach not required".
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell50,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                      cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_NoReAttach), cs_EMM_Cause_tv(tsc_Cause_EPSServNotAllowed))))); // @sic R5s170770 sic@
    //@siclog "Step 87" siclog@
    //Check: Does the UE send DETACH ACCEPT message?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell50,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                            cr_508_DETACH_ACCEPT)));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 87");
   <<SKIPPED CODE>>
  







After Change:
	
function fl_TC_22_5_6_Body() runs on NBIOT_PTC
  {
    const NAS_CauseValue_Type tsc_EmmCause_MessageIncompatibleWithProtocolState := '01100101'B; // @sic R5s180246 sic@ //@sic R5-183208 sic@
    var template (value) NB_CellPowerList_Type v_CellPowerList;
    var NAS_MSG_Indication_Type v_NAS_Ind;
    var template (present) NAS_UL_Message_Type v_AttachReq;
    var template (present) NAS_UL_Message_Type v_ESMMessage;
    var template (present) B3_Type v_PDNTypeRxd := (f_GetPdnType(), '101'B);
    var B3_Type v_PDNType;
    var GutiParameters_Type v_Guti_Params_Cell50 := f_NBIOT_CellInfo_GetGuti (nbiot_Cell50);
    var GutiParameters_Type v_Guti_Params_Cell51 := f_NBIOT_CellInfo_GetGuti (nbiot_Cell51);
    var float v_T3410plusT3411 := 265.0;

  <<SKIPPED CODE>>

   //@siclog "Step 81" siclog@
      f_NBIOT_UE_DetachMO(nbiot_Cell50, RRC_CONNECTED, cr_DetachType('?'B, tsc_DetachMO_EpsOnly)); // @sic R5s180638 sic@
      // @sic R5s180057 sic@
      //@siclog "Step 81Aa1" siclog@ // @sic R5-174464 sic@
      SRB.send(cas_NB_SRB_NasPdu_REQ(nbiot_Cell50,
                                     tsc_SRB1bis,
                                     cs_TimingInfo_Now,
                                     cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                    cs_508_DETACH_ACCEPT)));          //WA#


<<SKIPPED CODE>>

  //@siclog "Step 86" siclog@
    //The SS initiates Detach procedure with the Detach Type IE "re-attach not required".
    //WA#
    if (pc_USIM_Removal){
        SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell50,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_NoReAttach), cs_EMM_Cause_tv(tsc_Cause_EPSServNotAllowed))))); // @sic R5s170770 sic@
    }else{
        SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell50,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                      cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_NoReAttach), cs_EMM_Cause_tv(tsc_Cause_EPSServNotAllowed))))); // @sic R5s170770 sic@
    }
    //@siclog "Step 87" siclog@
    //Check: Does the UE send DETACH ACCEPT message?
    //WA#
    if (pc_USIM_Removal){
        SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell50,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_508_DETACH_ACCEPT)));
    }else {
         SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell50,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                            cr_508_DETACH_ACCEPT)));
    }
   
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 87");
  <<SKIPPED CODE>>




 




