 

 

	 

3GPP TSG-RAN5 Meeting #2022-TTCN email	R5s220784
Online, , 10th Dec 2021 - 31st Dec 2022
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	38.523-3
	CR
	2600
	rev
	-
	Current version:
	17.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Correction to f_ReconfigureSS_DRBs_NRDC

	
	

	Source to WG:
	ROHDE & SCHWARZ

	Source to TSG:
	R5

	
	

	Work item code:
	TEI15_Test, 5GS_NR_LTE-UEConTest
	
	Date:
	2022-06-17

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	In function f_ReconfigureSS_DRBs_NRDC, for split bear cases we configure MCG bearer drb id 3(proxy) and SCG bearer(drb id 3 split) and depending on the keys being used we configure AS_SecurityConfig.
currently for the case MCG_SCG_SecondaryKeys keys are provided on MCG (master) and SCG (Secondary). 
Its not clear, how TTCN informs the SS which keys shall be used for the split bearer
It is proposed to only provide the keys to the SCG (Secondary) as the PDCP (non-proxy) entity is configured here (non-proxy)

	
	

	Summary of change:
	Commented out ( to be removed) the code where the function f_NR_SS_RRC_EnableIntProt_CiphULandDL is called for MCG cell id

Security configuration are provided  via p_SCG_CellId

	
	

	Consequences if not approved:
	Which security configuration to be used by SS will not be clear

	
	

	Clauses affected:
	8.2.2.5.2.NR5GC, 8.2.2.9.2.NR5GC

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


[bookmark: _GoBack]
 

Page 1
 

 



[bookmark: _Toc106347388]Table of Contents
Table of Contents	3
1	Overview	3
2	Corrections required f_ReconfigureSS_DRBs_NRDC	3
2.1	Correction to f_ReconfigureSS_DRBs_NRDC	3

1. [bookmark: _Toc122434485][bookmark: _Toc101884688][bookmark: _Toc106347389]Overview
This document lists all the essential changes needed to correct problems in the iwd-TTCN3-B2020-09_D22wk23 related to the title of this CR. 
Contact: 	Parikshit Bhise
	Parikshit.bhise@rohde-schwarz.com		
	


1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc106347390]Corrections required f_ReconfigureSS_DRBs_NRDC
1.1 [bookmark: _Toc106347391]Correction to f_ReconfigureSS_DRBs_NRDC
	Function name
	f_ReconfigureSS_DRBs_NRDC

	Reason for change
	In function f_ReconfigureSS_DRBs_NRDC, for split bear cases we configure MCG bearer drb id 3(proxy) and SCG bearer(drb id 3 split) and depending on the keys being used we configure AS_SecurityConfig.
currently for the case MCG_SCG_SecondaryKeys keys are provided on MCG (master) and SCG (Secondary). 
Its not clear, how TTCN informs the SS which keys shall be used for the split bearer
It is proposed to only provide the keys to the SCG (Secondary) as the PDCP (non-proxy) entity is configured here (non-proxy)


	Summary of change
	Commented out ( to be removed) the code where the function f_NR_SS_RRC_EnableIntProt_CiphULandDL is called for MCG cell id

Security configuration are providrd  via p_SCG_CellId

	TTCN module
	NR5GC_RRCSteps_NRDC

	MCC160 Comment
	



Before Change:
	function f_ReconfigureSS_DRBs_NRDC( NR_CellId_Type p_MCG_CellId,
                                      NR_CellId_Type p_SCG_CellId,
                                      template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigMCG,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigSCG,
                                      NRDC_SecurityActivation_Type  p_NRDC_SecurityActivation,
                                      RNTI_Value p_RNTI_Value :=  tsc_C_RNTI_Value4,
                                      boolean p_ActivateSecurity := true
                                    ) runs on NR_BASE_PTC
  { //@sic R5s220185 : added p_ActivateSecurity sic@
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release
    if (isvalue(p_SS_ConfigMCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_MCG_CellId, p_SS_ConfigMCG, p_TimingInfo);
    }

    //Reconfigure SS SCG
    if (isvalue(p_SS_ConfigSCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_SCG_CellId, p_SS_ConfigSCG, p_TimingInfo);
        f_NR_CellInfo_SetRNTI(p_SCG_CellId, p_RNTI_Value);
        f_NR_SS_C_RNTI_Config(p_SCG_CellId, p_RNTI_Value);
        f_NR_ULGrantConfiguration_Start(p_SCG_CellId);
    }
    //Configure PDCP security on MCG and SCG
    if (p_ActivateSecurity)
    {
        select (p_NRDC_SecurityActivation) {
            case (MCG) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_MasterKeys) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_SecondaryKeys) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
            case(SCG) {
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
        }
    }
  }



After Change:
	function f_ReconfigureSS_DRBs_NRDC( NR_CellId_Type p_MCG_CellId,
                                      NR_CellId_Type p_SCG_CellId,
                                      template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigMCG,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigSCG,
                                      NRDC_SecurityActivation_Type  p_NRDC_SecurityActivation,
                                      RNTI_Value p_RNTI_Value :=  tsc_C_RNTI_Value4,
                                      boolean p_ActivateSecurity := true
                                    ) runs on NR_BASE_PTC
  { //@sic R5s220185 : added p_ActivateSecurity sic@
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release
    if (isvalue(p_SS_ConfigMCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_MCG_CellId, p_SS_ConfigMCG, p_TimingInfo);
    }

    //Reconfigure SS SCG
    if (isvalue(p_SS_ConfigSCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_SCG_CellId, p_SS_ConfigSCG, p_TimingInfo);
        f_NR_CellInfo_SetRNTI(p_SCG_CellId, p_RNTI_Value);
        f_NR_SS_C_RNTI_Config(p_SCG_CellId, p_RNTI_Value);
        f_NR_ULGrantConfiguration_Start(p_SCG_CellId);
    }
    //Configure PDCP security on MCG and SCG
    if (p_ActivateSecurity)
    {
        select (p_NRDC_SecurityActivation) {
            case (MCG) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_MasterKeys) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_SecondaryKeys) {
                /*v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);*/ //commented out MCG ciphering activation
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
            case(SCG) {
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
        }
    }
  }



