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1. [bookmark: _Toc122434485][bookmark: _Toc110525507]Overview
This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B20202-09_D22wk43 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc110525508]Corrections required


1.1 [bookmark: _Toc109390174][bookmark: _Toc110525509]Change 1
	Function name
	f_EUTRA_ResetIPandIMS()

	Reason for change
	
During the function f_EUTRA_ResetIPandIMS(), the function f_EUTRA_ResetIMS() is called which will send a signal cms_IPCAN_IMS_Reset to IMS PTC but will not wait for any confirmation. This trigger will cause IMS PTC to reset including sending IMS_SecurityRelease_REQ to IP PTC. In the case where IMS servers and security context are still active, this will cause security contexts and sockets to be closed which can take some time. This can happen in the case where the UE is switched off during a test case but does not perform the (optional) IMS de-registration procedure, and then EUTRA PTC calls f_EUTRA_ResetIPandIM() before swiwtching the UE back on again at at a subsequent step.

Because EUTRA PTC is not waiting for a response after resetting IMS, it will continue and call f_IP_Handling_StartPDN() which will send startPDN signal to IP PTC which may still be processing the IMS security release. This can cause IP PTC to lock up as sockets are being closed and opened at the same time.


	Summary of change
	
Add a short delay following IMS reset, to allow IMS and IP reset procedures to complete before configuring new PDN handling.

	TTCN module
	EUTRA_InitialRegistration.ttcn

	MCC160 Comment
	Accepted in principle, but implemented differently avoiding the arbitrary delay:
In detail in TTCN there is the following behaviour:
· IPCAN (EUTRA) PTC:
f_EUTRA_ResetIPandIMS  f_EUTRA_ResetIMS  f_IMS_IPCAN_SendCoOrdMsg(IMS[v_Index], cms_IPCAN_IMS_Reset);
 IPCAN sends "Reset" to IMS PTC; so far there is no confirmation sent from the IMS PTC 
· IMS PTC:
fl_IMS_DefaultHandler_ChangeInfo  f_IMS_GlobalRelease  f_IMS_Register_SecurityRelease: fl_IMS_ConfigureIP(cas_IMS_SecurityRelease_REQ(p_SecurityReleaseMode), car_IMS_SecurityRelease_CNF);
 IMS PTC sends IMS_SecurityRelease_REQ to IP PTC and waits for confirmation
· IP PTC:
a_IP_IMS_Config -> fl_IMS_Server_RemoveSecurityContexts;
after fl_IMS_Server_RemoveSecurityContexts is done the IP PTC sends a confirmation to the IMS PTC, BUT in case of IMS_SecurityRelease_REQ fl_IMS_Server_RemoveSecurityContexts is called with v_WaitForCNF := false  when closing TCP connections and servers fl_IMS_Server_RemoveSecurityContexts returns without waiting for the final confirmation (this is needed when e.g. when in IMS 4G test case 12.2a the UE may immediately come up with a new IMS registration)
 Basically the following changes are needed:
· If requested by the IPCAN PTC the IMS PTC shall hand through the confirmation from the IP PTC to the IPCAN PTC which shall wait for it.
· If requested the IP PTC shall call fl_IMS_Server_RemoveSecurityContexts with v_WaitForCNF := true.
 see MCC160 implementation below
Similar changes made to the sister NR5GC functions



Before Change:
	function f_EUTRA_ResetIPandIMS(EUTRA_CellId_Type p_CellId,
                                 PDN_Index_Type p_PdnIndex := PDN_1,
                                 IP_DrbId_Type p_DrbId := tsc_DRB1,
                                 boolean p_ResetIMS := true) runs on EUTRA_PTC
  {
    if (p_ResetIMS) {
      f_EUTRA_ResetIMS(p_PdnIndex);    /* @sic R5s150031 sic@ */
    }
    f_IP_Routing_RestoreRoutingTable(IP); /* @sic R5s201313 sic@ */
    f_IP_Handling_StartPDN(IP, p_PdnIndex, cs_DrbInfo_EUTRA(p_CellId, p_DrbId));
  }



After Change:
	
function f_EUTRA_ResetIPandIMS(EUTRA_CellId_Type p_CellId,
                                 PDN_Index_Type p_PdnIndex := PDN_1,
                                 IP_DrbId_Type p_DrbId := tsc_DRB1,
                                 boolean p_ResetIMS := true) runs on EUTRA_PTC
  {
    if (p_ResetIMS) {
      f_EUTRA_ResetIMS(p_PdnIndex);    /* @sic R5s150031 sic@ */
      f_Delay(3.0);
    }
    f_IP_Routing_RestoreRoutingTable(IP); /* @sic R5s201313 sic@ */
    f_IP_Handling_StartPDN(IP, p_PdnIndex, cs_DrbInfo_EUTRA(p_CellId, p_DrbId));
  }



[bookmark: _Hlk122357039]MCC160 Implementation

Coordination Messages IPCAN PTC  IMS PTC:
	  type enumerated IPCAN_IMS_Reset_Type { WithCNF, WithoutCNF };

	  type union IPCAN_IMS_Control_Type {
    Null_Type                           Reset,                  // to reset IMS after UE has been switched off and gets switched on again
    IPCAN_IMS_Reset_Type                Reset,                  // to reset IMS after UE has been switched off and gets switched on again
    Null_Type                           IpcanInd,               // to indicate to IMS which IPCAN is active (at port IPCAN or at port OtherIPCAN)
    IPCAN_RAN_Type                      ReregistrationStart,    // to prepare IMS PTC for (optional) re-registration
    Null_Type                           ReregistrationStop,     // to indicate to IMS PTC that no re-registration will happen anymore
    Null_Type                           NoRegistration          // no IMS registration shall happen (e.g. due to test loop mode being activated) @sic R5-169150 sic@
  };



Coordination Messages IMS PTC  IP PTC:
	  type record IMS_SecurityRelease_Type {
    IMS_SecurityReleaseMode_Type        Mode,
    boolean                             WaitForCNF
  };

	  type union IMS_CONFIG_REQ {
    IPsec_SecurityKeys_Type             InstallKey,
    IMS_PortsAndSecurityConfigReq_Type  PortsAndSecurityConfig,
    IMS_SecurityReleaseMode_Type        SecurityReleaseMode,            /* @sic R5s170231 - Additional changes: IMS_SecurityRelease_Type; RegInfoRelease removed sic@ */
    Null_Type                           CloseTCP,                       /* @sic R5s130988 change 1 - MCC160 implementation sic@ */
    IMS_RestartPCSCF_Type               RestartPCSCF                    /* @sic R5-213534: support of 2nd P-CSCF sic@ */
  };

	  type union IMS_CONFIG_CNF {
    Null_Type                           InstallKey,
    IMS_PortsAndSecurityConfigCnf_Type  PortsAndSecurityConfig,
    Null_Type                           SecurityReleaseMode,            /* @sic R5s170231 - Additional changes: RegInfoRelease removed sic@ */
    Null_Type                           CloseTCP,                       /* @sic R5s130988 change 1 - MCC160 implementation sic@ */
    Null_Type                           RestartPCSCF                    /* @sic R5-213534: support of 2nd P-CSCF sic@ */
  };



IPCAN PTC:
	  template (value) IMS_IPCAN_Coordination_MSG cms_IPCAN_IMS_Reset(IPCAN_IMS_Reset_Type p_ResetType := WithoutCNF) :=
  {
    IPCAN_IMS_Control := {
      Reset := true
      Reset := p_ResetType
    }
  };

	  function f_EUTRA_ResetIMS(PDN_Index_Type p_PdnIndex,
                            IPCAN_IMS_Reset_Type p_ResetType := WithCNF) runs on EUTRA_PTC
  {
    var integer v_Index := f_PDN_PdnIndex2ImsIndex(p_PdnIndex);

    f_IMS_IPCAN_SendCoOrdMsg(IMS[v_Index], cms_IPCAN_IMS_Reset(p_ResetType));
    if (p_ResetType == WithCNF) {
      f_IMS_IPCAN_WaitForTrigger(IMS[v_Index]);
    }
  }



IMS PTC:
	  template (present) IMS_IPCAN_Coordination_MSG cmr_IPCAN_IMS_Reset(template (present) IPCAN_IMS_Reset_Type p_Reset := ?) :=
  {
    IPCAN_IMS_Control := {
      Reset := true
      Reset := p_Reset
    }
  };

	  template (value) IMS_CONFIG_REQ cas_IMS_SecurityRelease_REQ(IMS_SecurityReleaseMode_Type p_SecurityReleaseMode,
                                                              boolean p_WaitForCNF) :=
  {
    SecurityReleaseMode := p_SecurityReleaseMode
    SecurityRelease := {
      Mode := p_SecurityReleaseMode,
      WaitForCNF := p_WaitForCNF
    }
  };

	  template (present) IMS_CONFIG_CNF car_IMS_SecurityRelease_CNF := {SecurityReleaseMode := true};

	  function f_IMS_Register_SecurityRelease(IMS_SecurityReleaseMode_Type p_SecurityReleaseMode,
                                          boolean p_WaitForCNF := false) runs on IMS_PTC
  {
    fl_IMS_ConfigureIP(cas_IMS_SecurityRelease_REQ(p_SecurityReleaseMode, p_WaitForCNF),
                       car_IMS_SecurityRelease_CNF);
  }

	  function fl_IMS_DefaultHandler_ChangeInfo(IMS_DefaultHandlerInfo_Type p_DefaultHandlerInfo,
                                            IMS_IpcanPortType_Type p_IpcanType,
                                            IPCAN_IMS_Control_Type p_IPCAN_IMS_Control) runs on IMS_PTC return IMS_DefaultHandlerInfo_Type
  {
    var IMS_DefaultHandlerInfo_Type v_DefaultHandlerInfo := p_DefaultHandlerInfo;
    var boolean v_WaitForCNF;

    v_DefaultHandlerInfo.IpcanType := p_IpcanType;  /* IPCAN_E or OtherIPCAN_E */

    if (ischosen(p_IPCAN_IMS_Control.Reset)) {
      v_DefaultHandlerInfo.State := WaitForRegistration;
      v_WaitForCNF := (p_IPCAN_IMS_Control.Reset == WithCNF);
      f_IMS_GlobalRelease(full, v_WaitForCNF);
      if (v_WaitForCNF) {
        fl_IMS_DefaultHandler_SendCoOrdMsg(p_IpcanType);
      }
    }
    else if (ischosen(p_IPCAN_IMS_Control.IpcanInd)) {
      /* nothing else to be done */
    }
    else if (ischosen(p_IPCAN_IMS_Control.ReregistrationStart)) {
      f_IMS_PTC_SetRanType(p_IPCAN_IMS_Control.ReregistrationStart);
      v_DefaultHandlerInfo.State := WaitForReregistration;
    }
    else if (ischosen(p_IPCAN_IMS_Control.ReregistrationStop)) {
      if (v_DefaultHandlerInfo.State == WaitForReregistration) {
        v_DefaultHandlerInfo.State := WaitForDeregistration;
      }
    }
    else if (ischosen(p_IPCAN_IMS_Control.NoRegistration)) {    // @sic R5-169150 sic@
      v_DefaultHandlerInfo.State := NoRegistration;
    }
    return v_DefaultHandlerInfo;
  }

	  function f_IMS_GlobalRelease(IMS_SecurityReleaseMode_Type p_SecurityReleaseMode := full,
                               boolean p_WaitForCNF := false) runs on IMS_PTC
  {
    f_IMS_Register_SecurityRelease(p_SecurityReleaseMode, p_WaitForCNF);
    f_IMS_PTC_Reset();
  }



IP PTC:
	  template (present) IMS_CONFIG_REQ car_IMS_SecurityRelease_REQ := {SecurityReleaseMode := ?};

	  template (value) IMS_CONFIG_CNF cas_IMS_SecurityRelease_CNF := {SecurityReleaseMode := true};

	  altstep a_IP_IMS_Config(inout IMS_Server_Type p_ImsServer,
                          IP_IMS_CTRL_PORT p_Port) runs on IP_PTC
  {
    var IMS_CONFIG_REQ v_IMS_CONFIG_REQ;
    var IMS_PortsAndSecurityConfigReq_Type v_PortsAndSecurityConfig;
    var template (omit) IMS_RegistrationInfo_Type v_RegistrationInfo;
    var boolean v_WaitForCNF;
    var IMS_SecurityRelease_Type v_SecurityRelease;

...

    [] p_Port.receive(car_IMS_SecurityRelease_REQ) -> value v_IMS_CONFIG_REQ
      {
        v_WaitForCNF := false;
        fl_IMS_Server_RemoveSecurityContexts(p_ImsServer, v_IMS_CONFIG_REQ.SecurityReleaseMode, v_WaitForCNF);
        v_SecurityRelease := v_IMS_CONFIG_REQ.SecurityRelease;
        fl_IMS_Server_RemoveSecurityContexts(p_ImsServer, v_SecurityRelease.Mode, v_SecurityRelease.WaitForCNF);
        p_Port.send(cas_IMS_SecurityRelease_CNF);
      }

...

  }



Further improvement:
	  function f_EUTRA_SwitchOnAndResetIMS() runs on EUTRA_PTC
  {
    f_EUTRA_ResetIMS(PDN_1); // reset of IMS before the UE is switched on; use of f_EUTRA_ResetIMS
    f_UT_SwitchOnUE(UT);
    f_IMS_IPCAN_SendCoOrdMsg(IMS[f_PDN_PdnIndex2Integer(PDN_1)], cms_IPCAN_IMS_Reset);
  }



  function f_NR5GC_SwitchOnAndResetIMS() runs on NR5GC_PTC
  {
    f_UT_SwitchOnUE(UT);
    f_IMS_IPCAN_SendCoOrdMsg(IMS[f_PDN_PdnIndex2Integer(PDN_1)], cms_IPCAN_IMS_Reset);  
	f_NR5GC_ResetIMS(PDN_1);  // @sic R5s201177: f_PDN_PdnIndex2ImsIndex instead of f_PDN_PdnIndex2Integer sic@
    f_IP_Routing_RestoreRoutingTable(IP); /* @sic R5s201235 sic@ */
	f_UT_SwitchOnUE(UT);
  }

  function f_NR5GC_ResetIMS(PDN_Index_Type p_PdnIndex,
                            IPCAN_IMS_Reset_Type p_ResetType := WithCNF) runs on NR5GC_PTC
  {
    var integer v_Index := f_PDN_PdnIndex2ImsIndex(p_PdnIndex);

    f_IMS_IPCAN_SendCoOrdMsg(IMS[v_Index], cms_IPCAN_IMS_Reset(p_ResetType));
    if (p_ResetType == WithCNF) {
      f_IMS_IPCAN_WaitForTrigger(IMS[v_Index]);
    }
  }
  
