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1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc106347390]Corrections required f_ReconfigureSS_DRBs_NRDC
1.1 [bookmark: _Toc106347391]Correction to f_ReconfigureSS_DRBs_NRDC
	Function name
	f_ReconfigureSS_DRBs_NRDC

	Reason for change
	In function f_ReconfigureSS_DRBs_NRDC, for split bear cases we configure MCG bearer drb id 3(proxy) and SCG bearer(drb id 3 split) and depending on the keys being used we configure AS_SecurityConfig.
currently for the case MCG_SCG_SecondaryKeys keys are provided on MCG (master) and SCG (Secondary). 
Its not clear, how TTCN informs the SS which keys shall be used for the split bearer
It is proposed to only provide the keys to the SCG (Secondary) as the PDCP (non-proxy) entity is configured here (non-proxy)


	Summary of change
	Commented out ( to be removed) the code where the function f_NR_SS_RRC_EnableIntProt_CiphULandDL is called for MCG cell id

Security configuration are providrd  via p_SCG_CellId

	TTCN module
	NR5GC_RRCSteps_NRDC

	MCC160 Comment
	Accepted, implemented differently: in f_NR_RRCReconfig_AddSCG_DRBs_NRDC set the variable v_NRDC_SecurityActivation to ‘SCG’



Before Change:
	function f_ReconfigureSS_DRBs_NRDC( NR_CellId_Type p_MCG_CellId,
                                      NR_CellId_Type p_SCG_CellId,
                                      template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigMCG,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigSCG,
                                      NRDC_SecurityActivation_Type  p_NRDC_SecurityActivation,
                                      RNTI_Value p_RNTI_Value :=  tsc_C_RNTI_Value4,
                                      boolean p_ActivateSecurity := true
                                    ) runs on NR_BASE_PTC
  { //@sic R5s220185 : added p_ActivateSecurity sic@
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release
    if (isvalue(p_SS_ConfigMCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_MCG_CellId, p_SS_ConfigMCG, p_TimingInfo);
    }

    //Reconfigure SS SCG
    if (isvalue(p_SS_ConfigSCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_SCG_CellId, p_SS_ConfigSCG, p_TimingInfo);
        f_NR_CellInfo_SetRNTI(p_SCG_CellId, p_RNTI_Value);
        f_NR_SS_C_RNTI_Config(p_SCG_CellId, p_RNTI_Value);
        f_NR_ULGrantConfiguration_Start(p_SCG_CellId);
    }
    //Configure PDCP security on MCG and SCG
    if (p_ActivateSecurity)
    {
        select (p_NRDC_SecurityActivation) {
            case (MCG) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_MasterKeys) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_SecondaryKeys) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
            case(SCG) {
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
        }
    }
  }



After Change:
	function f_ReconfigureSS_DRBs_NRDC( NR_CellId_Type p_MCG_CellId,
                                      NR_CellId_Type p_SCG_CellId,
                                      template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigMCG,
                                      template (omit) NR_RadioBearerList_Type p_SS_ConfigSCG,
                                      NRDC_SecurityActivation_Type  p_NRDC_SecurityActivation,
                                      RNTI_Value p_RNTI_Value :=  tsc_C_RNTI_Value4,
                                      boolean p_ActivateSecurity := true
                                    ) runs on NR_BASE_PTC
  { //@sic R5s220185 : added p_ActivateSecurity sic@
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release
    if (isvalue(p_SS_ConfigMCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_MCG_CellId, p_SS_ConfigMCG, p_TimingInfo);
    }

    //Reconfigure SS SCG
    if (isvalue(p_SS_ConfigSCG)) {
        f_NR_SS_CommonRadioBearerConfig(p_SCG_CellId, p_SS_ConfigSCG, p_TimingInfo);
        f_NR_CellInfo_SetRNTI(p_SCG_CellId, p_RNTI_Value);
        f_NR_SS_C_RNTI_Config(p_SCG_CellId, p_RNTI_Value);
        f_NR_ULGrantConfiguration_Start(p_SCG_CellId);
    }
    //Configure PDCP security on MCG and SCG
    if (p_ActivateSecurity)
    {
        select (p_NRDC_SecurityActivation) {
            case (MCG) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_MasterKeys) {
                v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);
            }
            case (MCG_SCG_SecondaryKeys) {
                /*v_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_MCG_CellId, false);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_MCG_CellId,
                                                    v_SecurityParams.AS_Integrity,
                                                    v_SecurityParams.AS_Ciphering);*/ //commented out MCG ciphering activation
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
            case(SCG) {
                v_SecurityParams.AS_Ciphering_S.ActTimeList := f_NR_RRC_CipherActTime_SCG(p_SCG_CellId, p_SS_ConfigSCG);
                f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_SCG_CellId,
                                                    v_SecurityParams.AS_Integrity_S,
                                                    v_SecurityParams.AS_Ciphering_S);
            }
        }
    }
  }



MCC160 proposed implementation
  function f_NR_RRCReconfig_AddSCG_DRBs_NRDC( NR_CellId_Type p_MCG_CellId,
                                              NR_CellId_Type p_SCG_CellId,
                                              NRDC_DRB_Configuration_Type p_NRDC_DRB_Type,
                                              template(omit) PDCP_Config p_PDCP_Config := cs_38508_PDCP_Config,
                                              template(omit) NR_RadioBearerList_Type p_SS_ConfigMCG := omit,
                                              template(omit) NR_RadioBearerList_Type p_SS_ConfigSCG := omit
                                            ) runs on NR5GC_PTC
  { //@sic R5s211335 sic@
    var NR_SecurityParams_Type v_SecurityParams := f_NR_Security_Get();
    var template (omit) RadioBearerConfig v_RadioBearerConfig1 := omit;
    var template (omit) RadioBearerConfig v_RadioBearerConfig2 := omit;
    var template (omit) CellGroupConfig v_CellGroupConfigMCG := omit;
    var template (value) CellGroupConfig v_CellGroupConfigSCG;
    var template (omit) NR_RadioBearerList_Type v_SS_ConfigMCG := omit;
    var template (omit) NR_RadioBearerList_Type v_SS_ConfigSCG := omit;
    var template (value) SDAP_Config v_SDAP_ConfigSCG;
    var integer v_SCG_DRB_Id := f_NR_GetNextSCGDRBId();
    var boolean v_IsFR1_SCG := f_NR_CellInfo_GetIsFR1(p_SCG_CellId);
    var template (value) DRB_ToAddMod v_DRBToAddMod_SCG;
    var template (value) SDAP_Configuration_Type v_SDAP_ConfigurationSCG;
    var NRDC_SecurityActivation_Type v_NRDC_SecurityActivation;
    var RNTI_Value v_RNTI_ValueSecondary :=  tsc_C_RNTI_Value4;
    var template (omit) GSM_MobilityInfo_Type v_GSM_MobilityInfo := f_Get_PDUSessionForDNNType(f_NR5GC_MobileInfo_GetSessionInfoList(), Internet_DNN);
    var template (value) QoS_Flow v_QoSFlow;
    var template (value) NG_NAS_DL_Pdu_Type v_NG_NAS_DL_Pdu;
    var CellGroupId v_CellGroupIdSCG := f_NR_CellInfo_Get_CellGroupId(p_SCG_CellId);
    
    if (isvalue(v_GSM_MobilityInfo)) {
      v_QoSFlow := cs_QoS_Flow5;
      v_QoSFlow.qfi := '000101'B;  // QFI = 5
      v_NG_NAS_DL_Pdu := f_Get_NG_PDUSessionModificationCommand(v_GSM_MobilityInfo.SessionId, -, -, -, -, -, f_BuildDefaultQoSRules("5", '7A'O), cs_QoSFlowDescr({v_QoSFlow}));
      // SDAP parameter for the new SCG DRB Id
      // The SDAP needs to include the QFI of the QoS Flow of the SCG bearer.  This will never be a default bearer
      v_SDAP_ConfigSCG := cs_SDAP_Config(oct2int(valueof(v_GSM_MobilityInfo.SessionId)), false, {5});
      v_SDAP_ConfigurationSCG:= f_ReturnNR_SDAP_Configuration_FromSDAP_Config(valueof(v_SDAP_ConfigSCG));
    } else {
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "No internet PDU session found to modify");
    }
    
    select(p_NRDC_DRB_Type) {
        case(MCG_SCG){  // Configure SCG DRB
            //@sic R5s210791 R5s210888 sic@
            if (isvalue(p_PDCP_Config)) {
                v_DRBToAddMod_SCG := cs_38508_NRDRB_ToAddMod(v_SDAP_ConfigSCG, v_SCG_DRB_Id, p_PDCP_Config);
            }
            v_RadioBearerConfig2 := cs_38508_RadioBearerConfigDef(omit, {v_DRBToAddMod_SCG}, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get_SCG(), f_NR_AS_IntegrityAlgorithm_Get_SCG()), secondary));
            if (isvalue(p_SS_ConfigSCG)) {
                v_SS_ConfigSCG := p_SS_ConfigSCG;
            } else {
                v_SS_ConfigSCG := { cs_NR_SS_DRB_Config(v_SCG_DRB_Id,
                                                        cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsDRB),
                                                        cs_NR_RlcBearerConfig_AM(v_IsFR1_SCG, -, f_NR_LogicalChannelId_DRB(v_SCG_DRB_Id)),
                                                        v_SDAP_ConfigurationSCG) };
            }
            v_CellGroupConfigSCG := f_NR_GetSCGConfigNRDC_SCG(p_SCG_CellId, v_SCG_DRB_Id, v_RNTI_ValueSecondary);
            v_NRDC_SecurityActivation := MCG_SCG_SecondaryKeys;
        }
        case(MCG_SCG_MNTerminated){          // Configure SCG DRB MN terminated
            //Add SCG DRB to RadioBearerConfig1 -> MN terminated
            //@sic R5s210888 sic@
            if (isvalue(p_PDCP_Config)) {
                v_DRBToAddMod_SCG := cs_38508_NRDRB_ToAddMod(v_SDAP_ConfigSCG, v_SCG_DRB_Id, p_PDCP_Config);
            }
            v_RadioBearerConfig1 := cs_38508_RadioBearerConfigDef(omit, {v_DRBToAddMod_SCG}, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), master));
            v_RadioBearerConfig2 := omit;
            //In SS configure the SCG DRB in the MCG Cell
            v_SS_ConfigMCG := { cs_NR_SS_DRB_Config(v_SCG_DRB_Id,
                                                    cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsDRB),
                                                    cs_NR_RlcBearerConfig_AM(v_IsFR1_SCG, -, f_NR_LogicalChannelId_DRB(v_SCG_DRB_Id)),
                                                    v_SDAP_ConfigurationSCG)};
            v_CellGroupConfigSCG := f_NR_GetSCGConfigNRDC_SCG(p_SCG_CellId, v_SCG_DRB_Id, v_RNTI_ValueSecondary);
            v_NRDC_SecurityActivation := MCG_SCG_MasterKeys;
        }
        case(MCG_Split) {   //MCG DRB reconfigured with Split - New SCG DRB is split SN terminated
            //@sic R5s210888 sic@
            if (isvalue(p_PDCP_Config)) {
                v_RadioBearerConfig2 := cs_NRDRB_SplitBearer(cs_NR_DRB_SDAP(v_SDAP_ConfigSCG), v_SCG_DRB_Id, p_PDCP_Config, secondary, f_NR_AS_CipheringAlgorithm_Get_SCG(), f_NR_AS_IntegrityAlgorithm_Get_SCG()); //@sic R5s211471 sic@
            } else {
                v_RadioBearerConfig2 := cs_NRDRB_SplitBearer(cs_NR_DRB_SDAP(v_SDAP_ConfigSCG), v_SCG_DRB_Id, cs_NR_PDCP_Config_Split(cs_38508_PDCP_Config_DRB, omit, v_CellGroupIdSCG), secondary,f_NR_AS_CipheringAlgorithm_Get_SCG(), f_NR_AS_IntegrityAlgorithm_Get_SCG());//@sic R5s211471 sic@
            }
            //Add RLC SCG DRB in MCG
            v_CellGroupConfigMCG := f_NR_GetCellgroupConfig_DRB (p_MCG_CellId, {v_SCG_DRB_Id}, false);
            v_CellGroupConfigSCG := f_NR_GetSCGConfigNRDC_SCG(p_SCG_CellId, v_SCG_DRB_Id, v_RNTI_ValueSecondary);
            //Add the new SCG DRB
            if (isvalue(p_SS_ConfigMCG)) {
                v_SS_ConfigMCG := p_SS_ConfigMCG;
            } else {
                v_SS_ConfigMCG := { cs_NR_SS_DRB_Config(v_SCG_DRB_Id,
                                                        cs_NR_PDCP_Configuration_Proxy(cs_RlcBearerRouting_NR(p_SCG_CellId)),
                                                        cs_NR_RlcBearerConfig_AM(v_IsFR1_SCG, -, f_NR_LogicalChannelId_DRB(v_SCG_DRB_Id))) };
            }
            if (isvalue(p_SS_ConfigSCG)) {
                v_SS_ConfigSCG := p_SS_ConfigSCG;
            } else {
                v_SS_ConfigSCG := {cs_NR_SS_DRB_Config(v_SCG_DRB_Id,
                                                       cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsDRB, cs_RlcBearerRouting_NR(p_MCG_CellId)),
                                                       cs_NR_RlcBearerConfig_AM(v_IsFR1_SCG, -, f_NR_LogicalChannelId_DRB(v_SCG_DRB_Id)),
                                                       v_SDAP_ConfigurationSCG)};
            }
            v_NRDC_SecurityActivation := SCG;  //@sic R5s220784 sic@
            v_DRBToAddMod_SCG := cs_38508_NRDRB_ToAddMod(v_SDAP_ConfigSCG, v_SCG_DRB_Id, cs_38508_PDCP_Config);
        }
        case else {}
    }
    // Build info for SCG and store in DRB list
    fl_StoreSCG_InDRBList (valueof(v_DRBToAddMod_SCG), valueof(v_SS_ConfigSCG[0]), valueof(v_CellGroupConfigSCG));

    // Calculate security keys for SCG
    v_SecurityParams := f_NR_Security_InitSCG(v_SecurityParams);
    f_NR_Security_Set(v_SecurityParams);

    //Steps 8A-8C
    //The SS transmits an RRCReconfiguration message and a PDU SESSION MODIFICATION COMMAND to add a new SCG DRB or a new split DRB
    //EXCEPTION: In parallel to steps 8B and 8C the UE performs a C-RNTI based Contention Based Random Access (CBRA) procedure on the PSCell.
    //The UE transmits an RRCReconfigurationComplete message including nr-SCG-Response.
    //UE transmits a ULInformationTransfer message and an PDU SESSION MODIFICATION COMPLETE message.
    f_ReconfigureDRBs_NRDC( p_MCG_CellId, p_SCG_CellId,
                            { cs_NG_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered, v_NG_NAS_DL_Pdu) },
                            -,
                            v_RadioBearerConfig1, v_RadioBearerConfig2,
                            v_CellGroupConfigMCG, v_CellGroupConfigSCG,
                            v_SS_ConfigMCG, v_SS_ConfigSCG,
                            v_NRDC_SecurityActivation,
                            v_RNTI_ValueSecondary,
                            -, -,
                            true  );  // Adding the SCG
                              
  }
