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1. [bookmark: _Toc122434485][bookmark: _Toc105592745]Overview
This document lists all the essential changes needed to correct problems in the TTCN implementation of test case 6.5.1.2 which is part of the NR5GC test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 
[bookmark: _Hlk90298041]Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com
0. [bookmark: _Toc105592746]Verification Test Summary 
Test Case: 	6.5.1.2
ATS Version:	iwd-TTCN3-B2020-09_D22wk12
System Simulator used:	Anritsu Protocol Conformance Test System ME7834NR,
UE used:	Snapdragon X70 5G Modem-RF System, Qualcomm Technologies’ 5th generation modem-to-antenna 5G solution
Verification Status:	PASS

1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc105592747]Corrections required
1. [bookmark: _Toc105592748]Change 1
	Function name
	function f_TC_6_5_1_2_NR5GC()

	Reason for change
	For SNPN specific test cases, the cells need to be configured as NPN-only cells
TS 38.331:
NPN-only Cell: A cell that is only available for normal service for NPNs' subscriber. An NPN-capable UE determines that a cell is NPN-only Cell by detecting that the cellReservedForOtherUse IE is set to true while the npn-IdentityInfoList IE is present in CellAccessRelatedInfo.

	Summary of change
	Set SIB1 cellReservedForOtherUSE IE to True

Note: An associated prose CR on 38.508-1 will be raised at RAN5#96

	TTCN module
	Idle_SNPNSelection_NR5GC

	MCC160 Comment
	



Before Change:
	  function f_TC_6_5_1_2_NR5GC() runs on NR5GC_PTC
  {// SNPN Selection in Automatic Mode
    f_NR5GC_Init(NR_12);

    // Set maximum cell power level for the Cells to be used
    f_NR_CellInfo_InitMaxReferencePower(nr_Cell3, -78, -78); // FR2 FFS

    // Create and configure cell
    f_NR_CellConfig_Def(nr_Cell1);
    f_NR_CellConfig_Def(nr_Cell2);
    f_NR_CellConfig_Def(nr_Cell3);

    f_UT_SwitchOnUE(UT);
    f_UT_ProvideSubscriberDataList(UT, f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (nr_Cell1)), 1);
    f_UT_ProvideSubscriberDataList(UT, f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (nr_Cell3)), 3);
    f_UT_ClearRegisteredSNPN_Select(UT);
    f_UT_AutomaticSNPN_Select(UT);
    f_UT_SwitchOffUE(UT, false);

    // Preamble: Ensure that the UE has cleared the Registered SNPN and the UE is in state Switched OFF (state 0-A)
    f_NR5GC_Preamble(nr_Cell1, STATE_OFF_0A);

    f_NR_TestBody_Set(true);

    f_TC_6_5_1_2_NR5GC_TestBody();

    f_NR_TestBody_Set(false);

    // Switch/Power off UE
    f_NR_Postamble(nr_Cell3, STATE_IDLE_1A);
  }



After Change:
	  function f_TC_6_5_1_2_NR5GC() runs on NR5GC_PTC
  {// SNPN Selection in Automatic Mode
    var template (omit) SIB1.cellAccessRelatedInfo.cellReservedForOtherUse v_Sib1_cellReservedForOtherUse := true_;        
    
    f_NR5GC_Init(NR_12);

    f_NR_CellInfo_SetSIB1_CellReservedForOtherUse(nr_Cell1, valueof(v_Sib1_cellReservedForOtherUse));
    f_NR_CellInfo_SetSIB1_CellReservedForOtherUse(nr_Cell2, valueof(v_Sib1_cellReservedForOtherUse));
    f_NR_CellInfo_SetSIB1_CellReservedForOtherUse(nr_Cell3, valueof(v_Sib1_cellReservedForOtherUse));

    // Set maximum cell power level for the Cells to be used
    f_NR_CellInfo_InitMaxReferencePower(nr_Cell3, -78, -78); // FR2 FFS

    // Create and configure cell
    f_NR_CellConfig_Def(nr_Cell1);
    f_NR_CellConfig_Def(nr_Cell2);
    f_NR_CellConfig_Def(nr_Cell3);

    f_UT_SwitchOnUE(UT);
    f_UT_ProvideSubscriberDataList(UT, f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (nr_Cell1)), 1);
    f_UT_ProvideSubscriberDataList(UT, f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (nr_Cell3)), 3);
    f_UT_ClearRegisteredSNPN_Select(UT);
    f_UT_AutomaticSNPN_Select(UT);
    f_UT_SwitchOffUE(UT, false);

    // Preamble: Ensure that the UE has cleared the Registered SNPN and the UE is in state Switched OFF (state 0-A)
    f_NR5GC_Preamble(nr_Cell1, STATE_OFF_0A);

    f_NR_TestBody_Set(true);

    f_TC_6_5_1_2_NR5GC_TestBody();

    f_NR_TestBody_Set(false);

    // Switch/Power off UE
    f_NR_Postamble(nr_Cell3, STATE_IDLE_1A);
  }



1. [bookmark: _Toc105592749]Change 2
	Function name
	function f_TC_6_5_1_2_NR5GC_TestBody()

	Reason for change
	In step 35, current Regsitration Reject cause is #15 (No suitable cells in tracking area). This is incorrect as NR Cell 1 and NR Cell 3 have the same tracking area TAI-1. The Registration Reject cause needs to be changed to #75 so that UE will be forbidden from NR Cell 1 only while still leaving NR Cell 3 as an allowable SNPN for testing TP3.


	Summary of change
	Change step 35 Registration Reject cause to #75 (Permanently not authorized for this SNPN)
Note: An associated prose CR on 38.523-1 will be raised at RAN5#96

	TTCN module
	Idle_SNPNSelection_NR5GC

	MCC160 Comment
	



Before Change:
	  function f_TC_6_5_1_2_NR5GC_TestBody() runs on NR5GC_PTC
   { // FR2 FFS
    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT1;
    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT2;
    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT3;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (nr_Cell1);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var float v_Wait60s := 60.0;

    v_CellPowerList_AtT1:={
    cs_NR_CellPower(nr_Cell1, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE),
    cs_NR_CellPower(nr_Cell2, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2),
    cs_NR_CellPower(nr_Cell3, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE)
    };

    v_CellPowerList_AtT2:={
    cs_NR_CellPower(nr_Cell1, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2)
    };

    v_CellPowerList_AtT3:={
    cs_NR_CellPower(nr_Cell2, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE),
    cs_NR_CellPower(nr_Cell3, -78, -78)
    };

    // @siclog "Step 1" siclog@
    // SS adjusts cell levels according to row T1 of table 6.5.1.2.3.2-1/2
    f_NR_SetCellPowerList(v_CellPowerList_AtT1);
…
<skipped code>
…

    // @siclog "Step 35" siclog@
    // The SS transmits a REGISTRATION REJECT with cause #15 (No suitable cells in tracking area)
    SRB.send(cas_NR_SRB_NasPdu_REQ(nr_Cell1,
                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, tsc_NR5GCCause_NoSuitableCellsInTA)))));

    // @siclog "Step 36" siclog@
    // The SS releases the RRC connection
    f_NR_RRCRelease(nr_Cell1);

    // @siclog "Step 37" siclog@
    // Check: Does the UE send an RRCSetupRequest on NR Cell 3
    f_NR_RRC_SetupRequest_Def(nr_Cell3);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Test Case 6.5.1.2 Step 37");

    // @siclog "Step 38 - 55" siclog@
    // Steps 3-20a1 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 are performed on NR Cell 3
    f_NR5GC_RRC_Idle_Steps3_20(nr_Cell3, TESTMode_OFF, -, Initial_NoSecurity);
   }




After Change:
	  function f_TC_6_5_1_2_NR5GC_TestBody() runs on NR5GC_PTC
   { // FR2 FFS
    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT1;
    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT2;
    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT3;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (nr_Cell1);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var float v_Wait60s := 60.0;

    v_CellPowerList_AtT1:={
    cs_NR_CellPower(nr_Cell1, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE),
    cs_NR_CellPower(nr_Cell2, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2),
    cs_NR_CellPower(nr_Cell3, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE)
    };

    v_CellPowerList_AtT2:={
    cs_NR_CellPower(nr_Cell1, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2)
    };

    v_CellPowerList_AtT3:={
    cs_NR_CellPower(nr_Cell2, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE),
    cs_NR_CellPower(nr_Cell3, -78, -78)
    };

    // @siclog "Step 1" siclog@
    // SS adjusts cell levels according to row T1 of table 6.5.1.2.3.2-1/2
    f_NR_SetCellPowerList(v_CellPowerList_AtT1);
…
<skipped code>
…

    // @siclog "Step 35" siclog@
    // The SS transmits a REGISTRATION REJECT with cause #15 (No suitable cells in tracking area)
    SRB.send(cas_NR_SRB_NasPdu_REQ(nr_Cell1,
                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, '01001011'B)))));


    // @siclog "Step 36" siclog@
    // The SS releases the RRC connection
    f_NR_RRCRelease(nr_Cell1);

    // @siclog "Step 37" siclog@
    // Check: Does the UE send an RRCSetupRequest on NR Cell 3
    f_NR_RRC_SetupRequest_Def(nr_Cell3);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Test Case 6.5.1.2 Step 37");

    // @siclog "Step 38 - 55" siclog@
    // Steps 3-20a1 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 are performed on NR Cell 3
    f_NR5GC_RRC_Idle_Steps3_20(nr_Cell3, TESTMode_OFF, -, Initial_NoSecurity);
   }




1. [bookmark: _Toc105592750]Change 3
	Function name
	const tsc_SIB10_Periodicity

	Reason for change
	Add SIB10 periodicity according to TS 38.508-1 Table 4.4.3.1.3-11

	Summary of change
	Add definition of new constant tsc_SIB10_Periodicity := rf64


	TTCN module
	NR_CellInfoInit

	MCC160 Comment
	



New constant:
	  // ================================================================================================
  // CONSTANTS
  // ================================================================================================
  // Acc to 38.508-1 Table 4.4.3.2-1: Channel-bandwidth-dependent parameters
  const SchedulingInfo.si_Periodicity tsc_SIB2_Periodicity := rf32;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB3_Periodicity := rf64;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB4_Periodicity := rf64;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB5_Periodicity := rf64;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB6_Periodicity := rf32;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB7_Periodicity := rf32;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB8_Periodicity := rf32;  /* @status    APPROVED (ENDC, IMS, NR5GC, NR5GC_IRAT, POS) */
  const SchedulingInfo.si_Periodicity tsc_SIB10_Periodicity := rf64;



1. [bookmark: _Toc105592751]Change 4
	Function name
	function f_NR_InitSystemInformation()

	Reason for change
	Combination NR-12 consists of SIB1 and SIB10, so SIB10 needs to be added in the SI_List

	Summary of change
	Add SIB10 to SI_List

	TTCN module
	NR_CellInfoInit

	MCC160 Comment
	



Before Change:
	  function f_NR_InitSystemInformation(NR_SysinfoCombination_Type p_NR_SysinfoCombination,
                                      NR_FrequencyBand_Type      p_NR_FrequencyBand,
                                      SubcarrierSpacing          p_SubcarrierSpacing,
                                      template (value) NR_NAS_Parameters_Type    p_NAS_Parameters,
                                      template (value) NR_DownlinkBWP_List_Type  p_DL_BWPs,
                                      template (value) NR_UplinkBWP_List_Type    p_UL_BWPs,
                                      integer                                    p_DeltaNRFs,
                                      SSB_Index                                  p_SSB_Index,
                                      NR_CellId_Type                             p_NR_CellId
                                      )
    return template (value) NR_CellSysInfo_Type
  { //@sic R5-201148 sic@
    var template (value) NR_CellSysInfo_Type v_NR_CellSysInfo;
    var MIB.subCarrierSpacingCommon         v_SubCarrierSpacingCommon := scs15or60;
    var integer v_Ssb_SubcarrierOffset_4LSB := p_NR_FrequencyBand.Ssb_SubcarrierOffset mod 16;     // Retrieve the 4 LSB of k_ssb
    var template (value) BCCH_BCH_Message     v_MIB;
    var template (omit)  BCCH_DL_SCH_Message  v_SIB1 := omit;
    var template (value) SIB2  v_SIB2;
    var template (value) SIB3  v_SIB3;
    var template (value) SIB4  v_SIB4;
    var template (omit)  BCCH_DL_SCH_Message v_BCCH_SI1 := omit;
    var template (omit)  BCCH_DL_SCH_Message v_BCCH_SI2 := omit;
    var template (omit)  BCCH_DL_SCH_Message v_BCCH_SI3 := omit;
    var template (omit)  NR_SI_List_Type  v_SI_List := omit;
    var NR_SysinfoCombination_Type v_NR_SysinfoCombination := p_NR_SysinfoCombination;
    
    if (f_NR_IsBandSDL(p_NR_FrequencyBand.FrequencyBandIndicator)) { //In SDL cells only NR MIB is broadcasted @sic R5-202573 sic@
        v_NR_SysinfoCombination := MibOnly;
    }
    
    select(p_SubcarrierSpacing) {
      case(kHz15, kHz60)  { v_SubCarrierSpacingCommon := scs15or60; }
      case(kHz30, kHz120) { v_SubCarrierSpacingCommon := scs30or120; }
      case else {
        FatalError(__FILE__, __LINE__, "Invalid NR CellId");
      }
    }
    v_MIB := cs_38508_MIB_Def(v_SubCarrierSpacingCommon, v_Ssb_SubcarrierOffset_4LSB, p_NR_FrequencyBand.Coreset0_Index);
    if (v_NR_SysinfoCombination != MibOnly) {
        v_SIB1 := fl_NR_InitSIB1(v_NR_SysinfoCombination, p_NR_FrequencyBand, p_SubcarrierSpacing, p_NAS_Parameters, p_DL_BWPs, p_UL_BWPs, p_DeltaNRFs, p_SSB_Index, p_NR_CellId);
        v_SIB2 := fl_NR_InitSIB2(p_NR_FrequencyBand.FrequencyBandIndicator, p_SubcarrierSpacing);  //@sic R5-196981 sic@
    }
    select(v_NR_SysinfoCombination) {
      case(MibOnly) {
      }
…
<skipped code>
…

      case(NR_12) {
        v_BCCH_SI1 := cs_NR_BCCH_DL_SCH_SIB(cs_NR_SI(cs_NR_SystemInformation_SIB10(cs_38508_SIB10_Def)));
      }



After Change:
	  function f_NR_InitSystemInformation(NR_SysinfoCombination_Type p_NR_SysinfoCombination,
                                      NR_FrequencyBand_Type      p_NR_FrequencyBand,
                                      SubcarrierSpacing          p_SubcarrierSpacing,
                                      template (value) NR_NAS_Parameters_Type    p_NAS_Parameters,
                                      template (value) NR_DownlinkBWP_List_Type  p_DL_BWPs,
                                      template (value) NR_UplinkBWP_List_Type    p_UL_BWPs,
                                      integer                                    p_DeltaNRFs,
                                      SSB_Index                                  p_SSB_Index,
                                      NR_CellId_Type                             p_NR_CellId
                                      )
    return template (value) NR_CellSysInfo_Type
  { //@sic R5-201148 sic@
    var template (value) NR_CellSysInfo_Type v_NR_CellSysInfo;
    var MIB.subCarrierSpacingCommon         v_SubCarrierSpacingCommon := scs15or60;
    var integer v_Ssb_SubcarrierOffset_4LSB := p_NR_FrequencyBand.Ssb_SubcarrierOffset mod 16;     // Retrieve the 4 LSB of k_ssb
    var template (value) BCCH_BCH_Message     v_MIB;
    var template (omit)  BCCH_DL_SCH_Message  v_SIB1 := omit;
    var template (value) SIB2  v_SIB2;
    var template (value) SIB3  v_SIB3;
    var template (value) SIB4  v_SIB4;
    var template (omit)  BCCH_DL_SCH_Message v_BCCH_SI1 := omit;
    var template (omit)  BCCH_DL_SCH_Message v_BCCH_SI2 := omit;
    var template (omit)  BCCH_DL_SCH_Message v_BCCH_SI3 := omit;
    var template (omit)  NR_SI_List_Type  v_SI_List := omit;
    var NR_SysinfoCombination_Type v_NR_SysinfoCombination := p_NR_SysinfoCombination;
    
    if (f_NR_IsBandSDL(p_NR_FrequencyBand.FrequencyBandIndicator)) { //In SDL cells only NR MIB is broadcasted @sic R5-202573 sic@
        v_NR_SysinfoCombination := MibOnly;
    }
    
    select(p_SubcarrierSpacing) {
      case(kHz15, kHz60)  { v_SubCarrierSpacingCommon := scs15or60; }
      case(kHz30, kHz120) { v_SubCarrierSpacingCommon := scs30or120; }
      case else {
        FatalError(__FILE__, __LINE__, "Invalid NR CellId");
      }
    }
    v_MIB := cs_38508_MIB_Def(v_SubCarrierSpacingCommon, v_Ssb_SubcarrierOffset_4LSB, p_NR_FrequencyBand.Coreset0_Index);
    if (v_NR_SysinfoCombination != MibOnly) {
        v_SIB1 := fl_NR_InitSIB1(v_NR_SysinfoCombination, p_NR_FrequencyBand, p_SubcarrierSpacing, p_NAS_Parameters, p_DL_BWPs, p_UL_BWPs, p_DeltaNRFs, p_SSB_Index, p_NR_CellId);
        v_SIB2 := fl_NR_InitSIB2(p_NR_FrequencyBand.FrequencyBandIndicator, p_SubcarrierSpacing);  //@sic R5-196981 sic@
    }
    select(v_NR_SysinfoCombination) {
      case(MibOnly) {
      }
…
<skipped code>
…

      case(NR_12) {
        v_BCCH_SI1 := cs_NR_BCCH_DL_SCH_SIB(cs_NR_SI(cs_NR_SystemInformation_SIB10(cs_38508_SIB10_Def)));
        v_SI_List := {v_BCCH_SI1}; 
      }




1. [bookmark: _Toc105592752]Change 5
	Function name
	function fl_NR_InitSI_SchedulingInfo()

	Reason for change
	Same as Change 4, combination NR-12 consists of SIB1 and SIB10, so SIB10 scheduling needs to be signalled in SIB1

	Summary of change
	Define schedulingInfo for NR-12

	TTCN module
	NR_CellInfoInit

	MCC160 Comment
	



Before Change:
	  function fl_NR_InitSI_SchedulingInfo(NR_SysinfoCombination_Type p_NR_SysinfoCombination,
                                       FreqBandIndicatorNR p_FreqBandIndicatorNR) return template (omit) SI_SchedulingInfo
  {
    var template (omit) SI_SchedulingInfo v_SI_SchedulingInfo := omit;
    var template (value) SI_SchedulingInfo.schedulingInfoList v_SchedulingInfoList;
    var SI_SchedulingInfo.si_WindowLength v_SI_WindowLength;
    
    if (f_NR_IsBandFR1(p_FreqBandIndicatorNR)) { // As per 38.508-1 Table 4.6.3-173: SI-SchedulingInfo
      v_SI_WindowLength := s80;
    } else {
      v_SI_WindowLength := s160;
    }
    //Acc to 38.508-1 cl 4.4.3.1.3 @sic R5-187662 sic@
    select (p_NR_SysinfoCombination) {
      case(NR_1) { //No SI scheduling v_SI_SchedulingInfo = omit as default
      }
…
<skipped code>
…

      case(NR_15) { //
        // @sic R5-213452  sic@
        v_SchedulingInfoList := cs_NR_SI_SchedulingInfo_List1(cs_NR_SchedulingInfoDef(tsc_SIB2_Periodicity, {cs_NR_SIB_TypeInfoDef(sibType2),cs_NR_SIB_TypeInfoDef(sibType11_v1610)}));
        v_SI_SchedulingInfo := cs_NR_SI_SchedulingInfoDef(v_SchedulingInfoList, v_SI_WindowLength);
      }
      case else {
        FatalError(__FILE__, __LINE__, "Invalid NR SysinfoCombination");
      }
    }
    return v_SI_SchedulingInfo; 



After Change:
	  function fl_NR_InitSI_SchedulingInfo(NR_SysinfoCombination_Type p_NR_SysinfoCombination,
                                       FreqBandIndicatorNR p_FreqBandIndicatorNR) return template (omit) SI_SchedulingInfo
  {
    var template (omit) SI_SchedulingInfo v_SI_SchedulingInfo := omit;
    var template (value) SI_SchedulingInfo.schedulingInfoList v_SchedulingInfoList;
    var SI_SchedulingInfo.si_WindowLength v_SI_WindowLength;
    
    if (f_NR_IsBandFR1(p_FreqBandIndicatorNR)) { // As per 38.508-1 Table 4.6.3-173: SI-SchedulingInfo
      v_SI_WindowLength := s80;
    } else {
      v_SI_WindowLength := s160;
    }
    //Acc to 38.508-1 cl 4.4.3.1.3 @sic R5-187662 sic@
    select (p_NR_SysinfoCombination) {
      case(NR_1) { //No SI scheduling v_SI_SchedulingInfo = omit as default
      }
…
<skipped code>
…

      case(NR_12) { //SIB10
        v_SchedulingInfoList := cs_NR_SI_SchedulingInfo_List1(cs_NR_SchedulingInfoDef(tsc_SIB10_Periodicity, {cs_NR_SIB_TypeInfoDef(sibType10_v1610)}));
        v_SI_SchedulingInfo := cs_NR_SI_SchedulingInfoDef(v_SchedulingInfoList, v_SI_WindowLength);
      }
      case(NR_15) { //
        // @sic R5-213452  sic@
        v_SchedulingInfoList := cs_NR_SI_SchedulingInfo_List1(cs_NR_SchedulingInfoDef(tsc_SIB2_Periodicity, {cs_NR_SIB_TypeInfoDef(sibType2),cs_NR_SIB_TypeInfoDef(sibType11_v1610)}));
        v_SI_SchedulingInfo := cs_NR_SI_SchedulingInfoDef(v_SchedulingInfoList, v_SI_WindowLength);
      }
      case else {
        FatalError(__FILE__, __LINE__, "Invalid NR SysinfoCombination");
      }
    }
    return v_SI_SchedulingInfo;



1. [bookmark: _Toc105592753]Change 6
	Function name
	function fl_GetServingNetworkName()

	Reason for change
	According to TS 33.501, the Serving network name consists of both the PLMN and NID for SNPN. Hence the whole Authentication process in TTCN needs to be expanded to accommodate this case.
Since the NID is derived based on the NR Cell accdg to TS 38.508-1 Table 4.4.2-4, the function will need p_NR_CellId as an input parameter, and all function calls need to provide the same in case of SNPN tests.
TS 33.501:
[bookmark: _Toc105592754]I.3	Serving network name for standalone non-public networks
[bookmark: _Toc19635006][bookmark: _Toc26876073][bookmark: _Toc35528841][bookmark: _Toc35533602][bookmark: _Toc45028990][bookmark: _Toc45274655][bookmark: _Toc45275243][bookmark: _Toc51168501][bookmark: _Toc98839273][bookmark: _Toc105592755]I.3.1	General
The identification of standalone non-public networks uses Network Identifier (NID) in addition to PLMN ID. This means the definition of SN Id in clause 6.1.1.4.1 for the derivation of KSEAF for all authentication methods, CK' and IK' for EAP-AKA', and KAUSF and (X)RES* for 5G AKA needs modification for standalone non-public networks. 
[bookmark: _Toc19635007][bookmark: _Toc26876074][bookmark: _Toc35528842][bookmark: _Toc35533603][bookmark: _Toc45028991][bookmark: _Toc45274656][bookmark: _Toc45275244][bookmark: _Toc51168502][bookmark: _Toc98839274][bookmark: _Toc105592756]I.3.2	Definition of SN Id for standalone non-public networks
For standalone non-public networks, the SN Id (used in the input for various key/parameter derivations) identifies the serving SNPN. 
It is defined as follows:
SN Id = PLMN ID:NID
and is specified in detail in TS 24.501 [35].


	Summary of change
	Expand the function to handle SNPN cases by appending the NID in charstring form using new input p_NR_CellId
 

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	



Before Change:
	  function fl_GetServingNetworkName (NAS_PlmnId p_PLMN) return octetstring
  {
    var charstring v_P0 := "5G:mnc" & fl_Nas2SNN_MNC(p_PLMN) & ".mcc" & fl_Nas2SNN_MCC(p_PLMN) & ".3gppnetwork.org";
    return char2oct (v_P0);
  }



After Change:
	  module NG_NAS_SecurityFunctions {
  import from CommonDefs all;
  import from NAS_CommonTypeDefs all;
  import from NAS_AuthenticationCommon all;
  import from NG_NasEmu_CtrlAspTypes all;
  import from EUTRA_NR_SecurityFunctions all;
  import from Parameters all;
  import from NAS_5GC_Parameters all;
  import from EAP_TypeDefs all;
  import from NR_CellInfoInit all;
  import from NR_RRC_ASN1_Definitions language "ASN.1:2002" all with {encode "UNALIGNED_PER_OctetAligned"};

…
…

  function fl_GetServingNetworkName (NAS_PlmnId p_PLMN,
                                     NR_CellId_Type p_NR_CellId := omit) return octetstring
  {
    var charstring v_P0 := "5G:mnc" & fl_Nas2SNN_MNC(p_PLMN) & ".mcc" & fl_Nas2SNN_MCC(p_PLMN) & ".3gppnetwork.org";
    var NID_r16 v_NID_r16; 
    var charstring v_P0_SNPN := "";
    var charstring v_NID := "";

    if (isvalue(p_NR_CellId)) { // this will be present only in SNPN test cases
      v_NID_r16 := f_NR_InitNDI(p_NR_CellId); // returns a bitstring
      v_NID := fl_Nas2SNN_NID(v_NID_r16); // converts bitstring to the hex value in charstring form
      v_P0_SNPN := v_P0 & ":" & v_NID; // Syntax according to TS 24.501 Table 9.12.1.1: ABNF syntax of SNN
      v_P0 := v_P0_SNPN;
    }

    return char2oct (v_P0);
  }



1. [bookmark: _Toc105592757]Change 7
	Function name
	function fl_Nas2SNN_NID()

	Reason for change
	New function for converting the bitstring of type NID_r16 into the final charstring for use in the serving network name 


	Summary of change
	Define new function fl_Nas2SNN_NID()

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	



New Function:
	  function fl_Nas2SNN_NID(NID_r16 p_NID_r16) return charstring
  {
    var charstring v_NID;
    var hexstring v_NID_hexstring := bit2hex(p_NID_r16);
    
    v_NID := hex2str(v_NID_hexstring);
    
    return v_NID;
  }


1. [bookmark: _Toc105592758]Change 8
	Function name
	function f_NG_Authentication_A2
function f_NG_Authentication_A3
function f_NG_Authentication_A4
function f_NG_Authentication_A6
function f_NG_NAS_AuthenticationInit
function fl_NG_NAS_AuthenticationInitOtherParams
function f_NG_EAP_AuthenticationInit
function f_NG_EAP_ChallengeReq


	Reason for change
	In line with Change 6, all authentication methods which use the Serving network name needs to be expanded by adding input argument p_NR_CellId and passing this when fl_GetServingNetworkName() is called directly or indirectly.
TS 33.501:
[bookmark: _Toc19635005][bookmark: _Toc26876072][bookmark: _Toc35528840][bookmark: _Toc35533601][bookmark: _Toc45028989][bookmark: _Toc45274654][bookmark: _Toc45275242][bookmark: _Toc51168500][bookmark: _Toc98839272][bookmark: _Toc105592759]I.3	Serving network name for standalone non-public networks
[bookmark: _Toc105592760]I.3.1	General
The identification of standalone non-public networks uses Network Identifier (NID) in addition to PLMN ID. This means the definition of SN Id in clause 6.1.1.4.1 for the derivation of KSEAF for all authentication methods, CK' and IK' for EAP-AKA', and KAUSF and (X)RES* for 5G AKA needs modification for standalone non-public networks. 


	Summary of change
	1. Add input argument p_NR_CellId to all affected functions
2. Pass p_NR_CellId when fl_GetServingNetworkName() is called directly or indirectly.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	



Before Change:
	module NG_NAS_SecurityFunctions {
…
<skipped code>
…
  function f_NG_Authentication_A2(Common_AuthenticationParams_Type p_AuthParams,
                                  KDF_Type       p_KDF,
                                  B256_Type      p_Ks,
                                  NAS_PlmnId     p_PLMN) return B256_Type
  {
    const octetstring const_S6A_FC := '6A'O;
    var octetstring v_S;
    var octetstring v_P0;
    
    // Generation of String
    v_S := const_S6A_FC;
    //FC = 0x6A
    v_P0 := fl_GetServingNetworkName(p_PLMN);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID (i.e. 0x00 0x03)
    v_S :=  ( v_S & ( substr (( bit2oct ( p_AuthParams.AUTN )) , 0,6 )));
    //P1 = SQN XOR AK
    // to have MSB 6 bytes which is SQN xor AK and truncated as SQN xor AK is first 6 bytes of AUTN
    v_S :=  ( v_S & '0006'O );
    //L1 = length of SQN XOR AK (i.e. 0x00 0x06)
    return fx_KeyDerivationFunction( p_KDF, p_Ks, v_S );
  }

  //--------------------------------------------------------------------------
  /*
   * @desc      CK' and IK' derivation function; As per annex A.3 of 33.501
   * @param     p_AuthParams
   * @param     p_KDF
   * @param     p_Ks
   * @param     p_PLMN
   * @return    B256_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_Authentication_A3(Common_AuthenticationParams_Type p_AuthParams,
                                  KDF_Type       p_KDF,
                                  B256_Type      p_Ks,
                                  NAS_PlmnId     p_PLMN) return B256_Type
  {
    const octetstring const_S20_FC := '20'O;
    var octetstring v_S;
    var octetstring v_P0;
    
    // Generation of String
    v_S := const_S20_FC;
    //FC = 0x20
    v_P0 := fl_GetServingNetworkName(p_PLMN);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID (i.e. 0x00 0x03)
    v_S :=  ( v_S & ( substr (( bit2oct ( p_AuthParams.AUTN )) , 0,6 )));
    //P1 = SQN XOR AK
    // to have MSB 6 bytes which is SQN xor AK and truncated as SQN xor AK is first 6 bytes of AUTN
    v_S :=  ( v_S & '0006'O );
    //L1 = length of SQN XOR AK (i.e. 0x00 0x06)
    return fx_KeyDerivationFunction( p_KDF, p_Ks, v_S );
  }

  //--------------------------------------------------------------------------
  /*
   * @desc      RES* and XRES* derivation functions
   *            As per annex A.4 of 33.501
   * @param     p_PLMN
   * @param     p_AuthParams
   * @param     p_KDF
   * @param     p_Key
   * @return    B128_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_Authentication_A4(NAS_PlmnId p_PLMN,
                                  Common_AuthenticationParams_Type p_AuthParams,
                                  KDF_Type p_KDF,
                                  B256_Type p_Key) return B128_Type
  {
    const octetstring const_S6B_FC :='6B'O;
    var octetstring v_S;
    var octetstring v_P0;
    
    // Generation of String
    v_S := const_S6B_FC;
    //FC = 0x6B
    v_P0 := fl_GetServingNetworkName(p_PLMN);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID
    v_S :=   ( v_S & bit2oct ( p_AuthParams.RandValue ) );
    //P1 = RAND
    v_S :=   ( v_S & '0010'O );
    //L1 = length of RAND (i.e. 0x00 0x10)
    v_S :=   ( v_S & bit2oct (substr(p_AuthParams.XRES, 0, px_NAS_5GC_XRES_Length*8))); // @sic R5s190394 sic@
    //P2 = RES or XRES
    v_S :=   ( v_S & int2oct(px_NAS_5GC_XRES_Length, 2) ); // @sic R5w190117 sic@
    //L2 = length of RES/XRES (e.g. 0x00 0x10)
    
    return substr(fx_KeyDerivationFunction(p_KDF, p_Key, v_S), 128, 128);
    // returns LSB 128 bits[truncated] of the key generated
  }
  
  //--------------------------------------------------------------------------
  /*
   * @desc      KSEAF derivation function
   *            As per annex A.6 of 33.501
   * @param     p_PLMN
   * @param     p_KAUSF
   * @param     p_KDF_Type
   * @return    B256_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_Authentication_A6(NAS_PlmnId p_PLMN,
                                  B256_Type p_KAUSF,
                                  KDF_Type p_KDF_Type) return B256_Type
  {
    const octetstring const_S6C_FC :='6C'O;
    var octetstring v_S;
    var octetstring v_P0;

    // Generation of String
    v_S := const_S6C_FC;
    //FC = 0x6C
    v_P0 := fl_GetServingNetworkName(p_PLMN);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID
    
    return fx_KeyDerivationFunction(p_KDF_Type, p_KAUSF, v_S);
  };

…
<skipped code>
…

  function f_NG_NAS_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,
                                       NAS_PlmnId p_PLMN,
                                       AuthenticationError_Type p_AuthenticationError := noError,
                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit) return NG_NAS_SecurityParams_Type
  {
    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    var B128_Type v_XRESstar;
    
    // Generates Ck, Ik, AUTN, XRES
    if (isvalue(p_Common_AuthenticationParams)) {
      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);
    } else {
      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams, p_AuthenticationError); // @sic R5-197217 sic@
    }
    
    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;
    // As per 33.501 clause 6.1.3.2
    // Generates KAUSF
    v_Auth_Params.KAUSF := f_NG_Authentication_A2(v_Auth_Params.AuthParams,
                                                  v_Auth_Params.KDF,
                                                  v_Auth_Params.Ks,
                                                  p_PLMN);
    // Generates XRES*  @sic R5s200400 sic@
    v_XRESstar := f_NG_Authentication_A4(p_PLMN,
                                         v_Auth_Params.AuthParams,
                                         v_Auth_Params.KDF,
                                         v_Auth_Params.Ks);
    // Store value for later comparison with value received in Response
    v_Auth_Params.AuthParams.XRES := v_XRESstar;

    // Now update the other parameters (common to 5GAKA and EAP)
    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);
    return v_Auth_Params;
  }

  /*
   * @desc      Function to initialise authentication parameters common to both 5G AKA and EAP
   * @param     p_Auth_Params
   * @param     p_PLMN
   * @return    NG_NAS_SecurityParams_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function fl_NG_NAS_AuthenticationInitOtherParams(NG_NAS_SecurityParams_Type p_Auth_Params,
                                                   NAS_PlmnId p_PLMN) return NG_NAS_SecurityParams_Type
  {
    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    
    // update KSI
    v_Auth_Params.KSIamf := f_Authentication_IncrementKeySeq(v_Auth_Params.KSIamf);
    
    // Generate KSEAF
    v_Auth_Params.KSEAF := f_NG_Authentication_A6(p_PLMN,
                                                  v_Auth_Params.KAUSF,
                                                  v_Auth_Params.KDF);
    
    // Generate KAMF
    v_Auth_Params.KAMF := f_NG_Authentication_A7(hex2str(px_IMSI_Def), // @sic R5s190109 sic@
                                                 v_Auth_Params.KSEAF,
                                                 v_Auth_Params.ABBA,
                                                 v_Auth_Params.KDF);
    
    // Derive KNASenc key
    v_Auth_Params.NAS_Ciphering.K_NAS := f_NG_Authentication_A8(tsc_NAS_Enc_Alg,
                                                                v_Auth_Params.NAS_Ciphering.Algorithm,
                                                                v_Auth_Params.KAMF,
                                                                v_Auth_Params.KDF);
    // Derive KNASint key
    v_Auth_Params.NAS_Integrity.K_NAS := f_NG_Authentication_A8(tsc_NAS_Int_Alg,
                                                                v_Auth_Params.NAS_Integrity.Algorithm,
                                                                v_Auth_Params.KAMF,
                                                                v_Auth_Params.KDF);
    return v_Auth_Params;
  }

  /*
   * @desc      Function to be used before executing Authentication procedure in NG EAP-AKA to generated
   *            Key material and tokens according to TS 33.501 clause 6.1.3.1.
   *            References: TS 33.501 clause 6.1.3.1. RFC 5448 and  RFC 4187
   *                        TS 33.102 for AUTN computation and TS TS 34.108 for XRES, CK, IK for Test USIM
   * @param     p_Auth_Params
   * @param     p_PLMN
   * @param     p_Identity
   * @param     p_Common_AuthenticationParams (default value: omit)
   * @param     p_AuthenticationError (default value: noError)
   * @return    NG_NAS_SecurityParams_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_EAP_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,
                                       NAS_PlmnId p_PLMN,
                                       charstring p_Identity,
                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit,
                                       AuthenticationError_Type p_AuthenticationError := noError) return NG_NAS_SecurityParams_Type
  {
    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    var B256_Type v_Ck_Ik_;
    var B128_Type v_Ck_;
    var B128_Type v_Ik_;
    var bitstring v_MK;
    var B256_Type v_K;
    var charstring v_S;

    if (isvalue(p_Common_AuthenticationParams)) {
      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);
    } else {
      // Generates Ck, Ik, AUTN, XRES according to TS 33.102 and TS 34.108
      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams, p_AuthenticationError); // @sic R5s201223 sic@
    }
    
    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;
    // Generates Ck' and IK'
    v_Ck_Ik_ := f_NG_Authentication_A3(v_Auth_Params.AuthParams,
                                       v_Auth_Params.KDF,
                                       v_Auth_Params.Ks,
                                       p_PLMN);
    v_Ck_ := substr (v_Ck_Ik_, 0, 128);
    v_Ik_ := substr (v_Ck_Ik_, 128, 128);
    
    // RFC 5448 cl. 3.3
    v_K := v_Ik_ & v_Ck_;
    v_S := "EAP-AKA'" & p_Identity;
    // Master Key
    v_MK := f_ExtendedEAPAKA_PRF (v_K, char2oct (v_S));
    v_Auth_Params.MK := v_MK;
    
    // As per 33.501 clause 6.1.3.1
    // KAUSF is EMSK in RFC 5448 cl. 3.3
    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);
    
    // Now update the other parameters (common to 5GAKA and EAP)
    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);
    return v_Auth_Params;
  }
  
  /*
   * @desc      Generate and encode EAP-AKA' challenge according TS 33.501 clause 6.1.3.1 and  RFC 5448
   * @param     p_Auth_Params
   * @param     p_PLMN
   * @param     p_Id (default: '00'O)
   * @return    octetstring
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,
                                 NAS_PlmnId p_PLMN,
                                 O1_Type p_Id := '00'O)
    return octetstring
  {
    var template (value) EAP_AT_RAND v_RAND;
    var template (value) EAP_AT_AUTN v_AUTN;  // @sic R5s200400 sic@
    var template (value) EAP_AT_KDF v_KDF;
    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;
    var template (value) EAP_AT_MAC v_MAC;
    var O16_Type v_MACValue := '00000000000000000000000000000000'O;
    var bitstring v_K_aut;
    var template (value) EAP_Message_Type v_EAP_Message;
    var integer v_Msglen := 8; // @sic R5s200400 sic@
    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);
    var bitstring v_EncodedMsg;
    var integer v_Len;
    var integer v_Paddinglen;
    var integer i;
   
   
    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));
    v_Msglen := v_Msglen + 5*4;
   
    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));
    v_Msglen := v_Msglen + 5*4;
   
    v_KDF := cs_EAP_AT_KDF;
    v_Msglen := v_Msglen + 4;
   
    v_Len := lengthof(v_NetworkName);
    if (v_Len mod 4 > 0) {
      v_Paddinglen := 4 - v_Len mod 4;
      for (i:=0; i < v_Paddinglen; i:=i+1) {
        v_NetworkName := v_NetworkName & '00'O;
      }
    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));
    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;
    
    v_MAC := cs_EAP_AT_MAC (v_MACValue);
    v_Msglen := v_Msglen + 5*4;
   
    // Build the message with MAC=0
    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),
                                                 v_RAND, v_AUTN, v_KDF,
                                                 v_KDF_INPUT, v_MAC, p_Id); // @sic  R5s201410 sic@
   
    // Compute MAC according to RFC 5448 cl. 3.4.2
    v_EncodedMsg := encvalue(v_EAP_Message);
    v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC @sic R5s200400 sic@
    v_MACValue := bit2oct(substr(f_HMAC_SHA_256(v_K_aut, bit2oct(v_EncodedMsg)), 0, 128)); // @sic R5s200400 sic@
    v_MAC := cs_EAP_AT_MAC (v_MACValue);
   
    // Finally return the complete EAP-AKA' challenge with correct MAC
    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),
                                                          v_RAND, v_AUTN, v_KDF,
                                                          v_KDF_INPUT, v_MAC, p_Id)))); // @sic R5s201410 sic@
   
  }

…
<skipped code>
…

}





After Change:
	module NG_NAS_SecurityFunctions {
…
<skipped code>
…
  function f_NG_Authentication_A2(Common_AuthenticationParams_Type p_AuthParams,
                                  KDF_Type       p_KDF,
                                  B256_Type      p_Ks,
                                  NAS_PlmnId     p_PLMN,
                                  NR_CellId_Type p_NR_CellId := omit) return B256_Type
  {
    const octetstring const_S6A_FC := '6A'O;
    var octetstring v_S;
    var octetstring v_P0;
    
    // Generation of String
    v_S := const_S6A_FC;
    //FC = 0x6A
    v_P0 := fl_GetServingNetworkName(p_PLMN, p_NR_CellId);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID (i.e. 0x00 0x03)
    v_S :=  ( v_S & ( substr (( bit2oct ( p_AuthParams.AUTN )) , 0,6 )));
    //P1 = SQN XOR AK
    // to have MSB 6 bytes which is SQN xor AK and truncated as SQN xor AK is first 6 bytes of AUTN
    v_S :=  ( v_S & '0006'O );
    //L1 = length of SQN XOR AK (i.e. 0x00 0x06)
    return fx_KeyDerivationFunction( p_KDF, p_Ks, v_S );
  }

  //--------------------------------------------------------------------------
  /*
   * @desc      CK' and IK' derivation function; As per annex A.3 of 33.501
   * @param     p_AuthParams
   * @param     p_KDF
   * @param     p_Ks
   * @param     p_PLMN
   * @return    B256_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_Authentication_A3(Common_AuthenticationParams_Type p_AuthParams,
                                  KDF_Type       p_KDF,
                                  B256_Type      p_Ks,
                                  NAS_PlmnId     p_PLMN,
                                  NR_CellId_Type p_NR_CellId := omit) return B256_Type
  {
    const octetstring const_S20_FC := '20'O;
    var octetstring v_S;
    var octetstring v_P0;
    
    // Generation of String
    v_S := const_S20_FC;
    //FC = 0x20
    v_P0 := fl_GetServingNetworkName(p_PLMN, p_NR_CellId);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID (i.e. 0x00 0x03)
    v_S :=  ( v_S & ( substr (( bit2oct ( p_AuthParams.AUTN )) , 0,6 )));
    //P1 = SQN XOR AK
    // to have MSB 6 bytes which is SQN xor AK and truncated as SQN xor AK is first 6 bytes of AUTN
    v_S :=  ( v_S & '0006'O );
    //L1 = length of SQN XOR AK (i.e. 0x00 0x06)
    return fx_KeyDerivationFunction( p_KDF, p_Ks, v_S );
  }

  //--------------------------------------------------------------------------
  /*
   * @desc      RES* and XRES* derivation functions
   *            As per annex A.4 of 33.501
   * @param     p_PLMN
   * @param     p_AuthParams
   * @param     p_KDF
   * @param     p_Key
   * @return    B128_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_Authentication_A4(NAS_PlmnId p_PLMN,
                                  Common_AuthenticationParams_Type p_AuthParams,
                                  KDF_Type p_KDF,
                                  B256_Type p_Key,
                                  NR_CellId_Type p_NR_CellId := omit) return B128_Type
  {
    const octetstring const_S6B_FC :='6B'O;
    var octetstring v_S;
    var octetstring v_P0;
    
    // Generation of String
    v_S := const_S6B_FC;
    //FC = 0x6B
    v_P0 := fl_GetServingNetworkName(p_PLMN, p_NR_CellId);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID
    v_S :=   ( v_S & bit2oct ( p_AuthParams.RandValue ) );
    //P1 = RAND
    v_S :=   ( v_S & '0010'O );
    //L1 = length of RAND (i.e. 0x00 0x10)
    v_S :=   ( v_S & bit2oct (substr(p_AuthParams.XRES, 0, px_NAS_5GC_XRES_Length*8))); // @sic R5s190394 sic@
    //P2 = RES or XRES
    v_S :=   ( v_S & int2oct(px_NAS_5GC_XRES_Length, 2) ); // @sic R5w190117 sic@
    //L2 = length of RES/XRES (e.g. 0x00 0x10)
    
    return substr(fx_KeyDerivationFunction(p_KDF, p_Key, v_S), 128, 128);
    // returns LSB 128 bits[truncated] of the key generated
  }
  
  //--------------------------------------------------------------------------
  /*
   * @desc      KSEAF derivation function
   *            As per annex A.6 of 33.501
   * @param     p_PLMN
   * @param     p_KAUSF
   * @param     p_KDF_Type
   * @return    B256_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_Authentication_A6(NAS_PlmnId p_PLMN,
                                  B256_Type p_KAUSF,
                                  KDF_Type p_KDF_Type,
                                  NR_CellId_Type p_NR_CellId := omit) return B256_Type
  {
    const octetstring const_S6C_FC :='6C'O;
    var octetstring v_S;
    var octetstring v_P0;

    // Generation of String
    v_S := const_S6C_FC;
    //FC = 0x6C
    v_P0 := fl_GetServingNetworkName(p_PLMN, p_NR_CellId);
    v_S :=  (v_S & v_P0);
    //P0 = serving network ID
    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;
    //L0 = length of serving network ID
    
    return fx_KeyDerivationFunction(p_KDF_Type, p_KAUSF, v_S);
  };

…
<skipped code>
…

  function f_NG_NAS_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,
                                       NAS_PlmnId p_PLMN,
                                       AuthenticationError_Type p_AuthenticationError := noError,
                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit,
                                       NR_CellId_Type p_NR_CellId := omit
                                       ) return NG_NAS_SecurityParams_Type
  {
    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    var B128_Type v_XRESstar;
    
    // Generates Ck, Ik, AUTN, XRES
    if (isvalue(p_Common_AuthenticationParams)) {
      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);
    } else {
      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams, p_AuthenticationError); // @sic R5-197217 sic@
    }
    
    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;
    // As per 33.501 clause 6.1.3.2
    // Generates KAUSF
    v_Auth_Params.KAUSF := f_NG_Authentication_A2(v_Auth_Params.AuthParams,
                                                  v_Auth_Params.KDF,
                                                  v_Auth_Params.Ks,
                                                  p_PLMN,
                                                  p_NR_CellId);
    // Generates XRES*  @sic R5s200400 sic@
    v_XRESstar := f_NG_Authentication_A4(p_PLMN,
                                         v_Auth_Params.AuthParams,
                                         v_Auth_Params.KDF,
                                         v_Auth_Params.Ks,
                                         p_NR_CellId);
    // Store value for later comparison with value received in Response
    v_Auth_Params.AuthParams.XRES := v_XRESstar;

    // Now update the other parameters (common to 5GAKA and EAP)
    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN, p_NR_CellId);
    return v_Auth_Params;
  }

  /*
   * @desc      Function to initialise authentication parameters common to both 5G AKA and EAP
   * @param     p_Auth_Params
   * @param     p_PLMN
   * @return    NG_NAS_SecurityParams_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function fl_NG_NAS_AuthenticationInitOtherParams(NG_NAS_SecurityParams_Type p_Auth_Params,
                                                   NAS_PlmnId p_PLMN,
                                                   NR_CellId_Type p_NR_CellId := omit) return NG_NAS_SecurityParams_Type
  {
    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    
    // update KSI
    v_Auth_Params.KSIamf := f_Authentication_IncrementKeySeq(v_Auth_Params.KSIamf);
    
    // Generate KSEAF
    v_Auth_Params.KSEAF := f_NG_Authentication_A6(p_PLMN,
                                                  v_Auth_Params.KAUSF,
                                                  v_Auth_Params.KDF,
                                                  p_NR_CellId);
    
    // Generate KAMF
    v_Auth_Params.KAMF := f_NG_Authentication_A7(hex2str(px_IMSI_Def), // @sic R5s190109 sic@
                                                 v_Auth_Params.KSEAF,
                                                 v_Auth_Params.ABBA,
                                                 v_Auth_Params.KDF);
    
    // Derive KNASenc key
    v_Auth_Params.NAS_Ciphering.K_NAS := f_NG_Authentication_A8(tsc_NAS_Enc_Alg,
                                                                v_Auth_Params.NAS_Ciphering.Algorithm,
                                                                v_Auth_Params.KAMF,
                                                                v_Auth_Params.KDF);
    // Derive KNASint key
    v_Auth_Params.NAS_Integrity.K_NAS := f_NG_Authentication_A8(tsc_NAS_Int_Alg,
                                                                v_Auth_Params.NAS_Integrity.Algorithm,
                                                                v_Auth_Params.KAMF,
                                                                v_Auth_Params.KDF);
    return v_Auth_Params;
  }

  /*
   * @desc      Function to be used before executing Authentication procedure in NG EAP-AKA to generated
   *            Key material and tokens according to TS 33.501 clause 6.1.3.1.
   *            References: TS 33.501 clause 6.1.3.1. RFC 5448 and  RFC 4187
   *                        TS 33.102 for AUTN computation and TS TS 34.108 for XRES, CK, IK for Test USIM
   * @param     p_Auth_Params
   * @param     p_PLMN
   * @param     p_Identity
   * @param     p_Common_AuthenticationParams (default value: omit)
   * @param     p_AuthenticationError (default value: noError)
   * @return    NG_NAS_SecurityParams_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_EAP_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,
                                       NAS_PlmnId p_PLMN,
                                       charstring p_Identity,
                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit,
                                       AuthenticationError_Type p_AuthenticationError := noError,
                                       NR_CellId_Type p_NR_CellId := omit) return NG_NAS_SecurityParams_Type
  {
    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    var B256_Type v_Ck_Ik_;
    var B128_Type v_Ck_;
    var B128_Type v_Ik_;
    var bitstring v_MK;
    var B256_Type v_K;
    var charstring v_S;

    if (isvalue(p_Common_AuthenticationParams)) {
      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);
    } else {
      // Generates Ck, Ik, AUTN, XRES according to TS 33.102 and TS 34.108
      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams, p_AuthenticationError); // @sic R5s201223 sic@
    }
    
    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;
    // Generates Ck' and IK'
    v_Ck_Ik_ := f_NG_Authentication_A3(v_Auth_Params.AuthParams,
                                       v_Auth_Params.KDF,
                                       v_Auth_Params.Ks,
                                       p_PLMN,
                                       p_NR_CellId);
    v_Ck_ := substr (v_Ck_Ik_, 0, 128);
    v_Ik_ := substr (v_Ck_Ik_, 128, 128);
    
    // RFC 5448 cl. 3.3
    v_K := v_Ik_ & v_Ck_;
    v_S := "EAP-AKA'" & p_Identity;
    // Master Key
    v_MK := f_ExtendedEAPAKA_PRF (v_K, char2oct (v_S));
    v_Auth_Params.MK := v_MK;
    
    // As per 33.501 clause 6.1.3.1
    // KAUSF is EMSK in RFC 5448 cl. 3.3
    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);
    
    // Now update the other parameters (common to 5GAKA and EAP)
    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);
    return v_Auth_Params;
  }
  
  /*
   * @desc      Generate and encode EAP-AKA' challenge according TS 33.501 clause 6.1.3.1 and  RFC 5448
   * @param     p_Auth_Params
   * @param     p_PLMN
   * @param     p_Id (default: '00'O)
   * @return    octetstring
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,
                                 NAS_PlmnId p_PLMN,
                                 O1_Type p_Id := '00'O,
                                 NR_CellId_Type p_NR_CellId := omit)
    return octetstring
  {
    var template (value) EAP_AT_RAND v_RAND;
    var template (value) EAP_AT_AUTN v_AUTN;  // @sic R5s200400 sic@
    var template (value) EAP_AT_KDF v_KDF;
    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;
    var template (value) EAP_AT_MAC v_MAC;
    var O16_Type v_MACValue := '00000000000000000000000000000000'O;
    var bitstring v_K_aut;
    var template (value) EAP_Message_Type v_EAP_Message;
    var integer v_Msglen := 8; // @sic R5s200400 sic@
    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN, p_NR_CellId);
    var bitstring v_EncodedMsg;
    var integer v_Len;
    var integer v_Paddinglen;
    var integer i;
   
   
    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));
    v_Msglen := v_Msglen + 5*4;
   
    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));
    v_Msglen := v_Msglen + 5*4;
   
    v_KDF := cs_EAP_AT_KDF;
    v_Msglen := v_Msglen + 4;
   
    v_Len := lengthof(v_NetworkName);
    if (v_Len mod 4 > 0) {
      v_Paddinglen := 4 - v_Len mod 4;
      for (i:=0; i < v_Paddinglen; i:=i+1) {
        v_NetworkName := v_NetworkName & '00'O;
      }
    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));
    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;
    
    v_MAC := cs_EAP_AT_MAC (v_MACValue);
    v_Msglen := v_Msglen + 5*4;
   
    // Build the message with MAC=0
    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),
                                                 v_RAND, v_AUTN, v_KDF,
                                                 v_KDF_INPUT, v_MAC, p_Id); // @sic  R5s201410 sic@
   
    // Compute MAC according to RFC 5448 cl. 3.4.2
    v_EncodedMsg := encvalue(v_EAP_Message);
    v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC @sic R5s200400 sic@
    v_MACValue := bit2oct(substr(f_HMAC_SHA_256(v_K_aut, bit2oct(v_EncodedMsg)), 0, 128)); // @sic R5s200400 sic@
    v_MAC := cs_EAP_AT_MAC (v_MACValue);
   
    // Finally return the complete EAP-AKA' challenge with correct MAC
    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),
                                                          v_RAND, v_AUTN, v_KDF,
                                                          v_KDF_INPUT, v_MAC, p_Id)))); // @sic R5s201410 sic@
   
  }

…
<skipped code>
…
}



1. [bookmark: _Toc105592761]Change 9
	Function name
	function f_Get_5GAKA_AuthenticationReqMsg
function f_Get_EAP_AuthenticationReqMsg


	Reason for change
	Same as Change 8

	Summary of change
	Same as Change 8:
1. Add input argument p_NR_CellId to all affected functions
2. Pass p_NR_CellId when fl_GetServingNetworkName() is called directly or indirectly.


	TTCN module
	NG_NASTemplateFunctions

	MCC160 Comment
	



Before Change:
	module NG_NAS_SecurityFunctions {
…
<skipped code>
…
  function f_Get_5GAKA_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                            NAS_PlmnId p_PLMN,
                                            AuthenticationError_Type p_AuthenticationError := noError) return template (value) NG_NAS_DL_Message_Type
  {
    var template (value) NG_NAS_DL_Message_Type v_NASMsg;
    
    // Evaluate Authentication parameters and generate new keys
    p_SecurityParams := f_NG_NAS_AuthenticationInit(p_SecurityParams, p_PLMN, p_AuthenticationError); // @sic R5-197217 sic@
    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@
                                              cs_GMM_AuthRAND(p_SecurityParams.AuthParams.RandValue),
                                              cs_GSM_AUTN(p_SecurityParams.AuthParams.AUTN));
    return v_NASMsg;
  }

  /*
   * @desc      build the AUTHENTICATION REQUEST for EAP AKA
   * @param     p_SecurityParams    (by reference)
   * @param     p_PLMN
   * @return    template (value) NG_NAS_DL_Message_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                          NAS_PlmnId p_PLMN) return template (value) NG_NAS_DL_Message_Type
  {
    var template (value) NG_NAS_DL_Message_Type v_NASMsg;
    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys
    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def));
    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN));
    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@
                                              -,
                                              -,
                                              v_EAP);
    return v_NASMsg;
  }



After Change:
	module NG_NAS_SecurityFunctions {
…
<skipped code>
…
  function f_Get_5GAKA_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                            NAS_PlmnId p_PLMN,
                                            AuthenticationError_Type p_AuthenticationError := noError,
                                            NR_CellId_Type p_NR_CellId := omit
                                            ) return template (value) NG_NAS_DL_Message_Type
  {
    var template (value) NG_NAS_DL_Message_Type v_NASMsg;
    
    // Evaluate Authentication parameters and generate new keys
    p_SecurityParams := f_NG_NAS_AuthenticationInit(p_SecurityParams, p_PLMN, p_AuthenticationError, -, p_NR_CellId); // @sic R5-197217 sic@
    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@
                                              cs_GMM_AuthRAND(p_SecurityParams.AuthParams.RandValue),
                                              cs_GSM_AUTN(p_SecurityParams.AuthParams.AUTN));
    return v_NASMsg;
  }

  /*
   * @desc      build the AUTHENTICATION REQUEST for EAP AKA
   * @param     p_SecurityParams    (by reference)
   * @param     p_PLMN
   * @return    template (value) NG_NAS_DL_Message_Type
   * @status    APPROVED (IMS, NR5GC, NR5GC_IRAT, POS)
   */
  function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,
                                          NAS_PlmnId p_PLMN,
                                          NR_CellId_Type p_NR_CellId := omit) return template (value) NG_NAS_DL_Message_Type
  {
    var template (value) NG_NAS_DL_Message_Type v_NASMsg;
    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys
    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def), -, -, p_NR_CellId);
    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN));
    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,
                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@
                                              -,
                                              -,
                                              v_EAP);
    return v_NASMsg;
  }



1. [bookmark: _Toc105592762]Change 10
	Function name
	function f_NR_Authentication5G_AKA()

	Reason for change
	Following changes 6-10, the NID will be appended to the Serving network name if this main function passes a value for NR Cell ID as input.
Since this should happen for SNPN test cases only, the default case of not passing any NR Cell ID needs to be handled.

	Summary of change
	Build the AUTHENTICATION REQUEST message accordingly using f_GetTestcaseAttrib_NR_SNPN() to distinguish SNPN test cases

	TTCN module
	NR5GC_NASSteps

	MCC160 Comment
	



Before Change:
	  function f_NR_Authentication5G_AKA(NR_CellId_Type p_NR_CellId,
                                       SecurityHeaderType p_SecurityStatusAuthRequest,
                                       template (present) SecurityHeaderType p_SecurityStatusAuthResponse,
                                       NAS_PlmnId     p_PLMN,
                                       NR_RadioBearerId_Type p_SRBId := tsc_NR_RbId_SRB1)
    runs on NR5GC_PTC
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();
    
    // send AUTHENTICATION REQUEST
    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN);
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_NR_CellId,
                                   p_SRBId,
                                   -,
                                   cs_NG_NAS_Request(p_SecurityStatusAuthRequest, v_MsgToSend)));

    // receive AUTHENTICATION RESPONSE / FAILURE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_NR_CellId, p_SRBId, cr_NG_NAS_Ind(p_SecurityStatusAuthResponse))) -> value v_ReceivedAsp;
    if (not f_Check_5GAKA_AuthenticationResponseFailure(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Authentication Failed");
    }
    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
  }



After Change:
	  function f_NR_Authentication5G_AKA(NR_CellId_Type p_NR_CellId,
                                       SecurityHeaderType p_SecurityStatusAuthRequest,
                                       template (present) SecurityHeaderType p_SecurityStatusAuthResponse,
                                       NAS_PlmnId     p_PLMN,
                                       NR_RadioBearerId_Type p_SRBId := tsc_NR_RbId_SRB1)
    runs on NR5GC_PTC
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();
    
    // build AUTHENTICATION REQUEST msg, input PLMN+NID if SNPN test case
    if(f_GetTestcaseAttrib_NR_SNPN(testcasename())){
      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN, -, p_NR_CellId); // Cell ID is required to derive NID
    } else {
      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN); // PLMN only
    }
    // send AUTHENTICATION REQUEST
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_NR_CellId,
                                   p_SRBId,
                                   -,
                                   cs_NG_NAS_Request(p_SecurityStatusAuthRequest, v_MsgToSend)));

    // receive AUTHENTICATION RESPONSE / FAILURE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_NR_CellId, p_SRBId, cr_NG_NAS_Ind(p_SecurityStatusAuthResponse))) -> value v_ReceivedAsp;
    if (not f_Check_5GAKA_AuthenticationResponseFailure(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Authentication Failed");
    }
    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
  }
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	Function name
	function f_NR_AuthenticationEAP_AKA()

	Reason for change
	Following changes 6-10, the NID will be appended to the Serving network name if this main function passes a value for NR Cell ID as input.
Since this should happen for SNPN test cases only, the default case of not passing any NR Cell ID needs to be handled.

	Summary of change
	Build the AUTHENTICATION REQUEST message accordingly using f_GetTestcaseAttrib_NR_SNPN() to distinguish SNPN test cases

	TTCN module
	NR5GC_NASSteps

	MCC160 Comment
	



Before Change:
	  function f_NR_AuthenticationEAP_AKA(NR_CellId_Type p_NR_CellId,
                                      SecurityHeaderType p_SecurityStatusAuthRequest,
                                      template (present) SecurityHeaderType p_SecurityStatusAuthResponse,
                                      NAS_PlmnId p_PLMN,
                                      NR_RadioBearerId_Type p_SRBId := tsc_NR_RbId_SRB1)
    runs on NR5GC_PTC
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();
    
    // send AUTHENTICATION REQUEST
    v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN);
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_NR_CellId,
                                   p_SRBId,
                                   -,
                                   cs_NG_NAS_Request(p_SecurityStatusAuthRequest, v_MsgToSend)));
    
    // receive AUTHENTICATION RESPONSE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_NR_CellId, p_SRBId, cr_NG_NAS_Ind(p_SecurityStatusAuthResponse))) -> value v_ReceivedAsp;
    if (not f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Authentication Failed");
    }
    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
  }



After Change:
	  function f_NR_AuthenticationEAP_AKA(NR_CellId_Type p_NR_CellId,
                                      SecurityHeaderType p_SecurityStatusAuthRequest,
                                      template (present) SecurityHeaderType p_SecurityStatusAuthResponse,
                                      NAS_PlmnId p_PLMN,
                                      NR_RadioBearerId_Type p_SRBId := tsc_NR_RbId_SRB1)
    runs on NR5GC_PTC
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    // build AUTHENTICATION REQUEST msg, input PLMN+NID if SNPN test case
    if(f_GetTestcaseAttrib_NR_SNPN(testcasename())){
      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN, p_NR_CellId); // Cell ID is required to derive NID
    } else {
      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, p_PLMN); // PLMN only
    }
    
    // send AUTHENTICATION REQUEST
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_NR_CellId,
                                   p_SRBId,
                                   -,
                                   cs_NG_NAS_Request(p_SecurityStatusAuthRequest, v_MsgToSend)));
    
    // receive AUTHENTICATION RESPONSE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_NR_CellId, p_SRBId, cr_NG_NAS_Ind(p_SecurityStatusAuthResponse))) -> value v_ReceivedAsp;
    if (not f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Authentication Failed");
    }
    // Now NAS parameters updated for Authentication, store updated common values in RRC global variable
    v_RRC_SecurityParams.KAMF := v_NAS_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_NAS_SecurityParams.KSIamf;
    // Now store both
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set(v_NAS_SecurityParams);
  }




1. [bookmark: _Toc122434493][bookmark: _Toc295288970][bookmark: _Toc325725665][bookmark: _Toc105592764]Branches executed 
On Anritsu, the test case was executed on NR band n41 using NR ciphering nea2 and integrity algorithm nia2.
3 [bookmark: _Toc122434494][bookmark: _Toc295288971][bookmark: _Toc325725666][bookmark: _Toc105592765]Execution Log Files 
3.1 [bookmark: _Toc105592766][bookmark: _Toc97137458]Qualcomm 
The Snapdragon X70 5G Modem-RF System, Qualcomm Technologies’ 5th generation modem-to-antenna UE passed this test case on Anritsu Protocol Conformance Test System ME7834NR. The documentation below is enclosed as evidence of the successful test case run [1]:
· Test case execution log file:
Anritsu\ TC_6_5_1_2_LOG.xml
· PICS/PIXIT parameter file:
Anritsu\ TC_6_5_1_2_PIXIT.txt


4 [bookmark: _Toc122434496][bookmark: _Toc295288973][bookmark: _Toc325725668][bookmark: _Toc105592767]References 
	[1]
	R5s220754: Supporting information for addition of NR5GC SNPN test case 6.5.1.2 in FR1



	
	

	
	



