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	Reason for change:
	In the current TTCN implementation of the function f_NR5GC_MappedContextFromS1_InitNAS, the function f_SS_NG_NAS_ConfigureSecurity is called to RESET the NasCounts for UL and DL regardless whether the situation is a handover (5GMM Connected mode) or not.
This approach is alright for the non-handover case.
However, according to 24.501 cl 4.4.3.1 ,
Quote
<skipped text>>
During the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, when a mapped 5G NAS security context is derived and taken into use, the AMF shall set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The UE shall set both the uplink and downlink NAS COUNT counters to zero.
<<skipped text>>
If the 5G NAS security context is created with a new KAMF, the AMF signals the 8 least significant bits of the current downlink NAS COUNT value in an Intra N1 mode NAS transparent container (see subclause 9.11.2.6) and shall then set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The AMF shall then increment the downlink NAS COUNT by one. The UE shall also set both the uplink and downlink NAS COUNT counters to zero.
<<skipped text>>
Unquote
The highlighted part in green needs to be implemented for the handover case in function f_NR5GC_MappedContextFromS1_InitNAS. 

The DL Nas Count after reset should be 1) Set to 0 according to text in green, and 2) incremented by 1 according to text in yellow.

At present, what happens is that the DL NAS Count is incremented only once in function f_EncodeAndCipher_NG_NasPdu. It is not being set to 0 before that. Thus the MAC-I calculation of the DL message is different from what the UE expects, and the UE discards the corresponding DL message.

This results in testcase failure. This needs to be fixed. 

	
	

	Summary of change:
	Based on whether the condition is handover , set the DL Nas Count to 0. Please see below for details.

	
	

	Consequences if not approved:
	A conformant UE will fail the testcase
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1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc92792762]Corrections required
0.1 [bookmark: _Toc92792763]Correction to function f_NR5GC_MappedContextFromS1_InitNAS
	Function name
	f_NR5GC_MappedContextFromS1_InitNAS

	Reason for change
	In the current TTCN implementation of the function f_NR5GC_MappedContextFromS1_InitNAS, the function f_SS_NG_NAS_ConfigureSecurity is called to RESET the NasCounts for UL and DL regardless whether the situation is a handover (5GMM Connected mode) or not.
This approach is alright for the non-handover case.
However, according to 24.501 cl 4.4.3.1 ,
Quote
<skipped text>>
During the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, when a mapped 5G NAS security context is derived and taken into use, the AMF shall set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The UE shall set both the uplink and downlink NAS COUNT counters to zero.
<<skipped text>>
If the 5G NAS security context is created with a new KAMF, the AMF signals the 8 least significant bits of the current downlink NAS COUNT value in an Intra N1 mode NAS transparent container (see subclause 9.11.2.6) and shall then set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The AMF shall then increment the downlink NAS COUNT by one. The UE shall also set both the uplink and downlink NAS COUNT counters to zero.
<<skipped text>>
Unquote
The highlighted part in green needs to be implemented for the handover case in function f_NR5GC_MappedContextFromS1_InitNAS. 

The DL Nas Count after reset should be 1) Set to 0 according to text in green, and 2) incremented by 1 according to text in yellow.

[bookmark: _GoBack]At present, what happens is that the DL NAS Count is incremented only once in function f_EncodeAndCipher_NG_NasPdu. It is not being set to 0 before that. Thus the MAC-I calculation of the DL message is different from what the UE expects, and the UE discards the corresponding DL message.

This results in testcase failure. This needs to be fixed.

	Summary of change
	Based on whether the condition is handover , set the DL Nas Count to 0. Please see below for details.

	TTCN module
	NR5GC_IRAT_CommonFunctions.ttcn

	MCC160 Comment
	



Before Change:
	function f_NR5GC_MappedContextFromS1_InitNAS(EUTRA_NR_CoOrd_Security_Type p_EUTRA_Auth_Params,
                                               boolean p_Handover )  runs on NR5GC_PTC
  {
    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    if (p_Handover) {
      v_SecurityParams.KAMF := f_NG_Authentication_A15_HO(p_EUTRA_Auth_Params.NH,   // @sic R5s201078 sic@
                                                          p_EUTRA_Auth_Params.Key,
                                                          v_SecurityParams.KDF);
    } else {
      v_SecurityParams.KAMF := f_NG_Authentication_A15_IdleMode(p_EUTRA_Auth_Params.NASCountUL,
                                                                p_EUTRA_Auth_Params.Key,
                                                                v_SecurityParams.KDF);
    }

    // Derives KNASenc key
    v_SecurityParams.NAS_Ciphering.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                           v_SecurityParams.KAMF,
                                                                           v_SecurityParams.KDF);
    // Derives KNASint key
    v_SecurityParams.NAS_Integrity.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,
                                                                           v_SecurityParams.KAMF,
                                                                           v_SecurityParams.KDF);
                                                                           
    // Now NAS parameters updated, store updated common values in RRC global variable @sic R5s201078 sic@
    v_RRC_SecurityParams.KAMF := v_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_SecurityParams.KSIamf;
    
    // Derive KgNB  @sic R5s201078 sic@
    v_RRC_SecurityParams.KGNB := f_NR_Authentication_A9(v_RRC_SecurityParams.KDF, v_RRC_SecurityParams.KAMF, 'FFFFFFFF'O);
    
    // set NH and NCC as per 33.501 cl.8.4.2 point 3  @sic R5s201078 sic@
    v_RRC_SecurityParams.NH:= v_RRC_SecurityParams.KGNB;
    v_RRC_SecurityParams.NCC := 0;
    
    // Now update the SS    
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); // @sic R5s211342 sic@    
        
    // @sic R5s210446, R5s201467 sic@
                                              
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set (v_SecurityParams);
  }



After Change:
	function f_NR5GC_MappedContextFromS1_InitNAS(EUTRA_NR_CoOrd_Security_Type p_EUTRA_Auth_Params,
                                               boolean p_Handover )  runs on NR5GC_PTC
  {
    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    if (p_Handover) {
      v_SecurityParams.KAMF := f_NG_Authentication_A15_HO(p_EUTRA_Auth_Params.NH,   // @sic R5s201078 sic@
                                                          p_EUTRA_Auth_Params.Key,
                                                          v_SecurityParams.KDF);
    } else {
      v_SecurityParams.KAMF := f_NG_Authentication_A15_IdleMode(p_EUTRA_Auth_Params.NASCountUL,
                                                                p_EUTRA_Auth_Params.Key,
                                                                v_SecurityParams.KDF);
    }

    // Derives KNASenc key
    v_SecurityParams.NAS_Ciphering.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                           v_SecurityParams.KAMF,
                                                                           v_SecurityParams.KDF);
    // Derives KNASint key
    v_SecurityParams.NAS_Integrity.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,
                                                                           v_SecurityParams.KAMF,
                                                                           v_SecurityParams.KDF);
                                                                           
    // Now NAS parameters updated, store updated common values in RRC global variable @sic R5s201078 sic@
    v_RRC_SecurityParams.KAMF := v_SecurityParams.KAMF;
    v_RRC_SecurityParams.KSIamf := v_SecurityParams.KSIamf;
    
    // Derive KgNB  @sic R5s201078 sic@
    v_RRC_SecurityParams.KGNB := f_NR_Authentication_A9(v_RRC_SecurityParams.KDF, v_RRC_SecurityParams.KAMF, 'FFFFFFFF'O);
    
    // set NH and NCC as per 33.501 cl.8.4.2 point 3  @sic R5s201078 sic@
    v_RRC_SecurityParams.NH:= v_RRC_SecurityParams.KGNB;
    v_RRC_SecurityParams.NCC := 0;
    
    // Now update the SS    
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); // @sic R5s211342 sic@
    if (p_Handover) {//WA#8_1_4_2_2_1        
        f_SS_NG_NAS_CountSet(NASCTRL, '00000000'O, omit);
    }
        
    // @sic R5s210446, R5s201467 sic@
                                              
    f_NR_Security_Set(v_RRC_SecurityParams);
    f_NR5GC_Security_Set (v_SecurityParams);
  }



