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1. [bookmark: _Toc122434485][bookmark: _Toc66458179][bookmark: _Toc76740356]Overview
This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 9.1.10.1 which is part of the NR5GC test suite.
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com
	Shaun Harry
	shaun.harry@keysight.com
0. [bookmark: _Toc51622099][bookmark: _Toc55479332][bookmark: _Toc60751530][bookmark: _Toc60757075][bookmark: _Toc76740357]Verification Test Summary 
Test Case: 	9.1.10.1
ATS Version:	iWD-TTCN3-B2020-09_D21wk37
[bookmark: _Hlk37919671]System Simulator used:	Anritsu Protocol Conformance Test System ME7834NR, Keysight S8704A Protocol Conformance Toolset
UE used:	Qualcomm SM 8450 + SDX65
Verification Status:	PASS


1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc76740358]Corrections required
1. [bookmark: _Toc85659790][bookmark: _Toc58491298][bookmark: _Toc60751532][bookmark: _Toc60757078][bookmark: _Toc76740361]Change 1
	Function name
	fl_TC_9_1_10_1_TestBody

	Reason for change
	1. As per the Prose, the REGISTRATION ACCEPT at step 12 “T3512” IE and allowedNSSAI should be provided

#draft proseCR would be raised in RAN5#94-e meeting

2. Security parameters should be initialized with function f_NG_EAP_AuthenticationInit() in order to initialize Auth_K, without which a runtime error will be observed
3. The Configuration Update Indication in Configuration Update Command message should contain the Acknowledgement Requested and Registration Required IEs set to 1.
4. The REGISTRATION REQUEST at step 22 will be “mobility registration” not “periodic registration”
# R5-216827 has been raised in RAN5#93-e meeting

	Summary of change
	1. Removed T3512 from REGISTRATION ACCEPT at step 12.
2. Initialized the security parameters with function f_NG_EAP_AuthenticationInit()
3. Added Ack Requested and RED in Configuration Update Command
4. Removed the timer T3512 start and expiry from step 21 and changed the registration type to Mobility in step22.
5. Updated step 12 message contents following agreed prose CR R5-217939

	TTCN module
	NetworkSlicingEnh_NR5GC.ttcn

	MCC160 Comment
	



Before Change
	  function fl_TC_9_1_10_1_TestBody() runs on NR5GC_PTC
  {
…
var template (value) NSSAI v_AllowedNSSAI:= {
      iei := '15'O,
      iel := '02'O,
      s_nssai := {cs_S_NSSAI(omit, '01'O, '01'O, omit)}
      };
…
…
        
    //@siclog "Step 12" siclog@
    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                   v_GMM_MobilityInfo,
                                                   v_GUTIToSend,
                                                   v_TAIList,
                                                   omit,
                                                   -, -, v_ConfiguredNSSAI,
                                                   -, -, -, -, -, -, -, -, cs_GprsTimer3('37'O,'101'B,'00001'B), -,
                                                   -, -, -, -, -, -, -, -, -, -,
                                                   -, -, -, '1'B, -, -, -, -, -, -,
                                                   v_PendingNSSAI);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));
    
    //@siclog "Step 13" siclog@
    f_NR5GC_Registration_Complete(v_NGC_NASCellA);
    
    //@siclog "Step 14a" siclog@
    if (pc_noOf_PDUsSameConnection > 0 ){
      f_NR5GC_PDUSessionEstablishment (v_NGC_NASCellA, -, v_SRB);
      v_SRB := tsc_NR_RbId_SRB2; // SRB2 is established during PDU Session Establishment, hence further NAS signalling will happen on SRB2
    }
    v_SecurityParams := f_NR5GC_Security_Get();
    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (v_SecurityParams, v_PLMN), omit);
    //@siclog "Step 15" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   v_SRB,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                   cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_COMMAND(cs_S_NSSAI(omit, '01'O, '01'O, omit),v_EAP))));

    //@siclog "Step 16" siclog@
    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cr_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_COMPLETE(cs_S_NSSAI(omit, '01'O, '01'O, omit),?))))  -> value v_ReceivedAsp;

    if (not(f_NG_EAP_SuccessfulAuthenticationResponse(v_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.network_Slice_Specific_Authentication_Complete.eapMessage.eapMsg))){
    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "EAP Authentication Failed");
    }

    //@siclog "Step 17" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   v_SRB,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                   cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_RESULT(cs_S_NSSAI(omit, '01'O, '01'O, omit),cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)), omit)))));

    //@siclog "Step 18" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   v_SRB,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                   cs_NG_CONFIGURATION_UPDATE_COMMAND(-, -, -, v_AllowedNSSAI))));

    //@siclog "Step 19" siclog@
    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cr_NG_CONFIGURATION_UPDATE_COMPLETE)));

    //SS releases the RRC connection.
    //@siclog "Step 20" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 21" siclog@
    t_T3512.start; //WAit for the periodic timer to expire
    t_T3512.stop; 

    //@siclog "Step 22" siclog@
    //Check: Does the UE transmit a REGISTRATION REQUEST message with NSSAA set to '1'B ?
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Periodic,-,-,-,-,cdr_NG_GMM_Cap_NSSAA,-,v_RequestedNSSAI)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }else {
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 22");
    }
    //@siclog "Step 23" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00000011'B)))));

    //SS releases the RRC connection.
    //@siclog "Step 24" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);
   } //End of fl_TC_9_1_10_1_Body  



After Change
	  function fl_TC_9_1_10_1_TestBody() runs on NR5GC_PTC
  {
…
var template (value) NSSAI v_AllowedNSSAI:= {
      iei := '15'O,
      iel := '02'O,
      s_nssai := {cs_S_NSSAI(omit, '01'O, '03'O, omit)}
      };
…
…
        
    //@siclog "Step 12" siclog@
    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                   v_GMM_MobilityInfo,
                                                   v_GUTIToSend,
                                                   v_TAIList,
                                                   omit,
                                                   v_AllowedNSSAI, -, v_ConfiguredNSSAI, 
                                                   -, -, -, -, -, -, -, -, omit, -,
                                                   -, -, -, -, -, -, -, -, -, -,
                                                   -, -, -, '1'B, -, -, -, -, -, -,
                                                   v_PendingNSSAI);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));
    
    //@siclog "Step 13" siclog@
    f_NR5GC_Registration_Complete(v_NGC_NASCellA);
    
    //@siclog "Step 14a" siclog@
    if (pc_noOf_PDUsSameConnection > 0 ){
      f_NR5GC_PDUSessionEstablishment (v_NGC_NASCellA, -, v_SRB);
      v_SRB := tsc_NR_RbId_SRB2; // SRB2 is established during PDU Session Establishment, hence further NAS signalling will happen on SRB2
    }
    v_SecurityParams := f_NR5GC_Security_Get();
    v_SecurityParams := f_NG_EAP_AuthenticationInit(v_SecurityParams, v_PLMN, hex2str(px_IMSI_Def)); 
    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (v_SecurityParams, v_PLMN), omit);
    //@siclog "Step 15" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   v_SRB,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                   cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_COMMAND(cs_S_NSSAI(omit, '01'O, '01'O, omit),v_EAP))));

    //@siclog "Step 16" siclog@
    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cr_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_COMPLETE(cs_S_NSSAI(omit, '01'O, '01'O, omit),?))))  -> value v_ReceivedAsp;

    if (not(f_NG_EAP_SuccessfulAuthenticationResponse(v_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.network_Slice_Specific_Authentication_Complete.eapMessage.eapMsg))){
    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "EAP Authentication Failed");
    }

v_AllowedNSSAI:= {
      iei := '15'O,
      iel := '02'O,
      s_nssai := {cs_S_NSSAI(omit, '01'O, '01'O, omit)}
    };


    //@siclog "Step 17" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   v_SRB,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                   cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_RESULT(cs_S_NSSAI(omit, '01'O, '01'O, omit),cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)), omit)))));


    //@siclog "Step 18" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   v_SRB,
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                   cs_NG_CONFIGURATION_UPDATE_COMMAND(cs_ConfigUpdateInd('1'B, '1'B), -, -, v_AllowedNSSAI)))); 

    //@siclog "Step 19" siclog@
    SRB.receive (car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cr_NG_CONFIGURATION_UPDATE_COMPLETE)));

    //SS releases the RRC connection.
    //@siclog "Step 20" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 21" siclog@
    //REMOVED t_T3512.start; //WAit for the periodic timer to expire 
    //REMOVED t_T3512.stop;  

    //@siclog "Step 22" siclog@
    //Check: Does the UE transmit a REGISTRATION REQUEST message with NSSAA set to '1'B ?
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility,-,-,-,-,cdr_NG_GMM_Cap_NSSAA,-,v_RequestedNSSAI)) { 
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }else {
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 22");
    }
    //@siclog "Step 23" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00000011'B)))));

    //SS releases the RRC connection.
    //@siclog "Step 24" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);
   } //End of fl_TC_9_1_10_1_Body  



1. [bookmark: _Toc85659791]Change 2
	Function name
	cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_RESULT

	Reason for change
	The message type for Network Slice Specific Authentication Result is incorrect in the template

	Summary of change
	Corrected the message type for Network Slice Specific Authentication Result

	TTCN module
	NetworkSlicingEnh_NR5GC.ttcn

	MCC160 Comment
	



Before Change
	     template (value) NG_NAS_DL_Message_Type cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_RESULT (template (value) S_NSSAI_Type p_S_NSSAI,
                                                                                    template (value) EAP_Message p_EAP) :=
  {
    /* 24.501 cl. 8.2.33 */
    network_Slice_Specific_Authentication_Result := {
      protocolDiscriminator   := tsc_EPD_GMM,                                         /* cl. 9.2       M V 1   */
      spareHalfOctet          := tsc_SpareHalfOctet,                                  /* cl. 9.5       M V 1   */
      securityHeaderType      := tsc_SHT_NoSecurityProtection,
      messageType             := tsc_MT_NG_NetworkSliceSpecificAuthenticationComplete, /* cl. 9.7   M V 1   */      sNSSAI                  := p_S_NSSAI,
      eapMessage              := p_EAP
    }
  };



After Change
	  template (value) NG_NAS_DL_Message_Type cs_NG_NETWORK_SLICE_SPECIFIC_AUTHENTICATION_RESULT (template (value) S_NSSAI_Type p_S_NSSAI,
                                                                                    template (value) EAP_Message p_EAP) :=
  {
    /* 24.501 cl. 8.2.33 */
    network_Slice_Specific_Authentication_Result := {
      protocolDiscriminator   := tsc_EPD_GMM,                                         /* cl. 9.2       M V 1   */
      spareHalfOctet          := tsc_SpareHalfOctet,                                  /* cl. 9.5       M V 1   */
      securityHeaderType      := tsc_SHT_NoSecurityProtection,
      messageType             := tsc_MT_NG_NetworkSliceSpecificAuthenticationResult, /* cl. 9.7       M V 1   */
      sNSSAI                  := p_S_NSSAI,
      eapMessage              := p_EAP
    }
  }; 



1. Branches Executed
[bookmark: _Toc122434494][bookmark: _Toc295288971][bookmark: _Toc325725666][bookmark: _Toc51622108][bookmark: _Toc56072723][bookmark: _Toc76740362]On Anritsu, the test case was executed on NR band n41 using NR ciphering nea2 and integrity algorithm nia2.
On Keysight, the test case was executed on NR band n41 using NR ciphering nea1 and integrity algorithm nia1.
1. Execution Log Files 
The Qualcomm SM 8450 + SDX65 UE passed this test case on Anritsu Protocol Conformance Test System ME7834NR and Keysight S8704A Protocol Conformance Toolset. The documentation below is enclosed as evidence of the successful test case run [1]:
· Test case execution log file:
Anritsu\ TC_9_1_10_1_LOG.xml
Keysight\TC_9_1_10_1_LOG.html
· PICS/PIXIT parameter file:
Anritsu\ TC_9_1_10_1_PIXIT.txt
Keysight\ TC_9_1_10_1_PIXIT.xml

4 [bookmark: _Toc122434496][bookmark: _Toc295288973][bookmark: _Toc325725668][bookmark: _Toc51622110][bookmark: _Toc56072725][bookmark: _Toc76740364]References
	[1]
	R5s211719 -  Supporting information for addition of eNS NR5GC test case 9.1.10.1 in FR1



