	
3GPP TSG-RAN5 Meeting #2021-TTCN email	R5s210398
Online, 7th Dec 2020 - 31st Dec 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	36.579-5
	CR
	0014
	rev
	-
	Current version:
	14.2.0
	

	

	[bookmark: _Hlt497126619]For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Addition of MCPTT test case 6.1.1.1 to the MCX ATS

	
	

	Source to WG:
	UPV/EHU

	Source to TSG:
	R5

	
	

	Work item code:
	TEI14_Test, MCPTT-ConTest
	
	Date:
	2021-06-22

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	To add MCPTT TC 6.1.1.1 to the MCX ATS

	
	

	Summary of change:
	This document lists all changes applied to the TTCN code required to obtain a pass using the MCX IPCAN test model. See detailed change description for further information.

	
	

	Consequences if not approved:
	Test case will not be added to the MCX ATS

	
	

	Clauses affected:
	6.1.1.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ...

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	Logs in R5s210399

	
	

	This CR's revision history:
	



Table of Contents
1	Overview	3
1.1	Verification Test Summary	3
2	Corrections required	3
2.1	Change 1	3
2.2	Change 2	4
3	Branches executed	5
4	Execution Log Files	5
4.1	Nemergent Solutions Client v7.0	5
5	References	6




1 [bookmark: _Toc69371787][bookmark: _Toc122434485][bookmark: _Toc75503880]Overview

[bookmark: _GoBack]This document lists all the essential changes needed to correct problems in the TTCN implementation of test case 6.1.1.1 which is part of the ATS iwd-TTCN3-B2020-09_D21wk24 test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 
Contact:	Fidel Liberal
	fidel.liberal@ehu.eus
1.1 [bookmark: _Toc69371788][bookmark: _Toc75503881]Verification Test Summary 
Test Case: 	6.1.1.1
ATS Version:	ATS  iwd-TTCN3-B2020-09_D21wk24
System Simulator used:	MCSTaaSting Tester
UE used:	Nemergent Client v7.0 on COTS LTE UE
Verification Status:	PASS

2 [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc69371789][bookmark: _Toc54888062][bookmark: _Toc75503882]Corrections required
2.1 [bookmark: _Toc69371790][bookmark: _Toc54888063][bookmark: _Toc75503883]Change 1
	Function name
	 f_MCX_SecurityParameters_Init

	Reason for change
	Keys are not fully initialized.


	Summary of change
	Keys are initialized.

	TTCN module
	MCX_SecurityParameters.ttcn

	MCC160 Comment
	



Before Change:
	 function f_MCX_SecurityParameters_Init(…)
{
…

    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, GMK, v_GMK);
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, PCK, v_PCK);
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK);            // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_CMS);        // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_GMS1);       // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_GMS2);       // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, TrK, cs_MCX_SecurityKey(px_MCX_TrK_ID, bit2oct(px_MCX_TrK)));
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, InK, cs_MCX_SecurityKey(px_MCX_InK_ID, bit2oct(px_MCX_InK)));

…
}





After Change:
	 function f_MCX_SecurityParameters_Init(…)
{
…

    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, GMK, v_GMK);
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, PCK, v_PCK);
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK);            // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_CMS);        // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_GMS1);       // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_GMS2);       // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_GMS3);       // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, CSK_GMS4);       // initialised as omit
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, TrK, cs_MCX_SecurityKey(px_MCX_TrK_ID, bit2oct(px_MCX_TrK)));
    v_SecurityParameters := f_MCX_SecurityParameters_SetKey(v_SecurityParameters, InK, cs_MCX_SecurityKey(px_MCX_InK_ID, bit2oct(px_MCX_InK)));

…
}





2.2 [bookmark: _Toc693717901][bookmark: _Toc548880631][bookmark: _Toc75503884]Change 2
	Function name
	 f_MCX_IPCAN_ReleaseConnection

	Reason for change
	In TC 6.1.1.1, at Step 45, f_MCX_IPCAN_ReleaseConnection is called without parameters, i.e. p_TestProcedure is omit, but exactly in this case  the SSRC_UE must be released (its value will change in the new call setup)


	Summary of change
	Function f_MCX_IMS_PTC_SSRC_UE_Reset is called in the case p_TestProcedure is omit.

	TTCN module
	MCX_IMS_CommonProcedures.ttcn

	MCC160 Comment
	



Before Change:
	 function f_MCX_IPCAN_ReleaseConnection (…)
{
…

[bookmark: OLE_LINK1412412111211]   if (isvalue(p_TestProcedure)) {   
      f_MCX_IMS_PTC_SSRC_UE_Reset();
    }
    f_IMS_IPCAN_EndProcedure(IPCAN, p_TestProcedure);
}





After Change:
	 function f_MCX_IPCAN_ReleaseConnection (…)
{
…

[bookmark: OLE_LINK14124121112121]   if (not isvalue(p_TestProcedure)) {   
      f_MCX_IMS_PTC_SSRC_UE_Reset();
    }
    f_IMS_IPCAN_EndProcedure(IPCAN, p_TestProcedure);
}





3 [bookmark: _Toc68002782][bookmark: _Toc69371792][bookmark: _Toc75503885]Branches executed 
· TLSv1.2
· IPSec ipsec-3gpp;alg=hmac-sha-1-96;ealg=aes-cbc
· XML integrity and encrpytion according to  http://www.w3.org/2009/xmlenc11#aes128-gcm
· XML signatures according to  http://www.w3.org/2001/04/xmlenc#sha256
· MIKEY SAKKE/ECCSI (RFC 6507, 6508, 6509)
· LTE Band 1
· EEA2/EIA2 RRC/NAS ciphering/integrity algorithms
4 [bookmark: _Toc69371793][bookmark: _Toc68002783][bookmark: _Toc75503886]Execution Log Files 
4.1 [bookmark: _Toc54888067][bookmark: _Toc69371794][bookmark: _Toc68002784][bookmark: _Toc75503887]Nemergent Solutions Client v7.0
The Nemergent Solutions Client v7.0 on COTS LTE UE passed this test case against the MCSTaaSting Tester. The documentation below is enclosed as evidence of the successful test case run [1]:
· SS_Log_Coversheet.txt
· Signalling-TC6.1.1.1.html (RRC/NAS signalling, IP flow decrypted/decoded)
· MCX-PIXIT.cfg (Titan configuration and PIXITs)
· TLI Interface log

5 [bookmark: _Toc69371795][bookmark: _Toc54888068][bookmark: _Toc325725668][bookmark: _Toc295288973][bookmark: _Toc122434496][bookmark: _Toc75503888][bookmark: _Toc68002785]References
	[1]
	R5s210399:  Supporting information for the addition of MCPTT test case 6.1.1.1 to the MCX ATS




