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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk38 related to the title of this CR.

Contact:
Shaun Harry

shaun.harry@keysight.com
2 Corrections required
2.1 Change 1

	Function name
	fl_TC_8_1_4_2_2_1_NR5GC_EUTRA_TestBody

	Reason for change
	According to TS 33.401 7.2.8.1.1
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NH associated to NCC=1 is not used to derivate KeNB, so {NH, NCC=2} should be used

	Summary of change
	Set NCC to 2 before handover
Close test loop for TEST_LOOPModeB_ON

	TTCN module
	IRAT_Handover_NR5GC_EUTRA

	MCC160 Comment
	


Before Change

	  function fl_TC_8_1_4_2_2_1_NR5GC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var octetstring v_NR_HOCmd;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    // @sic R5s201078 sic@ as per 33.401 7.2.8.4.3:

    // the source MME shall increase its locally kept NCC value by one and compute a fresh NH using A.4

    v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,

                                                         v_SecurityParams.KASME,

                                                         v_SecurityParams.NH);

    v_SecurityParams.NCC := (v_SecurityParams.NCC + 1) mod 4;
    f_EUTRA_Security_Set (v_SecurityParams);

    //@siclog "Step 1" siclog@

    // Send latest parameters to NR

    f_EUTRA38_Send_AuthParametersToNR();

    f_EUTRA38_SendPduSessionInfoListToNR();

    // Wait for NR to send back encoded RRC Reconfiguration message

    v_NR_HOCmd := f_EUTRA_NR_WaitForCoOrd_Data(NR, "HO Cmd");

    SRB.send( cas_SRB1_RrcPdu_REQ( eutra_Cell1, cs_TimingInfo_Now, cs_MobilityFromEutraCommand_Handover( tsc_RRC_TI_Def,

                                                                                                         false,

                                                                                                         nr,

                                                                                                         v_NR_HOCmd,

                                                                                                         omit)));

    // UE now moved to NR

    f_EUTRA_NR_WaitForCoOrd_Trigger (NR, "Postamble");

  }


After Change

	function fl_TC_8_1_4_2_2_1_NR5GC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var octetstring v_NR_HOCmd;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    // @sic R5s201078 sic@ as per 33.401 7.2.8.4.3:

    // the source MME shall increase its locally kept NCC value by one and compute a fresh NH using A.4

    v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,

                                                         v_SecurityParams.KASME,

                                                         v_SecurityParams.NH);

    v_SecurityParams.NCC := 2;
    f_EUTRA_Security_Set (v_SecurityParams);

    //@siclog "Step 1" siclog@

    // Send latest parameters to NR

    f_EUTRA38_Send_AuthParametersToNR();

    f_EUTRA38_SendPduSessionInfoListToNR();

    // Wait for NR to send back encoded RRC Reconfiguration message

    v_NR_HOCmd := f_EUTRA_NR_WaitForCoOrd_Data(NR, "HO Cmd");

    SRB.send( cas_SRB1_RrcPdu_REQ( eutra_Cell1, cs_TimingInfo_Now, cs_MobilityFromEutraCommand_Handover( tsc_RRC_TI_Def,

                                                                                                         false,

                                                                                                         nr,

                                                                                                         v_NR_HOCmd,

                                                                                                         omit)));

    // UE now moved to NR

    f_EUTRA_NR_WaitForCoOrd_Trigger (NR, "Postamble");

  }


2.2 Change 2
	Function name
	f_EUTRA38_NR5GC_Preamble

	Reason for change
	Test loop is not closed for steps 8-9, because the current preamble function does not handle TEST_LOOPModeB_ON

	Summary of change
	Close test loop for TEST_LOOPModeB_ON

	TTCN module
	EUTRA38_NR5GCProcedures

	MCC160 Comment
	


Before Change

	  function f_EUTRA38_NR5GC_Preamble(EUTRA_CellId_Type p_CellId,

                                   NR_TESTMODE_STATE_Type p_TestModeState,

                                   EUTRA_RRC_STATE_Type p_RRC_State,

                                   RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                   template (omit) EPS_NetworkFeatureSupport p_NtwkFeatSupport := cs_EPS_NwkFtSup_NR,

                                   template (omit) PLMN_List p_EquivalentPlmnList := omit) runs on EUTRA_Multi5GS_PTC

  {

    var NR_TESTMODE_STATE_Type v_IdleUpdatedState := p_TestModeState;

    var AbsoluteCellPower_Type v_AbsoluteCellPowerLevel := tsc_ServingCellRS_EPRE;

    select (p_TestModeState) { // @sic R5-204399 sic@

      case (PING_Or_TESTModeB_ON, PING_Or_TEST_LOOPModeB_ON){

        if (not pc_IP_Ping) { // don't need to activate test mode if using Ping

          v_IdleUpdatedState := TESTMode_OFF;

        }

      }

    }

    // Store the value of NetworkFeatureSupport to be used throughout the test

    f_EUTRA_MobileInfo_SetNetworkFeatureSupport (p_NtwkFeatSupport);

    f_EUTRA38_MultiPDN_InitialRegistration(p_CellId, // @sic R5-204399 sic@

                                           v_IdleUpdatedState,

                                           p_ReleaseConnection,

                                           p_EquivalentPlmnList,

                                           v_AbsoluteCellPowerLevel);

    if (p_RRC_State == RRC_CONNECTED) {

      f_EUTRA38_MultiPDN_RbEst_Def(p_CellId);

      if (p_TestModeState == PING_Or_TEST_LOOPModeB_ON and not pc_IP_Ping) { // @sic R%s200887 sic@

        f_EUTRA_CloseUE_TestLoopModeB (p_CellId, '00'O);

      }

    }

  }


After Change

	  function f_EUTRA38_NR5GC_Preamble(EUTRA_CellId_Type p_CellId,
                                   NR_TESTMODE_STATE_Type p_TestModeState,

                                   EUTRA_RRC_STATE_Type p_RRC_State,

                                   RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                   template (omit) EPS_NetworkFeatureSupport p_NtwkFeatSupport := cs_EPS_NwkFtSup_NR,

                                   template (omit) PLMN_List p_EquivalentPlmnList := omit) runs on EUTRA_Multi5GS_PTC

  {

    var NR_TESTMODE_STATE_Type v_IdleUpdatedState := p_TestModeState;

    var AbsoluteCellPower_Type v_AbsoluteCellPowerLevel := tsc_ServingCellRS_EPRE;

    select (p_TestModeState) { // @sic R5-204399 sic@

      case (PING_Or_TESTModeB_ON, PING_Or_TEST_LOOPModeB_ON){

        if (not pc_IP_Ping) { // don't need to activate test mode if using Ping

          v_IdleUpdatedState := TESTMode_OFF;

        }

      }

    }

    // Store the value of NetworkFeatureSupport to be used throughout the test

    f_EUTRA_MobileInfo_SetNetworkFeatureSupport (p_NtwkFeatSupport);

    f_EUTRA38_MultiPDN_InitialRegistration(p_CellId, // @sic R5-204399 sic@

                                           v_IdleUpdatedState,

                                           p_ReleaseConnection,

                                           p_EquivalentPlmnList,

                                           v_AbsoluteCellPowerLevel);

    if (p_RRC_State == RRC_CONNECTED) {

      f_EUTRA38_MultiPDN_RbEst_Def(p_CellId);

      if ((p_TestModeState == PING_Or_TEST_LOOPModeB_ON and not pc_IP_Ping) or (p_TestModeState == TEST_LOOPModeB_ON)) { // @sic R%s200887 sic@

        f_EUTRA_CloseUE_TestLoopModeB (p_CellId, '00'O);

      }

    }

  }


2.3 Change 3
	Function name
	f_NR5GC_MappedContextFromS1_InitNAS

	Reason for change
	AS security key configuration will also be done later in f_NR5GC_508RRC_InterRAT_HO_ToNR_Common_Steps1_14()

	Summary of change
	Remove AS security key configuration
Note : This change was previously accepted in R5s201078 but not applied

	TTCN module
	NR5GC_IRAT_CommonFunctions

	MCC160 Comment
	


Before Change

	  function f_NR5GC_MappedContextFromS1_InitNAS(NR_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_EUTRA_Auth_Params,

                                               boolean p_Handover )  runs on NR5GC_PTC

  {

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    if (p_Handover) {

      v_SecurityParams.KAMF := f_NG_Authentication_A15_HO(p_EUTRA_Auth_Params.NH,   // @sic R5s201078 sic@

                                                          p_EUTRA_Auth_Params.Key,

                                                          v_SecurityParams.KDF);

    } else {

      v_SecurityParams.KAMF := f_NG_Authentication_A15_IdleMode(p_EUTRA_Auth_Params.NASCountUL,

                                                                p_EUTRA_Auth_Params.Key,

                                                                v_SecurityParams.KDF);

    }

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KAMF,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KAMF,

                                                                           v_SecurityParams.KDF);

    // Now NAS parameters updated, store updated common values in RRC global variable @sic R5s201078 sic@

    v_RRC_SecurityParams.KAMF := v_SecurityParams.KAMF;

    v_RRC_SecurityParams.KSIamf := v_SecurityParams.KSIamf;

    // Derive KgNB  @sic R5s201078 sic@

    v_RRC_SecurityParams.KGNB := f_NR_Authentication_A9(v_RRC_SecurityParams.KDF, v_RRC_SecurityParams.KAMF, 'FFFFFFFF'O);

    // set NH and NCC as per 33.501 cl.8.4.2 point 3  @sic R5s201078 sic@

    v_RRC_SecurityParams.NH:= v_RRC_SecurityParams.KGNB;

    v_RRC_SecurityParams.NCC := 0;

    // Now update the SS

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);

    f_SS_NG_NAS_CountSet(NASCTRL, '00000000'O, omit);

    v_RRC_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_CellId, false);

    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                          v_RRC_SecurityParams.AS_Integrity,

                                          v_RRC_SecurityParams.AS_Ciphering);
    f_NR_Security_Set(v_RRC_SecurityParams);

    f_NR5GC_Security_Set (v_SecurityParams);

  }


After Change

	function f_NR5GC_MappedContextFromS1_InitNAS(NR_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_EUTRA_Auth_Params,

                                               boolean p_Handover )  runs on NR5GC_PTC

  {

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    if (p_Handover) {

      v_SecurityParams.KAMF := f_NG_Authentication_A15_HO(p_EUTRA_Auth_Params.NH,   // @sic R5s201078 sic@

                                                          p_EUTRA_Auth_Params.Key,

                                                          v_SecurityParams.KDF);

    } else {

      v_SecurityParams.KAMF := f_NG_Authentication_A15_IdleMode(p_EUTRA_Auth_Params.NASCountUL,

                                                                p_EUTRA_Auth_Params.Key,

                                                                v_SecurityParams.KDF);

    }

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KAMF,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KAMF,

                                                                           v_SecurityParams.KDF);

    // Now NAS parameters updated, store updated common values in RRC global variable @sic R5s201078 sic@

    v_RRC_SecurityParams.KAMF := v_SecurityParams.KAMF;

    v_RRC_SecurityParams.KSIamf := v_SecurityParams.KSIamf;

    // Derive KgNB  @sic R5s201078 sic@

    v_RRC_SecurityParams.KGNB := f_NR_Authentication_A9(v_RRC_SecurityParams.KDF, v_RRC_SecurityParams.KAMF, 'FFFFFFFF'O);

    // set NH and NCC as per 33.501 cl.8.4.2 point 3  @sic R5s201078 sic@

    v_RRC_SecurityParams.NH:= v_RRC_SecurityParams.KGNB;

    v_RRC_SecurityParams.NCC := 0;

    // Now update the SS

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);

    f_SS_NG_NAS_CountSet(NASCTRL, '00000000'O, omit);

    /*  REMOVED  v_RRC_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_CellId, false);

    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                          v_RRC_SecurityParams.AS_Integrity,

                                          v_RRC_SecurityParams.AS_Ciphering);

    */                                      

    f_NR_Security_Set(v_RRC_SecurityParams);

    f_NR5GC_Security_Set (v_SecurityParams);

  }


