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Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk25 related to the title of this CR.

Contact:
Yongsheng Ma


mayongsheng@starpointcomm.com
Corrections required

Change 1

	Function name
	f_NR5GC_RRC_Idle_Steps5_9_AKA

	Reason for change
	The second SMC procedure is not necessary to reset NAS count, otherwise SMC will failure on UE side.

	Summary of change
	Set Nascountreset to omit.

	TTCN module
	NR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before Change:

	       function f_NR5GC_RRC_Idle_Steps5_9_AKA (inout GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                           NR_CellId_Type p_CellId,

                                           NG_NAS_MSG_Indication_Type p_ReceivedMsg,

                                           NAS_PlmnId p_PLMN,

                                           TypeOfRegistration_Type p_RegType := Initial_Secure,

                                           InterworkWithoutN26 p_IwkN26 := NOT_SUPPORTED)  runs on NR5GC_PTC return NasCount_Type

  {

    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg := p_ReceivedMsg;

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var SecurityHeaderType v_SentSecurityHeader;

    var template (present) SecurityHeaderType v_SecurityHeaderResponse;

    if(p_RegType == Initial_NoSecurity) { // @sic R5s190109 sic@

      v_SentSecurityHeader := tsc_SHT_NoSecurityProtection;

      v_SecurityHeaderResponse := tsc_SHT_NoSecurityProtection;

    } else {

      v_SentSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

      v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected_Ciphered; // @sic R5s190109 sic@

    }

    if (v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId != '111'B) { // @sic R5s190929 sic@

      v_SecurityParams.KSIamf := v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId;

      if(p_RegType == Initial_NoSecurity) { // @sic R5s200465 sic@

        v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected; // @sic R5s190109, R5-200477 sic@

      }

      f_NR5GC_Security_Set(v_SecurityParams);

    }

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);

    } else {

      f_NR_AuthenticationEAP_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);

    }

    // Step 8 - 9

    v_SecurityParams := f_NR5GC_Security_Get();

    // Do NAS Security Mode procedure

    v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(p_CellId, v_SecurityParams, p_RegType, p_GMM_MobilityInfo_Type);

    if (p_RegType == Initial_NoSecurity) {

      if (isvalue (v_NAS_SecurityReturnValue.NasMsg)) { // As first time Registration, Registration Req should be replayed

        // overwrite 2nd message received with the replayed msg as this will be the complete message, so it can be checked again

        v_ReceivedMsg.Pdu.PiggybackedPduList[0].Msg := valueof(v_NAS_SecurityReturnValue.NasMsg);

        if (not f_Check_NG_RegistrationReqMsg (p_GMM_MobilityInfo_Type, v_ReceivedMsg.Pdu, Initial_Secure)) {

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Replayed Registration Request Message Failed");

        }

      } else {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Not Replayed");

      }

    }

    // Step 9Aa1 - 9Aa2

    if (p_RegType == Initial_NoSecurity or p_RegType == Initial_Secure) { // @sic R5-202564 sic@

      if (isvalue(p_GMM_MobilityInfo_Type.GMMCap)) {

        if (match('1'B, p_GMM_MobilityInfo_Type.GMMCap.s1Cap)  and p_IwkN26 == NOT_SUPPORTED) {

          v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(p_CellId, v_SecurityParams, p_RegType, p_GMM_MobilityInfo_Type);

       }

      }

    }

    return valueof(v_NAS_SecurityReturnValue.NasCount);

  }


After Change:

	       function f_NR5GC_RRC_Idle_Steps5_9_AKA (inout GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                           NR_CellId_Type p_CellId,

                                           NG_NAS_MSG_Indication_Type p_ReceivedMsg,

                                           NAS_PlmnId p_PLMN,

                                           TypeOfRegistration_Type p_RegType := Initial_Secure,

                                           InterworkWithoutN26 p_IwkN26 := NOT_SUPPORTED)  runs on NR5GC_PTC return NasCount_Type

  {

    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg := p_ReceivedMsg;

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var SecurityHeaderType v_SentSecurityHeader;

    var template (present) SecurityHeaderType v_SecurityHeaderResponse;

    if(p_RegType == Initial_NoSecurity) { // @sic R5s190109 sic@

      v_SentSecurityHeader := tsc_SHT_NoSecurityProtection;

      v_SecurityHeaderResponse := tsc_SHT_NoSecurityProtection;

    } else {

      v_SentSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

      v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected_Ciphered; // @sic R5s190109 sic@

    }

    if (v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId != '111'B) { // @sic R5s190929 sic@

      v_SecurityParams.KSIamf := v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId;

      if(p_RegType == Initial_NoSecurity) { // @sic R5s200465 sic@

        v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected; // @sic R5s190109, R5-200477 sic@

      }

      f_NR5GC_Security_Set(v_SecurityParams);

    }

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);

    } else {

      f_NR_AuthenticationEAP_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);

    }

    // Step 8 - 9

    v_SecurityParams := f_NR5GC_Security_Get();

    // Do NAS Security Mode procedure

    v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(p_CellId, v_SecurityParams, p_RegType, p_GMM_MobilityInfo_Type);

    if (p_RegType == Initial_NoSecurity) {

      if (isvalue (v_NAS_SecurityReturnValue.NasMsg)) { // As first time Registration, Registration Req should be replayed

        // overwrite 2nd message received with the replayed msg as this will be the complete message, so it can be checked again

        v_ReceivedMsg.Pdu.PiggybackedPduList[0].Msg := valueof(v_NAS_SecurityReturnValue.NasMsg);

        if (not f_Check_NG_RegistrationReqMsg (p_GMM_MobilityInfo_Type, v_ReceivedMsg.Pdu, Initial_Secure)) {

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Replayed Registration Request Message Failed");

        }

      } else {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Not Replayed");

      }

    }

    // Step 9Aa1 - 9Aa2

    if (p_RegType == Initial_NoSecurity or p_RegType == Initial_Secure) { // @sic R5-202564 sic@

      if (isvalue(p_GMM_MobilityInfo_Type.GMMCap)) {

        if (match('1'B, p_GMM_MobilityInfo_Type.GMMCap.s1Cap)  and p_IwkN26 == NOT_SUPPORTED) {

          v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(p_CellId, v_SecurityParams, p_RegType, p_GMM_MobilityInfo_Type, omit);

       }

      }

    }

    return valueof(v_NAS_SecurityReturnValue.NasCount);

  }


