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Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 6.2.3.1 which is part of the NR5GC_IRAT_IWD_20wk11 test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Ting Gao

gaoting@starpointcomm.com
Verification Test Summary

Test Case: 
6.2.3.1
ATS Version:
iwd-TTCN3-B2019-06_D20wk11

System Simulator used:
Starpoint SP9500 Test system
UE used:
HiSilicon Balong 5000
Verification Status:
PASS
Corrections required
Change 1
	Function name
	fl_TC_6_2_3_1_TestBody()

	Reason for change
	EUTRA side is waiting for GutiParams in  function fl_TC_6_2_3_1_NR5GC_EUTRA_TestBody(), var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

 Security params need to be send to EUTRA side in step7: fl_TC_6_2_3_1_NR5GC_EUTRA_TestBody-> f_EUTRA38_TrackingAreaUpdateFromN1->  f_EUTRA38_TAUReqFromN1（）->v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR);

	Summary of change
	Use f_NR5GC_Send_GutiParametersToEUTRA instead of  f_NR5GC_Send_IRATParametersToEUTRA;
 Add  
f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  and f_NR5GC_Send_AuthParametersToEUTRA ();

	TTCN module
	Idle_CellReSelection_NR5GC_NR.ttcn

	MCC160 Comment
	


Before change

    function fl_TC_6_2_3_1_TestBody() runs on NR5GC_PTC

  {

    // Send both authentication and NR sysinfo parameters to EUTRA that will be used throughout the test

    f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);
    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA); // wait power change on EUTRA first to do the steps only on NR side

    //@siclog "Step 1" siclog@

    //The SS adjusts the E-UTRAN and NR Cell power levels according to row "T1" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80); // FR2 FFS

    //@siclog "Step 2" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    //@siclog "Step 3" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 3");

    //@siclog "Step 4-Void" siclog@

    //@siclog "Step 5" siclog@

    // The SS adjusts the E-UTRAN and NR Cell power levels according to row "T2" in table 6.2.3.1.3.2-1/2.

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    f_NR_SetCellPower (nr_Cell1, -95, -95);

    //@siclog "Step 6" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger); // move to Step7 on EUTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // change power levels on NR side, step 11

    // @siclog "Step 11" siclog@

    // The SS re-adjusts the E-UTRAN and NR Cell levels according to row "T3" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80);

    // @siclog "Step 12" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1,-,false);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    // @siclog "Step 13-Void" siclog@

  }
After change

   function fl_TC_6_2_3_1_TestBody() runs on NR5GC_PTC

  {

    // Send both authentication and NR sysinfo parameters to EUTRA that will be used throughout the test

     f_NR5GC_Send_GutiParametersToEUTRA(nr_Cell1);
    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA); // wait power change on EUTRA first to do the steps only on NR side

    //@siclog "Step 1" siclog@

    //The SS adjusts the E-UTRAN and NR Cell power levels according to row "T1" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80); // FR2 FFS

    //@siclog "Step 2" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    //@siclog "Step 3" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 3");

    //@siclog "Step 4-Void" siclog@

    //@siclog "Step 5" siclog@

    // The SS adjusts the E-UTRAN and NR Cell power levels according to row "T2" in table 6.2.3.1.3.2-1/2.

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    f_NR_SetCellPower (nr_Cell1, -95, -95);

    //@siclog "Step 6" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger); // move to Step7 on EUTRA


//Step7


f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);   


f_NR5GC_Send_AuthParametersToEUTRA ();

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // change power levels on NR side, step 11

    // @siclog "Step 11" siclog@

    // The SS re-adjusts the E-UTRAN and NR Cell levels according to row "T3" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80);

    // @siclog "Step 12" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1,-,false);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    // @siclog "Step 13-Void" siclog@

  }
Change 2
	Function name
	f_Check_NG_PDUSessionModificationReq()

	Reason for change
	According to 24.501 cl8.3.7.1   PDU session ID is only value(no iei).

	Summary of change
	Add  sessionId

	TTCN module
	\Common\NG_NAS\NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	


Before change

    function f_Check_NG_PDUSessionModificationReq( out GSM_MobilityInfo_Type p_GSM_MobilityInfo,

                                                 PDUSessionInfoList_Type p_PDUSessionGlobalInfo,

                                                 NG_NAS_UL_Pdu_Type p_ReceivedMsgs,

                                                 template (present) NG_PDU_SessionId p_PDU_SessionId := ?,

                                                 template (present) ProcedureTransactionIdentifier p_PTI := ?,

                                                 template NG_UE_SM_Cap p_NG_UE_SM_Cap := *,

                                                 template GMM_GSM_Cause p_Cause := *,

                                                 template MaxNumPacketFilters p_MaxNumPacketFilters := *,

                                                 template AlwaysOnPDUSessionReq p_AlwaysOnPDUSessionReq := *,

                                                 template IntegrityProtMaxDataRate p_IntegrityProtMaxDataRate := *,

                                                 template QoS_Rules p_QoS_Rules := *,

                                                 template QoSFlowDescr p_QoSFlowDescr := *,

                                                 template MappedEPSBearerContexts p_MappedEPSBearerContexts := *,

                                                 template ExtdProtocolConfigOptions p_ExtdPCO := *,

                                                 template NG_PDU_SessionId p_OldPDU_SessionId  := *,

                                                 template NG_Request_Type p_RequestType  := *,

                                                 template S_NSSAI_Type p_S_NSSAI  := *,

                                                 template DNN p_DNN  := *,

                                                 template AdditionalInformation p_AdditionalInfo  := *) return boolean

  {

    var boolean v_Result := false;

    var boolean v_ExistingId := false;

    var NG_NAS_UL_Message_Type v_GSMMsg := p_ReceivedMsgs.PiggybackedPduList[0].Msg;

    var integer i;

    // Check NAS Transport msg first

    v_Result := f_Check_NG_ULNASTransport (p_ReceivedMsgs.Msg,

                                           cr_PayloadContainerType(tsc_PayloadContainerESMMsg), // @sic R5w190208 sic@

                                           p_PDU_SessionId,

                                           p_OldPDU_SessionId,

                                           p_RequestType,

                                           p_S_NSSAI,

                                           p_DNN,

                                           p_AdditionalInfo);

    if (not v_Result) {

      return v_Result;

    } else if (match (v_GSMMsg, cr_NG_PDU_SESSION_MODIFICATION_REQUEST (p_PDU_SessionId,

                                                                        p_PTI,

                                                                        p_NG_UE_SM_Cap,

                                                                        p_Cause,

                                                                        p_MaxNumPacketFilters,

                                                                        p_AlwaysOnPDUSessionReq,

                                                                        p_IntegrityProtMaxDataRate,

                                                                        p_QoS_Rules,

                                                                        p_QoSFlowDescr,

                                                                        p_MappedEPSBearerContexts,

                                                                        p_ExtdPCO))) {

      v_Result := true;

    } else {  // @sic R5s190944 sic@

      v_Result := false;

    }

    // Default message contents specifies this must match an existing session establishment id

    for (i := 0; i < lengthof(p_PDUSessionGlobalInfo); i := i+1) {

     if (match (v_GSMMsg.pdu_Session_Modification_Request.pduSessionId  , p_PDUSessionGlobalInfo[i].SessionId  )) {

       v_ExistingId := true;

     }

    }

    if (not v_ExistingId) {

      v_Result := v_ExistingId;

    }

    // Store info for this modification

    p_GSM_MobilityInfo.SessionId := v_GSMMsg.pdu_Session_Modification_Request.pduSessionId;

    p_GSM_MobilityInfo.PTI := v_GSMMsg.pdu_Session_Modification_Request.procedureTransactionIdentifier;

    p_GSM_MobilityInfo.SessionType := omit;

    p_GSM_MobilityInfo.IMS := false; // Set this to false for now

    if (ispresent (p_ReceivedMsgs.Msg.ul_Nas_Transport.dnn)) {

      p_GSM_MobilityInfo.DNN := p_ReceivedMsgs.Msg.ul_Nas_Transport.dnn;

      p_GSM_MobilityInfo.IMS := f_NG_IsDNNForIMS(p_GSM_MobilityInfo.DNN.dnnValue);  // check if IMS is requested

    } else {

      p_GSM_MobilityInfo.DNN := omit;

    }

    if (ispresent (v_GSMMsg.pdu_Session_Modification_Request.alwaysOnPDUSessionReq)) {

      p_GSM_MobilityInfo.AlwaysOn := v_GSMMsg.pdu_Session_Modification_Request.alwaysOnPDUSessionReq;

    } else {

      p_GSM_MobilityInfo.AlwaysOn := omit;

    }

    if (ispresent (v_GSMMsg.pdu_Session_Modification_Request.extdProtocolConfigurationOptions)) {

      p_GSM_MobilityInfo.PCO := v_GSMMsg.pdu_Session_Modification_Request.extdProtocolConfigurationOptions;

    } else {

      p_GSM_MobilityInfo.PCO := omit;

    }

    return v_Result;

  }
After change

  function f_Check_NG_PDUSessionModificationReq( out GSM_MobilityInfo_Type p_GSM_MobilityInfo,

                                                 PDUSessionInfoList_Type p_PDUSessionGlobalInfo,

                                                 NG_NAS_UL_Pdu_Type p_ReceivedMsgs,

                                                 template (present) NG_PDU_SessionId p_PDU_SessionId := ?,

                                                 template (present) ProcedureTransactionIdentifier p_PTI := ?,

                                                 template NG_UE_SM_Cap p_NG_UE_SM_Cap := *,

                                                 template GMM_GSM_Cause p_Cause := *,

                                                 template MaxNumPacketFilters p_MaxNumPacketFilters := *,

                                                 template AlwaysOnPDUSessionReq p_AlwaysOnPDUSessionReq := *,

                                                 template IntegrityProtMaxDataRate p_IntegrityProtMaxDataRate := *,

                                                 template QoS_Rules p_QoS_Rules := *,

                                                 template QoSFlowDescr p_QoSFlowDescr := *,

                                                 template MappedEPSBearerContexts p_MappedEPSBearerContexts := *,

                                                 template ExtdProtocolConfigOptions p_ExtdPCO := *,

                                                 template NG_PDU_SessionId p_OldPDU_SessionId  := *,

                                                 template NG_Request_Type p_RequestType  := *,

                                                 template S_NSSAI_Type p_S_NSSAI  := *,

                                                 template DNN p_DNN  := *,

                                                 template AdditionalInformation p_AdditionalInfo  := *) return boolean

  {

    var boolean v_Result := false;

    var boolean v_ExistingId := false;

    var NG_NAS_UL_Message_Type v_GSMMsg := p_ReceivedMsgs.PiggybackedPduList[0].Msg;

    var integer i;

    // Check NAS Transport msg first

    v_Result := f_Check_NG_ULNASTransport (p_ReceivedMsgs.Msg,

                                           cr_PayloadContainerType(tsc_PayloadContainerESMMsg), // @sic R5w190208 sic@

                                           p_PDU_SessionId,

                                           p_OldPDU_SessionId,

                                           p_RequestType,

                                           p_S_NSSAI,

                                           p_DNN,

                                           p_AdditionalInfo);

    if (not v_Result) {

      return v_Result;

    } else if (match (v_GSMMsg, cr_NG_PDU_SESSION_MODIFICATION_REQUEST (p_PDU_SessionId,

                                                                        p_PTI,

                                                                        p_NG_UE_SM_Cap,

                                                                        p_Cause,

                                                                        p_MaxNumPacketFilters,

                                                                        p_AlwaysOnPDUSessionReq,

                                                                        p_IntegrityProtMaxDataRate,

                                                                        p_QoS_Rules,

                                                                        p_QoSFlowDescr,

                                                                        p_MappedEPSBearerContexts,

                                                                        p_ExtdPCO))) {

      v_Result := true;

    } else {  // @sic R5s190944 sic@

      v_Result := false;

    }

    // Default message contents specifies this must match an existing session establishment id

    for (i := 0; i < lengthof(p_PDUSessionGlobalInfo); i := i+1) {

     if (match (v_GSMMsg.pdu_Session_Modification_Request.pduSessionId.sessionId, p_PDUSessionGlobalInfo[i].SessionId.sessionId)) {

       v_ExistingId := true;

     }

    }

    if (not v_ExistingId) {

      v_Result := v_ExistingId;

    }

    // Store info for this modification

    p_GSM_MobilityInfo.SessionId := v_GSMMsg.pdu_Session_Modification_Request.pduSessionId;

    p_GSM_MobilityInfo.PTI := v_GSMMsg.pdu_Session_Modification_Request.procedureTransactionIdentifier;

    p_GSM_MobilityInfo.SessionType := omit;

    p_GSM_MobilityInfo.IMS := false; // Set this to false for now

    if (ispresent (p_ReceivedMsgs.Msg.ul_Nas_Transport.dnn)) {

      p_GSM_MobilityInfo.DNN := p_ReceivedMsgs.Msg.ul_Nas_Transport.dnn;

      p_GSM_MobilityInfo.IMS := f_NG_IsDNNForIMS(p_GSM_MobilityInfo.DNN.dnnValue);  // check if IMS is requested

    } else {

      p_GSM_MobilityInfo.DNN := omit;

    }

    if (ispresent (v_GSMMsg.pdu_Session_Modification_Request.alwaysOnPDUSessionReq)) {

      p_GSM_MobilityInfo.AlwaysOn := v_GSMMsg.pdu_Session_Modification_Request.alwaysOnPDUSessionReq;

    } else {

      p_GSM_MobilityInfo.AlwaysOn := omit;

    }

    if (ispresent (v_GSMMsg.pdu_Session_Modification_Request.extdProtocolConfigurationOptions)) {

      p_GSM_MobilityInfo.PCO := v_GSMMsg.pdu_Session_Modification_Request.extdProtocolConfigurationOptions;

    } else {

      p_GSM_MobilityInfo.PCO := omit;

    }

    return v_Result;

  }   
Change 3

	Function name
	f_EUTRA38_MappedContextFromN1_InitNAS()

	Reason for change
	In function f_NG_Authentication_A14,  the NasCount must use count+1 to match the UE

	Summary of change
	Move f_NasSecurity_IncrementCOUNT  in front   

	TTCN module
	\NR5GC_IRAT\Common\EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


Before change

   function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var CellCarrierFreqEUTRA_Type v_CarrierFreq := f_EUTRA_CellInfo_GetEARFCN(p_CellId);

    var NasCount_Type v_NasCountForDerivation;

    var NasCount_Type v_NasCountUL;

    if (p_Handover) {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountDL;

    } else {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountUL; // According to 33.501 cl. 8.5.2 shall be the same value as in TAU Req

    }

    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,

                                                      v_NasCountForDerivation,

                                                      p_NR_Auth_Params.Key,

                                                      v_SecurityParams.KDF);

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;

    // Derives KNASint key

    //As per 33.401 clause 9.2.2.2

    v_NasCountUL := 'FFFFFFFF'O;

    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL);

    //Derive KenB

    if (p_Handover) {  // @sic R5s191111 sic@

      while (v_SecurityParams.NCC != 2)  {

        v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,

                                                             v_SecurityParams.KASME,

                                                             v_SecurityParams.NH);

        v_SecurityParams.NCC := (v_SecurityParams.NCC + 1) mod 4;

      }

      v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S13(v_SecurityParams.KDF,

                                                        v_SecurityParams.KENB,

                                                        v_SecurityParams.NH,

                                                        f_EUTRA_CellInfo_GetPhyCellId(p_CellId),

                                                        v_CarrierFreq.dl_CarrierFreq, true);

    //Derive KENB* which will be KENB from NH stored in v_SecurityParams.KENB

    }

    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                      v_SecurityParams.KENB,

                                                                      v_SecurityParams.KDF);

    // Now update the SS

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);

    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, p_NR_Auth_Params.NASCountDL, f_NasSecurity_IncrementCOUNT (p_NR_Auth_Params.NASCountUL)); // @sic R5w190307 sic@

    // @sic R5s191146 change 4.4.2 sic@

    return v_SecurityParams;

  }
After change

  function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var CellCarrierFreqEUTRA_Type v_CarrierFreq := f_EUTRA_CellInfo_GetEARFCN(p_CellId);

    var NasCount_Type v_NasCountForDerivation;

    var NasCount_Type v_NasCountUL;

    if (p_Handover) {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountDL;

    } else {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountUL; // According to 33.501 cl. 8.5.2 shall be the same value as in TAU Req

v_NasCountForDerivation := f_NasSecurity_IncrementCOUNT(v_NasCountForDerivation); 

    }

    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,

                                                      v_NasCountForDerivation,

                                                      p_NR_Auth_Params.Key,

                                                      v_SecurityParams.KDF);

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;

    // Derives KNASint key

    //As per 33.401 clause 9.2.2.2

    v_NasCountUL := 'FFFFFFFF'O;

    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL);

    //Derive KenB

    if (p_Handover) {  // @sic R5s191111 sic@

      while (v_SecurityParams.NCC != 2)  {

        v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,

                                                             v_SecurityParams.KASME,

                                                             v_SecurityParams.NH);

        v_SecurityParams.NCC := (v_SecurityParams.NCC + 1) mod 4;

      }

      v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S13(v_SecurityParams.KDF,

                                                        v_SecurityParams.KENB,

                                                        v_SecurityParams.NH,

                                                        f_EUTRA_CellInfo_GetPhyCellId(p_CellId),

                                                        v_CarrierFreq.dl_CarrierFreq, true);

    //Derive KENB* which will be KENB from NH stored in v_SecurityParams.KENB

    }

    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                      v_SecurityParams.KENB,

                                                                      v_SecurityParams.KDF);

    // Now update the SS

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);

   f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, p_NR_Auth_Params.NASCountDL, omit); 
    // @sic R5s191146 change 4.4.2 sic@

    return v_SecurityParams;

  }
Change 4

	Function name
	f_Check_NG_RegistrationReqMsg()

	Reason for change
	UE payload have 2  REGISTRATION REQUEST，SS should  use the second one

	Summary of change
	Modify the test logic.

	TTCN module
	\Common\NG_NAS\NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	


Before change

  function f_Check_NG_RegistrationReqMsg(out GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                         NG_NAS_UL_Pdu_Type p_ReceivedMsgs,

                                         template (present) TypeOfRegistration_Type p_RegType,

                                         template (present) NG_MobileIdentity p_GUTI := ?,

                                         template (present) NAS_KsiValue p_KeySetId := ?,

                                         template (present) B1_Type p_Tsc := ?,

                                         template NAS_KeySetIdentifier p_NonCurrentKSI := *,

                                         template NG_GMM_Cap p_GMM_Cap := *,

                                         template NG_UE_SecurityCapability p_UESecurityCap := *,

                                         template NSSAI p_ReqNSSAI := *,

                                         template NG_TrackingAreaId p_TAI := *,

                                         template UE_NetworkCap p_UE_NetworkCap := *,

                                         template ULDataStatus p_ULDataStatus := *,

                                         template PDU_SessionStatus p_PDU_SessionStatus := *,

                                         template MICO_Ind p_MICO_Ind := *,

                                         template UE_Status p_UE_Status := *,

                                         template NG_MobileIdentity p_AddGUTI := *,

                                         template AllowedPDU_SessionStatus p_AllowedPDU_SessionStatus := *,

                                         template UE_UsageSetting p_UE_UsageSetting := *,

                                         template NG_DRXparameter p_DRXparam := *,

                                         template EPS_MessageContainer p_EPSMsg := *,

                                         template LADN_Ind p_LADN_Ind := *,

                                         template PayloadContainer p_Payload := *,

                                         template PayloadContainerType p_ContainerType := *, // @sic R5w190113 sic@

                                         template NetworkSlicingInd p_NetworkSlicingInd := *,

                                         template NG_UpdateType p_NG_UpdateType := *,

                                         template EPS_BearerContextStatus p_EPS_BearerContextStatus := * ) return boolean // @sic R5s190543 sic@

  {

    var NG_NAS_UL_Message_Type v_NASMsg;

    var boolean v_Result := false;

    var template (present) RegistrationType v_RegistrationType;

    v_NASMsg := p_ReceivedMsgs.Msg;

    select (valueof(p_RegType)) { // @sic R5-201143 sic@

      case (Mobility) {

        v_RegistrationType := cr_RegistrationType(tsc_NG_RegistrationMobility, ?);

      }

      case (Periodic) {

        v_RegistrationType :=  cr_RegistrationType(tsc_NG_RegistrationPeriodic, ?);

      }

      case (Emergency) {

        v_RegistrationType :=  cr_RegistrationType(tsc_NG_RegistrationEmergency, '1'B);

      }

      case else {

        v_RegistrationType :=  cr_RegistrationType(tsc_NG_RegistrationInitial, ?);

       // Check the 'first' message to make sure it only includes cleartext IEs

       if (not match (v_NASMsg, cr_NG_REGISTRATION_REQUEST(v_RegistrationType, // @sic R5-196637 sic@

                                                            p_KeySetId,

                                                            p_Tsc,

                                                            p_GUTI,

                                                            omit,

                                                            omit,

                                                            p_UESecurityCap,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            p_UE_Status, // default *

                                                            p_AddGUTI,   // default *

                                                            omit,

                                                            omit,

                                                            omit,

                                                            p_EPSMsg,    // default *

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            *))) {

         FatalError(__FILE__, __LINE__, "Initial Registration Req included non-cleartext IEs");

       }

       if (isvalue(p_ReceivedMsgs.PiggybackedPduList)) {

         /* this will be the un-ciphered message from the NAS Container

            if the SS couldn't decipher the message (because it doesn't have the security context, e.g. at the start of a test)

            this field will be set to omit

         */

         v_NASMsg := valueof(p_ReceivedMsgs.PiggybackedPduList[0].Msg);

       }
      } // @sic R5s200309 sic@

    }

    // Now check the full message, if present, against all expected values

    if (match (v_NASMsg, cr_NG_REGISTRATION_REQUEST(v_RegistrationType, // @sic R5-196637 sic@

                                                    p_KeySetId,

                                                    p_Tsc,

                                                    p_GUTI,

                                                    p_NonCurrentKSI,

                                                    p_GMM_Cap,

                                                    p_UESecurityCap,

                                                    p_ReqNSSAI,

                                                    p_TAI,

                                                    p_UE_NetworkCap,

                                                    p_ULDataStatus,

                                                    p_PDU_SessionStatus,

                                                    p_MICO_Ind,

                                                    p_UE_Status,

                                                    p_AddGUTI,

                                                    p_AllowedPDU_SessionStatus,

                                                    p_UE_UsageSetting,

                                                    p_DRXparam,

                                                    p_EPSMsg,

                                                    p_LADN_Ind,

                                                    p_ContainerType,

                                                    p_Payload,

                                                    p_NetworkSlicingInd,

                                                    p_NG_UpdateType,

                                                    p_EPS_BearerContextStatus,

                                                    *))) {

      v_Result := true;

    }

    // Finally, store the values received

    p_GMM_MobilityInfo.Guti := v_NASMsg.registration_Request.ngMobileId;

    if (ispresent(v_NASMsg.registration_Request.gmmCapability)) {

      p_GMM_MobilityInfo.GMMCap := v_NASMsg.registration_Request.gmmCapability;

    } else {

      p_GMM_MobilityInfo.GMMCap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.ueSecurityCapability)) {

      p_GMM_MobilityInfo.UECap := v_NASMsg.registration_Request.ueSecurityCapability;

    } else {

      p_GMM_MobilityInfo.UECap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.s1_UE_Capability)) { // @sic R5s190285 sic@

      p_GMM_MobilityInfo.S1NwkCap := v_NASMsg.registration_Request.s1_UE_Capability;

    } else {

      p_GMM_MobilityInfo.S1NwkCap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.pduSessionStatus)) {

      p_GMM_MobilityInfo.SessionStatus := v_NASMsg.registration_Request.pduSessionStatus;

    } else {

      p_GMM_MobilityInfo.SessionStatus := omit;

    }

    return v_Result;

  }
After change

 function f_Check_NG_RegistrationReqMsg(out GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                         NG_NAS_UL_Pdu_Type p_ReceivedMsgs,

                                         template (present) TypeOfRegistration_Type p_RegType,

                                         template (present) NG_MobileIdentity p_GUTI := ?,

                                         template (present) NAS_KsiValue p_KeySetId := ?,

                                         template (present) B1_Type p_Tsc := ?,

                                         template NAS_KeySetIdentifier p_NonCurrentKSI := *,

                                         template NG_GMM_Cap p_GMM_Cap := *,

                                         template NG_UE_SecurityCapability p_UESecurityCap := *,

                                         template NSSAI p_ReqNSSAI := *,

                                         template NG_TrackingAreaId p_TAI := *,

                                         template UE_NetworkCap p_UE_NetworkCap := *,

                                         template ULDataStatus p_ULDataStatus := *,

                                         template PDU_SessionStatus p_PDU_SessionStatus := *,

                                         template MICO_Ind p_MICO_Ind := *,

                                         template UE_Status p_UE_Status := *,

                                         template NG_MobileIdentity p_AddGUTI := *,

                                         template AllowedPDU_SessionStatus p_AllowedPDU_SessionStatus := *,

                                         template UE_UsageSetting p_UE_UsageSetting := *,

                                         template NG_DRXparameter p_DRXparam := *,

                                         template EPS_MessageContainer p_EPSMsg := *,

                                         template LADN_Ind p_LADN_Ind := *,

                                         template PayloadContainer p_Payload := *,

                                         template PayloadContainerType p_ContainerType := *, // @sic R5w190113 sic@

                                         template NetworkSlicingInd p_NetworkSlicingInd := *,

                                         template NG_UpdateType p_NG_UpdateType := *,

                                         template EPS_BearerContextStatus p_EPS_BearerContextStatus := * ) return boolean // @sic R5s190543 sic@

  {

    var NG_NAS_UL_Message_Type v_NASMsg;

    var boolean v_Result := false;

    var template (present) RegistrationType v_RegistrationType;

    v_NASMsg := p_ReceivedMsgs.Msg;

    select (valueof(p_RegType)) { // @sic R5-201143 sic@

      case (Mobility) {

        v_RegistrationType := cr_RegistrationType(tsc_NG_RegistrationMobility, ?);

      }

      case (Periodic) {

        v_RegistrationType :=  cr_RegistrationType(tsc_NG_RegistrationPeriodic, ?);

      }

      case (Emergency) {

        v_RegistrationType :=  cr_RegistrationType(tsc_NG_RegistrationEmergency, '1'B);

      }

      case else {

        v_RegistrationType :=  cr_RegistrationType(tsc_NG_RegistrationInitial, ?);

       // Check the 'first' message to make sure it only includes cleartext IEs

       if (not match (v_NASMsg, cr_NG_REGISTRATION_REQUEST(v_RegistrationType, // @sic R5-196637 sic@

                                                            p_KeySetId,

                                                            p_Tsc,

                                                            p_GUTI,

                                                            omit,

                                                            omit,

                                                            p_UESecurityCap,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            p_UE_Status, // default *

                                                            p_AddGUTI,   // default *

                                                            omit,

                                                            omit,

                                                            omit,

                                                            p_EPSMsg,    // default *

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            omit,

                                                            *))) {

         FatalError(__FILE__, __LINE__, "Initial Registration Req included non-cleartext IEs");

       }

}

}
       if (isvalue(p_ReceivedMsgs.PiggybackedPduList)) {

         /* this will be the un-ciphered message from the NAS Container

            if the SS couldn't decipher the message (because it doesn't have the security context, e.g. at the start of a test)

            this field will be set to omit

         */

         v_NASMsg := valueof(p_ReceivedMsgs.PiggybackedPduList[0].Msg); 

      } // @sic R5s200309 sic@

    }

    // Now check the full message, if present, against all expected values

    if (match (v_NASMsg, cr_NG_REGISTRATION_REQUEST(v_RegistrationType, // @sic R5-196637 sic@

                                                    p_KeySetId,

                                                    p_Tsc,

                                                    p_GUTI,

                                                    p_NonCurrentKSI,

                                                    p_GMM_Cap,

                                                    p_UESecurityCap,

                                                    p_ReqNSSAI,

                                                    p_TAI,

                                                    p_UE_NetworkCap,

                                                    p_ULDataStatus,

                                                    p_PDU_SessionStatus,

                                                    p_MICO_Ind,

                                                    p_UE_Status,

                                                    p_AddGUTI,

                                                    p_AllowedPDU_SessionStatus,

                                                    p_UE_UsageSetting,

                                                    p_DRXparam,

                                                    p_EPSMsg,

                                                    p_LADN_Ind,

                                                    p_ContainerType,

                                                    p_Payload,

                                                    p_NetworkSlicingInd,

                                                    p_NG_UpdateType,

                                                    p_EPS_BearerContextStatus,

                                                    *))) {

      v_Result := true;

    }

    // Finally, store the values received

    p_GMM_MobilityInfo.Guti := v_NASMsg.registration_Request.ngMobileId;

    if (ispresent(v_NASMsg.registration_Request.gmmCapability)) {

      p_GMM_MobilityInfo.GMMCap := v_NASMsg.registration_Request.gmmCapability;

    } else {

      p_GMM_MobilityInfo.GMMCap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.ueSecurityCapability)) {

      p_GMM_MobilityInfo.UECap := v_NASMsg.registration_Request.ueSecurityCapability;

    } else {

      p_GMM_MobilityInfo.UECap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.s1_UE_Capability)) { // @sic R5s190285 sic@

      p_GMM_MobilityInfo.S1NwkCap := v_NASMsg.registration_Request.s1_UE_Capability;

    } else {

      p_GMM_MobilityInfo.S1NwkCap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.pduSessionStatus)) {

      p_GMM_MobilityInfo.SessionStatus := v_NASMsg.registration_Request.pduSessionStatus;

    } else {

      p_GMM_MobilityInfo.SessionStatus := omit;

    }

    return v_Result;

  }
Branches executed

Execution Log Files

Hisilicon Balong 5000
The Hisilicon Balong 5000 passed this test case on Starpoint SP9500 Test System. The documentation below is enclosed as evidence of the successful test case run [1]:

Test Case Execution log file: 
\ TC_6_2_3_1_NR5GC_PASS.spm
PIXCIT settings used:

\ TC_6_2_3_1_NR5GC.sppar

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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