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1. Overview

This document lists all the essential changes needed to correct problems in the TTCN implementation of test case 8.2.2.1.1 which is part of the ENDC test suite in the ‘iwd-TTCN3-B2019-06_D19wk38’ ATS delivery. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
8.2.2.1.1
Test Group:
\ENDC\8_2_2
ATS Version:
iwd-TTCN3-B2019-06_D19wk38
System Simulator used:
Keysight 5G Protocol Conformance Toolset
UE used:
MediaTek MT6885
Verification Status:
PASS

4. Corrections required for ENDC TC 8.2.2.1.1

These changes are proposed on top of iwd-TTCN 3-B2019-38_D19wk38 TTCN delivery.

Change 4.1
	Function name
	fl_TC_8_2_2_1_1_ENDC_NR_TestBody


	Reason for change
	1. RLC Configurations for SRB3 are not provided in the SS Configuration for SRB3 at Step #1. 
2. Security is not established on NR SRB3. Security Keys must be applied on SRB3, before any DL message is send to device on SRB3. Otherwise, there will be Key mistmatch issue, since Device will apply the Keys based on the signalling values.
3. PDCP for SRB3 on SS side need to be reestablished as part of Step #5, “The SS transmits an RRCReconfiguration message to reestablish NR PDCP sent on SRB3/NR Cell 1”


	Summary of change
	1. Modified SS Configuration at step #1 to provide RLC Configurations for SRB3.
2. Security Keys are excahnged before Step #3 and Security Configurations are applied on NR SRB3 before Step #3

3. SS Configuration is applied to Reset the PDCP SN to zero, which is required to reestablish the PDCP for SRB3.

	TTCN module
	RRCReconfig_ENDC_NR.ttcn

	MCC160 Comment
	


Before Change
function fl_TC_8_2_2_1_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC

  {

    var template (value) CellGroupConfig v_SCGConfig;

    var template (value) RadioBearerConfig v_RadioBearerConfig;

    var template (value) NR_RLC_BearerToReleaseList_Type v_Rlc_BearerToReleaseList := {3};

    var template (omit) octetstring v_EncodedSCG_Config := omit;

    //@siclog "Steps 1 - 2" siclog@

    //Set the NR ENDC Configuration for SRB3

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef({cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB3)},

                                                         -,

                                                         -,

                                                         cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), secondary));

    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, {cs_38508_RLC_BearerConfig_SRB(tsc_SRB3)});

    //Configure SRB3 in SS

    f_NR_SS_CommonRadioBearerConfig(nr_Cell1, {cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB3, cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsSRB))}); 

    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig, v_SCGConfig);  // Now send octetstrings to EUTRA

    //@siclog "Step 3" siclog@

    //The SS transmits an RRCReconfiguration message to reconfigure NR MAC sent on SRB3/NR Cell 1.

    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, -, cs_NR_MAC_CellGroupConfig(-, -, cs_NR_BSR_Config_Step3_822X1));

    v_EncodedSCG_Config := bit2oct(encvalue(v_SCGConfig));

    SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, -, v_EncodedSCG_Config)));

    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit an RRCReconfigurationComplete message on SRB3/NR Cell 1?

    SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    //@siclog "Step 5" siclog@

    //@sic R5-190465 sic@

    //The SS transmits an RRCReconfiguration message to reestablish NR PDCP sent on SRB3/NR Cell 1.

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef({cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB3)},

                                                         -,

                                                         -,

                                                         cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), secondary));

    SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, v_RadioBearerConfig)));

    //@siclog "Step 6" siclog@

    //@sic R5-190465 sic@

    //Check: Does the UE transmit an RRCReconfigurationComplete message on SRB3/NR Cell 1?

    SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    // @siclog "Steps 7 - 8" siclog@

    v_RadioBearerConfig := cs_NR_RadioBearer_ReleaseSRB3;

    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, v_Rlc_BearerToReleaseList);

    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig, v_SCGConfig);  // Now send octetstrings to EUTRA

    //Release SRB3 in SS

    f_NR_SS_CommonRadioBearerConfig(nr_Cell1, {cs_NR_SS_RadioBearer_Release(tsc_NR_RbId_SRB3)});

  }
After Change
function fl_TC_8_2_2_1_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC

  {

    var template (value) CellGroupConfig v_SCGConfig;

    var template (value) RadioBearerConfig v_RadioBearerConfig;

    var template (value) NR_RLC_BearerToReleaseList_Type v_Rlc_BearerToReleaseList := {3};

    var template (omit) octetstring v_EncodedSCG_Config := omit;
    var NR_PdcpCountInfoList_Type v_NR_PdcpCountInfoList := {cs_NR_PdcpCountInfo_SRB3_Reset};
    //@siclog "Steps 1 - 2" siclog@

    //Set the NR ENDC Configuration for SRB3

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef({cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB3)},

                                                         -,

                                                         -,

                                                         cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), secondary));

    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, {cs_38508_RLC_BearerConfig_SRB(tsc_SRB3)});

    //Configure SRB3 in SS

    f_NR_SS_CommonRadioBearerConfig(nr_Cell1, {cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB3, cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsSRB),cs_NR_RlcBearerConfig_SRB(f_NR_LogicalChannelId_SRB(tsc_SRB3), 3) )}); 

    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig, v_SCGConfig);  // Now send octetstrings to EUTRA

    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA); 

    //@siclog "Step 3" siclog@

    //The SS transmits an RRCReconfiguration message to reconfigure NR MAC sent on SRB3/NR Cell 1.

    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, -, cs_NR_MAC_CellGroupConfig(-, -, cs_NR_BSR_Config_Step3_822X1));

    v_EncodedSCG_Config := bit2oct(encvalue(v_SCGConfig));

    SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, -, v_EncodedSCG_Config)));

    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit an RRCReconfigurationComplete message on SRB3/NR Cell 1?

    SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    //@siclog "Step 5" siclog@

    //@sic R5-190465 sic@

    //The SS transmits an RRCReconfiguration message to reestablish NR PDCP sent on SRB3/NR Cell 1.

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef({cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB3)},

                                                         -,

                                                         -,

                                                         cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), secondary));

    SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, v_RadioBearerConfig)));

    f_NR_SS_PdcpCount_Set(nr_Cell1, v_NR_PdcpCountInfoList, cs_TimingInfo_Now);
    //@siclog "Step 6" siclog@

    //@sic R5-190465 sic@

    //Check: Does the UE transmit an RRCReconfigurationComplete message on SRB3/NR Cell 1?

    SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    // @siclog "Steps 7 - 8" siclog@

    v_RadioBearerConfig := cs_NR_RadioBearer_ReleaseSRB3;

    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, v_Rlc_BearerToReleaseList);

    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig, v_SCGConfig);  // Now send octetstrings to EUTRA

    //Release SRB3 in SS

    f_NR_SS_CommonRadioBearerConfig(nr_Cell1, {cs_NR_SS_RadioBearer_Release(tsc_NR_RbId_SRB3)});

  }
New Template: cs_NR_RlcBearerConfig_SRB
template (value) NR_RlcBearerConfig_Type cs_NR_RlcBearerConfig_SRB(NR_LogicalChannelId_Type p_LogicalChannelId,

                                                                          integer p_LogicalChannelPriority) :=

  /* @status    APPROVED (ENDC) */

    cs_NR_RlcBearerConfig_Common(cs_NR_SS_RLC_Configuration_AM(cs_38508_UL_RLC_SRB, cs_38508_DL_RLC_SRB, cs_NR_RLC_TestModeConfig_None),

                                 p_LogicalChannelId,

                                 cs_NR_SS_MAC_Configuration(-, p_LogicalChannelPriority));
New Template: cs_NR_PdcpCountInfo_SRB3_Reset 
template (value) NR_PdcpCountInfo_Type cs_NR_PdcpCountInfo_SRB3_Reset := { RadioBearerId := tsc_NR_RbId_SRB3,

    UL := { Format := PdcpCount_Srb, Value := '00000000000000000000000000000000'B },

    DL := { Format := PdcpCount_Srb, Value := '00000000000000000000000000000000'B }}; //8.2.2.1.1
Change 4.2
	Function name
	fl_TC_8_2_2_1_1_ENDC_EUTRA_TestBody

	Reason for change
	Security keys should be exchanged from EUTRA PTC to NR PTC before Step #3, so that ciphering can be activated for NR side bearer.

	Summary of change
	Called the function to initialize and exchange the security keys 

	TTCN module
	RRCReconfig_ENDC_EUTRA.ttcn

	MCC160 Comment
	


Before Change
function fl_TC_8_2_2_1_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var template (omit) octetstring v_NR_SCGConfig := omit;

    var template (omit) octetstring v_NR_RBConfig := omit;

    //@siclog "Steps 1-2" siclog@

    //The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to add SRB3 sent on SRB1/E-UTRA Cell 1.

    //The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to add PSCell with SRB3 sent on SRB1/E-UTRA Cell 1.

    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");

    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");

    f_EUTRA38_508_ENDC_SendReconfiguration(eutra_Cell1,

                                           -, -,

                                           v_NR_SCGConfig,

                                           v_NR_RBConfig);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");
    //@siclog "Steps 7-8" siclog@

    //The SS transmits an RRCConnectionReconfiguration message to release SRB3 sent on SRB1/E-UTRA Cell 1.

    //Check: Does the UE transmit an RRCConnectionReconfigurationComplete message on SRB1/E-UTRA Cell 1?

    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");

    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");

    f_EUTRA38_508_ENDC_SendReconfiguration(eutra_Cell1,

                                           -, -,

                                           v_NR_SCGConfig,

                                           v_NR_RBConfig);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    //@siclog "Step 9" siclog@

    //The SS releases the RRC connection.

    f_EUTRA_RRC_ConnectionRelease(eutra_Cell1);

  }
After Change

function fl_TC_8_2_2_1_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var template (omit) octetstring v_NR_SCGConfig := omit;

    var template (omit) octetstring v_NR_RBConfig := omit;

    //@siclog "Steps 1-2" siclog@

    //The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to add SRB3 sent on SRB1/E-UTRA Cell 1.

    //The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to add PSCell with SRB3 sent on SRB1/E-UTRA Cell 1.

    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");

    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");

    f_EUTRA38_508_ENDC_SendReconfiguration(eutra_Cell1,

                                           -, -,

                                           v_NR_SCGConfig,

                                           v_NR_RBConfig);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");

    // Initiate SgNB Keys: 

    f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR); //TTCN CR Shall be raised
    //@siclog "Steps 7-8" siclog@

    //The SS transmits an RRCConnectionReconfiguration message to release SRB3 sent on SRB1/E-UTRA Cell 1.

    //Check: Does the UE transmit an RRCConnectionReconfigurationComplete message on SRB1/E-UTRA Cell 1?

    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");

    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");

    f_EUTRA38_508_ENDC_SendReconfiguration(eutra_Cell1,

                                           -, -,

                                           v_NR_SCGConfig,

                                           v_NR_RBConfig);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    //@siclog "Step 9" siclog@

    //The SS releases the RRC connection.

    f_EUTRA_RRC_ConnectionRelease(eutra_Cell1);

  }

5. Execution Log Files

5.1 MediaTek MT6885
The MediaTek MT6885 passed this test case on Keysight 5G Protocol Conformance Toolset Solution on EN-DC band combination DC_3A_n78A.The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution files:
TC_8_2_2_1_1 _Log.html
TC_8_2_2_1_1 _Pics_Pixit.xml

(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

References

	[1]
	R5s200002:  EN-DC FR1 : Supporting information for addition of EN-DC RRC test case 8.2.2.1.1                            
This archive comprises:
                -  html and text format execution log files for Keysight test platform



